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ABSTRACT

Federated authentication is a standardized user authentication and authorization scheme that enables web-based
SSO (Single-Sign On) in multiple security domains. We can expect the resolution of password fatigue,
enhancement of personal information protection, and sharing of research resources by using the SAML (Security
Assertion Markup Language), which is an international standard, and using interoperable technology profiles
among the domains. However, the SAML-based user authentication is difficult to apply in web applications
because it is not easy to implement, configure, and manage. OIDC (OpenlD Connect) is showing acceptance in
many countries as a next-generation authentication protocol since it has a simple structure of tokens and is easy
to manage meta information. This paper proposes a token translation system that makes web applications can use
both/either the SAML and/or the OIDC standard for federated authentication. In addition, we qualitatively
evaluate the function as well as the performance of the developed system by federating it with the JupyterHub

data-science platform acting as an OIDC client.
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Table 1. Five component layers in the AARC blueprint
architecture.

Layers Functional Roles
Identity Manage digital identities
Attribute Manage user attributes
Translation Proxying and brokering
Authorisation Manage access to resources/services
Services External end services
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system.

token translation

1931

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-10 Vol.44 No.10

< W%k B3 Ak
TS FEE 7] Adehd ofg3t 3k
AHEZR= SAML AR 2~A-Z2HSP)Y OIDC S2fo]
dee] Hd Za9E 8A¥L OIDC ZE$=
SAML ZZ5-2 wW3lz|o] SAML ZFAof s
tl. SAML ZEA|= o]go] 7Fs3t APaA HAlgA}
o] FE5 AREALlAl A (S, FAARIE AHT
o} AP Al Fob Au|aHE o8 slegh
AP W AlgAle] 28 IRl

Alelgh ApA B Al gl A ARSA L Zo’lel] A
I8P ISA He} SR} Wr)E oS
3 SAML ZEAJA A=l 24 ID AleA}
Ag AR RE OIDC  QlEFHo] A2 E3
SAML ojAdA o2 wigteo] Hdd¥lcl. SAML 25
Al WE S5 Sl AR FolE L o AAAE
AT Foll Ft Au| oAl Ak S99 A]
2HloZNE s ARALe] PR, 1FHR
5E F53}L SAML scope(QIEFA)7T Z2A R
HAHBER odAS A7AdEtt OIDC FfeldE
2 Ao} 3 A$oll= OIDC HE77} SAML ©]
ARS BFow Wk Algsic)

AP A 25 BZHSE A2l Fof Ao]7]
2 Z2RRIt). SAML T OIDC Z2-%-of 3% A}
S21e] SAAHRE o] 83 ARAL ek AT
SARI gl N e Afu]ae] HEEE 4 9l
A B AlFALE Alolgomy <] §-8-0] Bk
Folx AT 8o FAdE Algich HE
ot Hekfar Al whE o3-S 9lsliA] AR &
27|53} Afu]2 o885 AXTEe R AlE] T
g}, vprjuto g elEl Fub Au|ant st A
2ulE o] 83 ¢ QIS Au|2AlgAt 2 OIDC &
o]l Eof| digt 2]5-5(Managed registration) 7|

o Algdch

L go rfr o

4.1 OIDC ClE{Ho|A2| &l & EZ HE

Al¥gr Alz~Ele] w2 ) ebHAdS EHE]
98l SAML A2 Ego]al  simpleSAMLphp**'e}
oIDC glo|BEE|Pe o]g4s OIDC <QlE|Ho]~E
T3} simpleSAMLphp 34440 {3 nE
35 53l vz = 2AE s or s 4 9l
= Aol sirk

OIDC glEjdo]~E= OIDC EES SAML ¢4
o7 Wiksle g 0Auth2/OIDCE- s =(Backend)
2 Z= SAML AEARAGAIR oF 4 9lrh
OIDC &lEjdlo]~E E3ll Google} NaverE SAML

1932

Z= 2o ¢1%53]21 OIDC Scope(AHA|E W)
= openid, profile, email3- ©]£-3Ic}. OIDC <lE]H]
o]~ OIDC Z(Claims)e SAML <A
(Attributes) 2 W Zhslo} gk}, SIX%F SAML $A43
o tlsix OIDC AlFAlric} AH-5l= OIDC %]
o] o]fo] tl2u 3 29} - WHIZkRE o8| &
F3}H3ck

3£ 29 ‘sub’ ¢} “id = AREAF IDE e OIDC
ZHdeolel FEHee] ‘sub'tt ‘id 7t 2EFEA] W=
= SAML Ao Wiglsh= sl sl <
< s 53} gk
ePPN(eduPersonPrincipalName)-> ARg-2}2] -2
Wzlo]w] myid@univ.ackre} 722 S zheth

¥ 2. SAML £A43} OIDC ZH|3] 7be] WHstx
Table 2. Conversion map between SAML attributes and
OIDC claims.

SAML Attributes | Google Claims Naver Claims
sn family_name sn
givenName given_name gn
cn name name
displayName name nickname
mail email email
ePPN sub@issuer id@issuer

4.2 SAML ZEA| 4! OIDC E239| 7ljgt

a9 2 RS B2t Alsgle] s B
oJFr}. OIDC HZ7)9} SAML ZEA= 7zt
SATOSA®} simpleSAMLphpS o]-4-3l &gt} A}
42} =2](Consent), AF4Hd3HEntitlement), 3k H
(Attribute), $*44]8]2(Discovery), 32| (Access)
2 5531 (Registration)=  simpleSAMLphp<}

Policy

Management —

S 2
2|8l 2|8 . 5
a|2//2//g % B8
= 1= Q [=)
S|a|Z 8 & &3
0IDC
‘ SAML SP  SAML ldP}< ------ » SAML SP Provider
|
¢ SAML Proxy ¥ OIDC Broker
RequestID AuthenticatingAuthority L
SAMLIdP ) SAMLSP ) OIDC Client)

a8 2. B AxEe] 7l5A ek
Fig. 2. Functional components of the token translation
system.
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Table 3. Roles of developed microservices.

Microservice Functional Roles
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Entitlement Check eligibility for a service/client
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Discovery Access control of Identity providers
Access Track user consent and access
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Attributes Description
Client URI of OIDC client
Name Name of the client
Country Providing country
Scope Required OIDC Scopes
Privacy URL of the client’s privacy policy
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Table 5. Configuration of JupyterHub(config.py)

c.KafeOAuthenticator.oauth_callback_url = ’[url]’
c.KafeOAuthenticator.client_id = ’[client id]’
c.KafeOAuthenticator.client_secret = ’[client secret]’
from oauthenticator.kafe import KafeOAuthenticator
from jupyterhub.auth import LocalAuthenticator
from oauthenticator.kafe import *
c.KafeOAuthenticator.username_claim = ’email’
class LocalKafeOAuthenticator(Local Authenticator,
KafeOAuthenticator):

def normalize_username(self, username):

username = username.replace(’@’, ’).lower()

return username.replace(’.’,””)

vzt o 2 AR X w4 53 AR
3% 59} Zo] JupyterHub®] 53 3
)&l 78k KafeOAuthenticator E2|~% 4l
FERER 43ty AMAE TES AR
(username_claim) 2 email 23|92 o430t} email
Ze00l PR B4EARE w5 AAR Fol v
APEALE o] 8F )

o

Lo

o

> 0
5 735 A%

==

0_1_4

(e3

=
[}

o o

il
Nl

5.2 JupyterHubol| CHSH ARSA} AHEHe| 22|

a7 5= AR A 2~HellA JupyterHube] ©]-8-
A% ek sholek AHgAe] SRS
o7 o]8x4e AHAFI}) SAML ZEA|= A%
BAZAsE Skl A| 2R 0 2 E] 2oaelel A
AgAe] SRS HEF) JupyterHubel] ThE
BE AHEALe] AT Allow 2 A ) v
£44RE 23 ATOTE BAT 5 YT A
whsko 2 A0 folAde =9ic)

sk b7 1h4e] SAML APE A aEA)
o} 44 ID Al-gAFE JupyterHubE- ©]
A A 2ol gHE) s DAY, 2
2813} APEA B AlFARE SAMLE| o] 2}771]
3R A r el thglt o]-&Hl3he] Hofulrls- 1;]_00]:
3lala o] 8 S = S ok X AAA &4

%‘#JE

o w7
Ap|aE AAshe 18-S ARt

Entitlement control for the: hips/oide Ry
GRAM Redioction URL for Non-mambiers

s enice
Filter
FORMAT TR ACTION

i Filter - Ao - 3B -8

=

27 5. AHEe) W)
Fig. 5. Entitlement management.

53 ¥ EEQIE E2RC Mzl oty A5
2 AollA= JupyterHubol] %o] ]85 A]HA

BAFAe} 24 ID AFAHGoogle™) Fof] AlA 1.
AgAE 53 9 SEUSS Agshe S Al
ot AR RAlFAE A9s] #3524 0IDC
Fepo]dEE SAMLE] el A& 4 95
gholghcl

I8 62 AREAP7F SAML A RAFALE o] &
3 OIDC Z&le]od EQ] JupyterHubell 213151= 7}
AL BoFr) A8} 1) JupyterHuboll A3l =

1935

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-10 Vol.44 No.10

= Jupyter o LOGIN tokaFE Research Collaboration Zone - IDC backend m,e
Q
pr——
——
Coe i
Sp——
LOGIN to s researc ol I senvice Hub e e
uuuuu r—
P —
] = ®
Approval Required G R
Research collaboration - A
sarvca H
Frovider

& 2

a8 6. AREAR ] 4 SIS E=S
Fig. 6. Flow of user-perspective Web Single-Sign On.

318 Axshd 2) BEE #3} A ~Ho] eERlu| A=
AR A 2Bl A A A1EA wAlTRRe} 24
D AFA] HEE nofErk SAML EEA:
OIDC B27%] $30 = Saru g A3, 3)
AHgAZY A RAFAE A sl T
3hel 4) APRABATARE AHgA el A3A AT
of] i3t Ho) & ke Tof LA W E £ AW} A~
el A AR}, E2E Axgo] A3zjel as
ot 5) EFHE Axgle] SAML  EZEAE
JupyterHuboll Al 434 ¥ 5 Al5sl7] 98 AFeAl 5
o5 FIHo R wk=r}l AT eF JupyterHub”}

& FHp 6) ARSAellAl AR o]-8-Ud
< ol

5.4 MEX S| A HZEo| 2|

e Foh webakae] tie-g <15 AR A
g g7 73} 7lo] 4 EjlelE T2 90| ¥3kE 1w
E AHgRte] A71%e Reldi A% Bl
e, SN, AT P s} AR8ALS 21Z3) )
A dE 23Rk ] WedS grshr] 9

Logs rmips: <
v e e o [y — o

B8 pus b - v 1

B4 pm Gy . i B

E ) - o 1 L A

S pas - L] B0 s

BX pas I 18 80 s

Bm ps O m z s

W p o 1 80t x
B0 pas | N N a A o

38 7. AHA Fe] 2 e

Fig. 7. Maintenance of Consent log.

1936

A sk Afu|zeel] gk ARgARe] o)) 2713}
g 5 =s gk AR A aw Frk An]
2zof Hgh ARgAe] T oA 370 7 AdEiA e
Z fARe R A FolE g AHeAl BAL %
3pA]71et,

55 XMzl Mse| 45

sprleto 2 77 39] 7 whA|el, 213 89 & ‘6’
< 1% 39 6-6> DAl g ARHE EA s
3 83} ko] E*]ﬁh"v} = %_ A7ke 2 A9}

A7k M ES = A dS iﬂﬂﬂ‘r % 103] 43
Fite HAow ARgAte Azatgalof k= Al
(ell, A F2] S ANt g} BeppAelA 7
AellAl HTTP £4& ¥ulla 58 vzt 747
Ae] AZFe 3F 10ms ©]3kich

2091% hEshe b7 ARl ARKH 89 14
e 6714 TAE 5 2k8)S 24 0.761%0] 5
2.108z9v}k. H2 oF 1.395%7}F Agich 4% A
A AZRE- thpe] ) SRS 3R Aol olE
=01, 9} F3elsel AR Ak weoleh 2
AHgAL Qle @A (Interaction)& E31s17] witol] A
XV} AAR =7l 4 SRR 54 o
to}xlt}. OIDC _iﬂ(:zm 89 1, 5, 6 ")

\_ —l

Al A= A7ke] SAML ZEAo] vs|A] Adea o
FE S FIF 5 Qdsick AR QAWE 4 9l
= A SHAIRKERe] HTTP 240 thet S5A17h
o] Hrf| 4xo)m 2 eIt A wlell A YR A
ZEAQde] ARgAL A el vix|i= dde] =4 & A
o7 gehEcl

g

300

N I IH
1 2 3 4

12 8. € IS 4 AAelA 49 Bt A
Fig. 8. Average latency taken in each step of SSO flow.

o

5 6
Step in Web SSO flow

www.dbpia.co.kr



913 SAMLI} OIDC FfofF 7F B33k x| ~ule] 7k

JupyterHub& 15224
s
S

et A dsks THelF

(1]

2]

(3]

[4]

[5]

[6]

[7]

8]

[9]

=S SAML ¢lE=5fete} oIbC ¢l
183 9 eSS Mg s E
Alokska elolelet FAE
7Nksl A| Q] Ag“ o

gic} g% OIDC B2 A

=259 71 2 7HL§*§
elo] sz 2ulA3) s eyt

ek el SRelAssh guasle] oF
W Aol

References

J. Jo, H. Jang, K. Kong, and Y. Chae,
“Federated IAM service of KAFE identity

federation,” J. KICS, vol. 43, no. 12, pp.
2200-2214, Dec. 2018.

OASIS Security Services Technical
Committee,  “Security — Assertion  Markup

Language (SAML) Version 2.0 Specification
Set,” OASIS Standard, Retrieved Jul., 30,
2019 from http://docs.oasisopen.org/security/
saml/v2.0/saml-2.0-os.zip.
InCommon, Retrieved Aug. 1, 2019 from
https://www.incommon.org/.

UK Access Management Federation, Retrieved
Aug. 1, 2019 from https://www.ukfederation.
org.uk/.

Korean Access Federation, Retrieved Aug. 1,
2019 from https://www kafe.or.kr/.

N. Sakimura, J. Bradley, M. jones, B. de
and C. Mortimore, “OpenlD
connect core 1.0 incorporating errata set 1,”
The OpenlID Foundation, specification, 2014.
EU Research & Innovation,

Medeiros,

“Deliverable
DSAL.1: Results on Pilots with Communities
part 1,” May 2018.

CORBEL: Shared services for life-science,
Jul., 30, 2019
https://www.corbel-project.eu/.

G. Pareschi, et al.,

Retrieved from
“Status of the technologies
for the production of the Cherenkov Telescope
Array (CTA) mirrors,” Optics for EUY,
X-Ray, and Gamma-Ray Astronomy VI,

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

International Society for Optics and Photonics,
vol. 8861, p. 886103, Sep. 2013.

SATOSA, Retrieved Jul. 30, 2019 from
https://github.com/IdentityPython/SATOSA/wi
ki.

J.  Basney, and J.
“CILogon: A federated X.509 certification
authority ~ for

T. Fleury, Gaynor,

cyberinfrastructure  logon,”
Concurrency and Computation: Practice and
Experience, vol. 26, no. 13, pp. 2225-2239,
2014.

Check-in  BETA: Login with your
Retrieved Jul. 30, 2019 from
https://www.egi.eu/services/check-in/.

WLCG: Worldwide LHC Computing Grid,
1, 2019
http://wlcg-public.web.cern.ch/.
EISCAT3D project website, Retrieved Aug.,
1, 2019 from https://www.eiscat.se/eiscat3d/.

own

credentials,

Retrieved Aug., from

F. Perez and B. E. Granger, Project jupyter:
Computational narratives as the engine of
collaborative data science, Tech. Rep., 2015.
Retrieved Aug., 1, 2019 from https://blog.
jupyter.org/project-jupyter-computational-narrat
ives-as-the-engine-of-collaborative-data-science
-2b5fb94c3c58.

R. Hedberg, M. Solberg, S.
Gulliksson, and J. Bradley, “OpenID Connect
federation 1.0 - draft 08,” Retrieved Jul., 30,
2019
connect-federation-1_0.html.
Shibboleth, Retrieved Jul.
https://wiki.shibboleth.net.
N. Naik and P. Jenkins, “An analysis of open
standard identity protocols in cloud computing
in Proc. IEEE Int. Conf.

and Secure

Jones, S.

from  https://openid.net/specs/openid-

30, 2019 from

security paradigm,”
on Dependable, Autonomic
Comput., on Pervasive Intell. and Comput., on
Big Data Intell. and Comput. and Cyber Sci.
and Technol. Congr., pp. 428-431, 2016.

A. Biancini, L. Florio, M. Haase, M. Hardt,
M. Jankowski, J. Jensen, C. Kanellopoulos, N.
Liampotis, S. Licehammer, S. Memon, N. van
Dijk, S. Paetow, M. Prochazka, M. Salle, P.
and D. Vaghetti,

Solagna, U. Stevanovic,

1937

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-10 Vol.44 No.10

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

1938

“AARC: First draft of the blueprint
architecture for authentication and
authorisation infrastructures,” CoRR, vol.

abs/1611.07832, 2016.

AARC: Authentication and Authorisation for
Research Collaborations, Retrieved Jul. 30,
2019 from https://aarc-project.eu/.

Ministry of Public Administration and
Security, Technical specification of SSO

(Single-Sign On) gateway, 2017.

A. Lonut and C. Nisipasiu, “Web single
sign-on implementation using the
simpleSAMLphp  application,” J.  Mob.,

Embedded and Distrib. Syst., vol. 3, no. 1, pp.
21-29, 2011.

OpenID Connect (OAuth2) Client Library,
Retrieved Aug. 1, 2019 from https://github.com/
ivan-novakov/php-openid-connect-client.
Chromium  Blog:
security on the web, Retrieved Aug. 1, 2019

Improving privacy and

from https://blog.chromium.org/2019/05/improving-
privacy-and-security-on-web.html.

M. A. Christie, A. Bhandar, S. Nakandala, S.
Marru, E. Abeysinghe, S. Pamidighantam, and
M. E. Pierce, “Using keycloak for gateway
authentication and authorization,” Presented at
Gateway 2017, University of Michigan, Ann
Arbor, MI, Oct. 2017.

KAFE  OAuthenticator ~ for  JupyterHub,
Retrieved Aug. 1, 2019 from https://git.kreonet.
net/kafe-private/oauthenticator.git.

C. Lorentzen, M. Fiedler, H. Johnson, J.
Shaikh, and J. Ivar, “On user perception of
web login - a study on QoE in the context of
security,” in Proc. Australian Telecommun.
Netw. and Appl. Conf.,, Auckland, New
Zealand, pp. 84-89, 2010.

Z &l 2 (Jinyong Jo)
20034 FFAEl)Es]l AR
J%’*i A}
20139 el AR
POER

20033~ & A : gH=aEr|EA
Bl

2016\3~3A) : eduGAIN 23
2% 9

< _Tl]—/\]

Pob APAZ
[ORCID:0000-0001-6830-3604]

i &9 & (YeongHun Chae)
201549 : 7Yt Axp 2
AHr-ysla} st
et 20174 - F3b7| s gskel o)

stz Helolela}st Aap
L 207w a6
A | neira

<ol P, AYF
[ORCID:0000-0002-6860-7533]

= ¥ =2 (JongUk Kong)

1998+ : Zgaesta AA}

20159 st A REAL
st} wha}

20021~ A : g8ty A

Bl
<ol HESNT 2A

o{ A=A 9] Y| ELZ)
[ORCID:0000-0002-8703-2798]

www.dbpia.co.kr



	웹 통합인증을 위한 SAML과 OIDC 규약 간 토큰변환 시스템의 개발
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 요구사항 및 필요성
	Ⅳ. 토큰변환 시스템의 구현
	Ⅴ. 평가
	Ⅵ. 결론
	References


