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ABSTRACT

In the Internet of Things (IoT) field, research has been carried out using social networks to improve the
efficiency of connection and data sharing among various IoT devices. For example, Social Web of Things
(SWoT), which combines commercial SNS and IoT, and SIoT (Social IoT), which is a social network platform
dedicated to IoT, is introduced. However, existing research has not considered the accommodation of non
IP-based objects sufficiently and lacks specific details about the process of establishing social relationships
between objects and objects, or objects and users. And it also lacks detail about efficiently sharing its data and
controlling other objects. In this paper, we proposed a new IoT platform based on simplified social relationships
that reflect the non IP-based low power wireless communication environment which is a trend in the recently
developed IoT communication field. We compared our new IoT platform with the existing platform, and

confirmed the improvement of performance.
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Request: Send command
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Fig. 6. Data transfer procedure from the IoT platform
when things are offline (sleep mode)
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Fig. 7. Devices used for testing
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Eo) vE9= 4 2 W(SEQ) dlolE], CRC AHA
71%5°] ol Zg=]e] glorZ TinyAP-S LREZF
dlxl= 2ulo|ER dt]e] oS wWAslgick 27 8
< W7E 7R EY F2E depdch

TYPE 35|9] &7 TinyAP2] 7]% | x]#] e}
olof] 24 vESZ 75 A S8l & 1] WA

JES Flsisdch #Ful wiAA] ElRle] oS
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o]F TS AFe] BE TinyAP-S wAIA] 3§42
Zo)(LEN)Z A3t TYPE dt]e] 57 2 wAA|
PRI FOHE)E TEste] ek

.

E 1. =49 TYPE £F7
Table 1. Extended TYPE for header

Message Type Description
REQ_OWNERSHIP

RESP_OWNERSHIP

Ownership Request

Ownership Response

REQ_ Partial Ownership
PARTOWNERSHIP Request

RESP_ Partial Ownership
PARTOWNERSHIP Response
REQ_REGIST Registration Request
RESP_REGIST Registration Response
REQ_AUTH Auth Request
RESP_AUTH Auth Response
REQ_DEAUTH Logout Request

Get Timeline(data)

REQ_TIMELINE
Request

RESP_TIMELINE
REQ_POSUPDATE

Timeline Data Response

Location Update Request

2. IoT ZY¥& F8 2z EMe] glo|Helz] 74
Table 2. Major software configuration of IoT platform

Type Software Version

O/S CentOS 7
Java VM (Server) OpenJ]DK 8 (1.8)
Relational Database .
(RDBMS) MariaDB 5.6
Web Applicati

eb Application Eclipse Jetty 9.4
Server

o]E]E $AlStaL MAC CommandS 41817 ]3)
loraserver''” A3 E9]o]¢] HTTP Integration 7]
< g3t o] & v E 2 VES T ] ¢
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AAE EF ol ekl mE AR ] 2
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slsd). s AdT2E 23 90 el

TinyAP-S Z2EZ v|AX]:= LoRaWAN HA]A]
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Zole] WA= 7] Wl mhx| el Q4 w|A]#] <]
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3lo] 733}k o] TinyAP-S Forwarderl|4]
gk A2l=o] Ae|Edo]E A v IP 7|4k AR A
e =8 Al

Location Update

RESP_POSUPDATE
Response

4.2 loT Z2E A= EQ|of 78

IoT Z&2] dlo|eju|o] e MariaDBES A3}
agom <] ojZEAlelAd e FE-S Eclipse
Jetty 5 AM&-3FAct ZRECQIE S AH]2~23= Nginx
= ohE FAERAeh AAEE Al 2] ARk £ 29} 7
=
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TYPE LENGTH

agl 8. 7] 3y F= 2uR|E)
Fig. 8. Basic header structure (2 bytes)
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User Non IP-based
Device Low Power
Thing o

|P-Based Thing

Gateway

O 9. IoT FHE tuje|~7te] ATz
Fig 9. Connection structure between IoT platform and device
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// Generate hash for User
function GenerateUserSessionHash(USER_ID,
USER_PASSWORD) {
key_val = md5(USER_ID + USER_PASSWORD +
CURRENT_DATE(Y-m~d H));
return key_val;

}

// Generate hash for Things
function GenerateDeviceSessionHash(DEVICE_KEY) {
key_val = md5(DEVICE_KEY +
CURRENT_DATE(Y-m—d H));
return key_val;

}

J2 10, <157] A 3 A 2=
Fig. 10. Authentication key hash value generation code
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// Hash verification for Things
function CheckDeviceSessionHash(DEVICE_KEY) {
key_val = md5(DEVICE_ORIGINAL_KEY +
CURRENT_DATE(Y-m—d H));
if(key_val == DEVICE_KEY) { return SUCCESS; }
else { return FAIL; }
}

// Hash verification for Users
function CheckUserSessionHash(HTTP_COOKIE) {
USER_KEY = HTTP_COOKIE[ 'key_val'];
key_val = md5(USER_ID + USER_PASSWORD +
CURRENT_DATE(Y-m=d H));
i f(key_val == STORED_USER_KEY) return SUCCESS;
else return FAIL;

a2 11, %7 &4 @ AAl 7=
11. Authentication key hash value check code

4.2.2 M2 o
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REQ_OWNERSHIP, [USER='user_test1'], [PIN='38533"]

21 12. Ownership &4 dHlo[e]9] o
Fig. 12. Example of Ownership request data

REQ_PARTOWNERSHIP, [DEVICE_ID="00c747ff"]

72 13. Partial Ownership 83 Hlo]E]2] o]
Fig. 13. Example of Partial Ownership request data

244 VEYZ 74 0T ZHEALY 94 ARE
1

o83t A FAS Alge ) glot o)

Zh AlEo] 914 ARE oPA AR gk A
el A& 4] oL glek Aj=Ro] Aljkel= IoT &
AES] Faloll= A AAHR 3 Q8 As
sHE Au|E ARSI

v 1P 7 AAH A2 LoRaWAN<]
Geolocation AJ8]A"M1Z ghgsle] $AA R 7]5-L
T3k oli= Ale|Ede] GPS FHEE /NI R
Z2ks}n] RSSI @ SNR, Data Rate” 5-0] 74 =}
ARE npo s A 912 ARE F3gch

IP 718t AFE-S vlo]] Z=9-= Geolocation A{H]

Ag ol gale] Ip Fa: v A RE FHIE

2139

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-11 Vol.44 No.11

function GetGPSByAddress(mapKey, mapQuery) {
QUERY = "key=" + mapKey + "&query=" + mapQuery
fp =
https_open("naveropenapi.apigw.ntruss.com", 443);
https_ur|_set(fp, "/map-geocode/v2/geocode");
https_header_add(fp, "Data", QUERY);
content =

xml_to_array(https_get_content(fp));

mapPoint = array();

mapPoint['x'] = content['x'];
mapPoint['y'] = content['y'];
return mapPoint;

}

a3 14, WAFAE GPS HuE WIkslE 2FAPI F=

(dlel¥ F2hex)
Fig. 14. OpenAPI code to convert legal address to GPS
coordinates (Naver Cloud)

5 Fsioleh Zh A2 vlE =e1e] W 2w
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= AlA), A HA dolH 2 2o dgsh= 164, T
WA dole| R FXe| e 595 Hlolel= AHE
slodck ol 71 7184l vlofe] A Ao &
gk

AR Al $1HE A E ToT FFNA Hlo]
HE 233 = ol ARSAF e ARe] S1A] WISE
Agret = olck o714 FAle] & 9)A]= A o]
F ok IAgle] 2 dlolelrt AR HAE 71E

fr

DATA, [SENSOR=S_WTEMPHUMI], 16.4, 59

J8 15, AlM dlelef 9] o
Fig. 15. Example of sensor data
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DATA, [SENSOR=S_WTEMPHUWMI], 16.4, 59,
[SPREAD_P0S="0.01"]

T2 16. Al dlelele] o (dshils] Algh
Fig. 16. Example of sensor data (limited propagation
range)
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REQ_CMD, [KEY='Oxcbff..."'], [ADDR=OxFF], [PWN="100"]

T2 17, AFellele] Ale] WA o
Fig. 17. Example of actuator control message
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2AARAIE A S8 WA ARSA) Tiule] 2~ A
= AdFEAE AR F T S F96 AR AY
AHEE EIsldrk L AFE 19 18¢]] etk

o] % ARgA} tiufo] A At AHE AZYel] Ownership
2AATAE Ak 25 AR Aol 3l Owner &
e AFsisdeh. 84S A 2 IoT 352 3L
7] 895 a738lor o] F qiysta AR
Ownership A7} Peizl& glsisict. 2 Axs
15 19 vehisich

Owner”} AA % A& Aol t8)] Guestship ¥HA|2]
AREA) tulo] A2 BY-E| Partial Ownership 23S
ZE3lck o] AR A2] Ownerdl AMEA} Tiulo]
2~ Aoll PUSH A7} =243RE Elsisich o] &

23 206l e

[ loT Demo AERHtest) =

Search Near Devices

7 My Device 1 00.CBFF4A
® Has No Ownership.

Request Ownership of this device

a7l 18, ARkl shigh A 55
Fig. 18. List of devices identified by ’Search near
devices’ function

> My Device 1 00:CB:FF:4A
®  Has No Ownership.

Request Ownership of this device

Enter PIN of device 00:CB:FF:4A.

D
B
I
£

(1) PIN input request

[ loT Demo AFRRH (test) =

My Things

“=> My Device 1 00:ca:FF:4A
®  You're the Owner of this property.

Send Command] [Remove Relation

(2) Ownership formation completed

27 19, A} Tulols ASh AR A8l A
Fig. 19. Establishing relationship between user device and
thing

Partial Ownership 24 4
Y@

. ANA™ HC0E CHR2EY

Android A|AE HH|0|E

(1) PUSH message received

[ loT Demo AR AH(test) =

Message Box

Partizl Ownership Requested for My Device 1.
From: User, ID: test2 (Nickname: test2)

Choose your action and/or permission.

Read Timeline
Send Command
Change Config
[Accept] [Decline]

(2) UI for accept or deny request
2l 20. Partial Ownership 84 wAIA] 441 2 == A
of W3 I
Fig. 20. Partial Ownership request message reception and
acceptance, permission assignment interface

[@ loT Demo ArERHest) =

Actuator/Setting Control for My Device 1 v

Device Control

Command Data Send
LED(Blue) On/Off 0 | Send |
LED(Red) On/Off 0 Send |

Relay1 On/Off 0 Send |
Relay2 On/Off 0 | Send |

(1) User Device B’s actuator control message
transmission screen

(2) LED control command arrival confirmation
of object A

T2 271, diFeellele] Ale] wiAA] H$-& E3 LED A7
Fig. 21. Turning LEDs on by transmitting actuator
control messages
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AREAL tuto] 2 A AR} Tlufe] s BE o]}
oI “Send Command” (#lel) AzHe st 52
slglck o] AMEx} tiule]x BollA  Partial
Ownership A5 W2 ARE Acll iFello]e] Ao

HIAZ S wRAlEksdch Alo] HIARE AIgE AR
GPIO ¥.Eo| 14% W3 LEDS HEZON) A
Aatoick sl Aol WA $Al AR 21 213
Zho] o]Folxch

ARE AZF 9] 27 1kme] dle]E S AAska A}
42} trle]~ A9l A AHEE dE S =HE]
2km o4} Holxl qleje] fjA R AT F, dlolH
efgleielol] A2slws slolek o1& Fal 13 229
(1)1} 7ro| ElQlzleldl] o} dHlo|HE FA|FA] &S
<= RISl thA] AREA) Tirte]~ AL 91A] A M
= 3 YIARNE 1km oWHE HAT £, dlolH
epsleielel] HZskes sigich 1 229] (2)¢} 2]
epgletelel] wlolelzk ﬁ*]%‘—% geld 4 9lgich

l

[@ loT Demo

MNERHiest) =

Timeline:| Near 1km || Near 2km || Near 3km

Sorry, No results found.

(1) 3km range search results

[ loT Demo M-S RH (test) =

Timeline: | Near 1km || Near 2km || Near 3km

o> My Device 2 347572:C8 | BATT99%
®  Temperaturs: 18.8.
Humidity: 54%
Posted at 2018-05-17 18:21:30
o> My Device 2 34757208 | BATT99%
®  Temperature: 19.3.
Humidity: 59%
Posted at 2018-05-17 18:01:06

. Si Value: 0.0
Status: Vibration not detected
Posted at 2018-05-17 16:38:14

(2) lkm range search results
a2 22, AHER tElel 2 916l wE WA 24 2
73}

Fig. 22. Search result of range limitation condition based
on user device’s location
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Table 3. Comparison of average bytes per transaction
MQTT-SN TinyAP-S
Bytes [')er 33 15
transaction
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Fig. 23. Total Bytes Count

Energy Consumption of Device
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Fig. 24. Enegry consumption
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Time Spent On Data Transfer After Moving to Another Gateway
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Fig. 25. Time spent on data transfer after moving to
another gateway
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