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ABSTRACT

A security socket layer encrypts packets over a network and makes the content of the traffic invisible, which
may cause security threats that can be exploited by attackers. A hardware based approach to decrypt the traffic
by using proxy servers or visualization devices is the most general counter measure. However, there is a rack of
research on a software based approach where a security program running on a host decrypts the encrypted
traffic. This paper propose an efficient software based approach that can monitor the connection of the secure
socket layer using API hoocking and decrypt the encrypted traffic in a client side, therefore, the proposed

method can reinforce the management function of the encrypted traffic in the existing security program.

I.M E 2ol 8T} ol 9)
F it 7128 HeHlEE2 § 1}13’4% Aol Wi
Eldk 4= glo] Bt 7lse] FHskE= EA7E ol

m, o] AL el Au|x o] gxle] AKX BT E
'Sff 247} =ik ol=l’k 13S EAlsk] 9

Rt 47 #lo]eI(Secure Sockets Layer): Z2}0]
AEL} A Alole)| ghastyl FAlS FEhs Hal
ZREZEH, Fefo|d B} A dlolg] FAleA]
i A} g ASS Algsick uebd 22 153l FAE BEslshe 71 el okl
3l 8 APl SJate| B 29l wld A A 4, olef 27| W2 W=k
o} 7ol dloJe|e] B35 o} Al=|7} 'é_g_zﬂ eI Afm] A WA, STle|A B} AW Alo]of] FARL A3l

1o :"‘ai [o mlo

¢ First Author : Department of Information Sercurity, Soongsil University, barzell@soongsil.ac.kr, %51
Corresponding Author : School of Electronic Engineering, Soongsil University, mhp@ssu.ac.kr, $413]¢]
= E 1 201806-035-D-RE, Received May 28, 2018; Revised September 28 15, 2019; Accepted October 11, 2019

2339

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-12 Vol.44 No.12

ZEZA] AW(Proxy Server) g &-43le] stust FAE
E53lsls whela - WA, 7HAA AW (Visibility
Appliance) & E43le] U ESZolA tas) §Al
< HEslsls whgelrh

o] W E-2 Zetold BV} ot5slEl
2 AFs dE ] B33} A4S
S3lshs o] olvk & ¢hssid E
spshe S WhEA] AR EdY Rospt rts
set wheba] wspE, FIRA A28, A A A~
B3} zro] v|E9)a ko]l Hgshs Bt A= 7]
o] WS Tl B SATE ZbeskANE, wile]
v WA G2 A] Alg) 2] Zefe|dEdA &
Apshs BokZ R el EdeS o g gy A
of AR Z2 a3 WA H5sbrt Qs
B oM FEeldlE el kel Bat
2o ghushel EdES Baslshs WS T
3tA) gl

. ZHHeiT

2.1 Hot 23l 2|o]of

watk 2 Hlolole FetoldEe} Anje] -8 =
Zorsle] MESzE FAlsH: Yol AR 2t
9] ¢13(Authentication) ¥} Hlo]g] HokA
(Confidentiality), T2d(Integrity)S A|33h= U3
Trefolel.

Bk 27 Hlolol= YlzAlo| Zell4] Whiste] 27
SSL 1.0 7%, SSL 2.03} SSL 3.0 %412 utxs}el
2, IETF(Internet Engineering Task Force)&= PHA|=)
of Whxsk SSL 3.05 7]%= 3l TLS(Transport
Layer Security)¥ X& TF2ko= Aolslsich

2.1.1 2ot 273 go]o] =

Hol 27 #Hole= 2] 13} 7o) TCP/IP 4A1%
< 75502 341531 A% Al=(Transport Layer)¥} 4
Azl o Z2]Alo]A AlZ(Application Layer) Alo]ell
EA3l, ol Z2]Ao)Ad A=2] HTTP, SMTP, FTP
5 o8] ZREZ) gtsst FAlS A4 4 gich

Bk 270 Hlolol= 271 AlFo & el R]H 3
WA Aol A=4lolz, ks ARF WA, Ao oF
&, NEeAle A dlelH & FAd=ei9lar, 7 WA A
T2 dFZER FAEIch A WA A= F
glo]qlEe} ue] AdAel|x sht e F o] XA
& 77} %3ty dlole] tasiel s dlg ¢
s AR WA 715 AARh T uA Aol

Application Layer

HTTP SMTP FTP ETC
Change Application
Handshake Cipher Spec Alert data
SSL
Record

<=

Transport Layer

Fig. 1. TCP/IP over SSL

Seleld B9} Anie] AdZelA dHlolH 555 A7t
o,

2.1.2 2ot 270 2ojo] S5 2Hy
Fejolelet 3] 29 ¢ WA 4 WY
Ao, o] SOl A AohE QFR

o

1 : E2o]dE= A oll7 Client Hellos A3l
. A= Z2lo|d Edl|A] Server Hello, SSL ¢1=
#], Server Hello Done- #4:3kc},

3 A7} AlERE SSL Q54 E A58 SSL <l
g A 4 oA Felghh

4 : FEo]dEx= A ofA| Client Key Exchange<}
Change Cipher Spec, Finished& -3t}

5 . A= Z=le]lEdlA] Change Cipher Spec,

Finished & %13t}

[\

rlo
0,

A QlZol|A] SSL IEAE FEshe 3
A gzl A G, Q1S540 o] B3t Al EL

olgelm A% P wF W ¥ s 7] 334 7

T
H 2 : Server Hello, S5L Certificate, Server Hello Done s

1: Client Hello

1 3 : Verify S5L Certificate

4 : Client Key Exchange, Change Cipher Spec, Finished

s 5 : Change Cipher Spec, Finished :

Fig. 2. SSL Flow

www.dbpia.co.kr



=i Ze|dE A Bt 27 Holoe By Hust

I ] 3
i 0 MDIES} Dst MBS CIE AR BALL B2 £ slaln
ﬂ JIBILEAHDIE B0 IR0 24 F 2L LI

& HE 0RE s A0 o= AN e =00 Ne
Q. 918 FHEr w=l 05 2 2o 3 TSk E 2dsi2
A2,

Q@  soozywmgzELL.

& Eoroizhe) 0120| SHER SAHLEADIE OIS 2REH
A 'BELICH

HestA eI
T e N e

Fig. 3. Security Alert

oldES}t Aul= tiA 715 XSt HlolHE =
shafo] FamibA| Flck

|
2
T
-
o
el

2.2 7|ES| Eot 23 o]0 Z=5} Eiy

_uek A elolole] HEs} wpye ZRA AT
3} }HOI—HJ 7]./\]%4 X]—H]E 323} v 27]-7<]i-3—
7 4 sl

el

2.2.1 ZEA MHE 23 g

sl Eeljgle HEssl] ¢
oz 3 49} 28 2 1AL gk

Zalo|ol B ZE A A7) vkEE QlZAE AlF
g 9le |l EEala, ZEA Auie] IP
F2 A xHd| BEsle] ok alE Ego] ZTEA

AE A dhek 224 xuls Felo]dEs} 4]

13l 7]l st

Blel) 247k o] 1%} 45 Qe Bgo, e
oldEs] Eshe Eejnlg SN Y 1o} A

o grEshnl = a%E OF 7% A =k
oy 71E S mEA) Aul ks Edme
wssale] BEL AL >
Sk Zefololms] =24 Au] P
Wl SRl EANS A e oo
e w2
3 i, FeleldEeld Bafshe wE 29
=2 AE AR AU ek gebd
m2agle m8A AWE AAA oa sk B4
& % 4 ook o] A% hesE Eae AT 4

Client Proxy Server Server

Crypto Negotiation Crypto Negotiation

—

A—
A— —
Encrypted Data

Encrypted Data

—
Plaintext

Fig. 4. Proxy Server Architecture

Al A, 254 H‘ﬂ } Al

H dAdE BE FEfeldEs A

2.2.2 7MY TuIE B3 U
=) AE AHEE
Mo a3 59 e Pelz YL Pk
Zejolol et A2 Eeee Agshs 3l 7}
/K]/\‘] zl—u]e zJﬁxh;]. %a]. ] E.
MR AFAE AT $ Y AT SE
o,
A Al FelelalEe] ghash Eoje A4
sk EdEe sl wal A2 Ak
nek A e Edje Aol $AE 4

(e}
[e3
m
e
3
>
oX
N
-

OEL

7 s E=8lshe 7 ot 2 AR

3 s, A4 Aol = A Al e
Edfzo] frsi= A7) Adso] Asslct.

A, A S A e Zelelals
EA ke obsst EfS dEd 4 gick

Al WA, 7P Aol Aol7) whAlEl= A9 2
olelme] Eofel s SapAA Apjet BALE 2 5 9]
AR, ghast Edge 5T 4 gk

Client Visibility Appliance

[%]
@
[}
=

Security Device

Fig. 5. Visibility Appliance Architecture

2.3 OpenSSL

OpenSSL-> Wl 47 #ololE :’quz-{ FESUN
glo|Beje] 2y <ks3) elo|nele]s}l B4l lo|He
2l2 FAE I

otz 3} glolmelgexlE Bl 7] % o]——hj/]zo]
RSA 3255 #|9dshy, o] daelEs AHE-sted]
CA 7§23l 7], CA Q1%A], SSL Q1%A] AB}\(-)] 8 2 q)

2341

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-12 Vol.44 No.12
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Fig. 18. Visualization - HTTPS 1
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