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ABSTRACT

Recently, e-mail attacks and spear phishing attacks, which purported to be corporations and civil servants, are
taking root. Among the attack techniques, a phishing technique for redirecting a user to a spoofed Web site
hosted with malicious code to induce input of personal and financial information of the user, and to exploit a
crime has been used. Although the development of vaccine programs has been constantly updated to prevent
such threats, attackers who make malicious code can use various technologies to interfere with and delay analysis
of analysts and apply various techniques to increase the life span of malicious code and combines it with social
engineering techniques to enhance malicious code. Anti-debugging is a typical technique used for malicious code
concealment. Anti-debugging is used to protect malware it-self. In this paper, we describe the packing method for

concealing malicious code and the anti-debugging technique for protecting malicious code as described above. In
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addition, we proposed anti-anti-debugging schemes to disable anti-debugging techniques and applied and analyzed

example programs to verify the anti-debugging behavior and the anti-anti-debugging scheme proposed in this

study.
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2.1 Portable Executable(PE)

PE ¥}%)-> Common Object File Format(COFF)
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Table 1. Types of PE file.
Type File Extension
Executable File EXE, SCR
Driver File SYS, VXD
Library File DLL, DRV, OCX, CPL
Object File OBJ

gleth PE e ’MZ(0x4D5A)’i R
IMAGE_DOS_HEADER T-ZA¢} 9k 53H8
13 F=E5 w7 Q& Dos Stub 22 FAIE ] glch
IMAGE_NT_HEADERS TZAZ A" e
"PE >(0x50450000) 2 i
IMAGE_FILE_HEADER®} IMAGE_OPTIONAL_
HEADER 242 7A%Itl. IMAGE_FILE_HEA-
DER 724 PE 3} zpAo] digt A RS vehin
IMAGE_OPTIONAL_HEADER FZA+ PE I+
o] A3z Z Q3
glztl, ZE o] *F%P— ‘D’Mﬂﬁ%ﬂlﬂr ﬂ’“
, e AR A Sl gk AR 7)EE HolE
Import Address Table(IAT)<ll4] &qlsl 4=
ol& F3| <kt 7] e &) N5 gt
g9lor gtel-ti¥7] 58S A% x5
7} ol Elo]Eelrk

t}2-°. 2 IMAGE_SECTION_HEADER 7ZA&
o] SAsh=tl, AAl svivt 7ie)vle Ake] Al
2 B4 s A s Zeth A e el
g3t = 9l AREL 7+ AlAe] o)F, w4
Rewds o g Ado] ARtehe T4, A4S
= o 55 @I o+ 210134
IMAGE_SECTION_HEADER %A t}&-2.2
v d] 132 gl AE2] wide] %ZJ‘&

o H

"o,

w‘# 0,
o £ 3

2.2 1ffZ(Packing)
13+ “Executable Compresswn”i’}’ﬂ: 2z
o, A8 5ele] 7|5 FFE 5 e F sk
=, 413 Fele) JehE A5} BA HElel 3
7 %o]givo_ . OM-]:H: xq]xL;}_g OLHSVC,] 01/1
< 9l ARgatlcl®! wildList jite] 2006 B4
o uwp=m 929 o|Ake] AT =l H7] 7]|Eo] AL
o] 2}1‘4% S e A S I R 7]&&1
7 ek ope} skeleiul ) 71%g Al

= _‘zrﬂfg. g 9lom FHFlE JAIeE BA ]’7] 9l

SRR
sk @k o7 oafws_.—
PE sjale] aciE Aale] 17 of%E ks
PHADE A|8}ssitt. PHAD= }Y2] PE ?fﬂti-4 =
o A1 o] b v 5 F
l’é]'

"U

e A} 7= Thele] W

EES Ne AAF, ol 1J
A7 o535 SR, Jeong> WAE I =
Aol she AL 5 duElEs RaErvEE Fx
27 7FssH, %?‘4—& 1947 UF A ellA AE
23] Zhe] wsleks —f‘ slo] §b% eSS
o] Fel2ElR {3

Mo ol

°°A‘~

1m

_l.t_,FU

1

2.3 QtE|-C|HZ

7 (Debugging) o]zt ZEA|27} of]7]2] A
ARG SEstel WAlEks ole, vl E eRE
A8t Ak IS ovlsbe w3l v
FEE EHog _'J'lgl..__ A A= AFE-FT}
Pl okel-tim7) 7148 tm7& Wx|staL 3415 8}
2| Rl ke e, FudE =0 A4 At
& Hosp] fls) /e AR e AR
ozl s SE7] S8l o ]S ohgst
A7 ES HW7E E 9 Ollydbg, IDA
Pros} -2 Z=7-5 AREsle] AL tmiA=
Self-Modifying, 7|%.= o v}~ 7ke °‘Eﬂ A= 2]
oMl EE Aptel Z]gel vl FHofslmw qlElt]
WAt o itE i 2 BAE A|AA I

[10,11]
bt Aol AgE A= o]FE Xl—’m—"i
o] oA 3L gt} Tylere= <tEl-vIH7 7142 A8}
of RS Aisks Wl A3 A5 aNst
%25, Branco= FE|-TIH7], Anti-Virtual Machine,
W53} 7% 5 MR ETE ARSShE A Wl )
ol gt 785 AASHAEH* . Shang-S- =929
oA wAYZ g Rt vArt AR
7] whell whE et v g 2 olelE A
3= <lelti Aol Fate] Awc}!. Ping Chen

£ e

[}
L Eu}z o] ou%:n:g} Ex it A|2ES 5’—733]_
7] Sl8) R I E rsle] dvhg B gt

Bt 7o) AMgE=A] Akl o rae)
P Tl olEltinr] 7)ol AL AN, dubd
QoM Fer) diif gz ERT) o e qker]H
7 71l AR S-S ATkl

Lee= Anti-Debugging Rule-Set= #Al3}o] #4 o
Apell 4] Bahel BEe ol welo]w ksl up

e AlRkelslem tuzlelA orel-uwA] s

107

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences "20-01 Vol.45 No.01

FE3= HE-S A4 A3t} Hao= Apatezh= A
A Aljkste] <kt 7]ss 17709 716 ae]
2 o] FEskele Ad7E Adsdn Xu
Chen®| 7= I =r| dubd o AMgsh= o
T3] 7S EReka, 94 2 93lshe whi
AA] AlzElE B3] $8h A2 AAE At
AP, Smithi= o] Z=olA et 7]
E& AHor 23| 918 =73l REDIRS /i
siglom®l o)y dEsiE Fe=g FAslr] ¢l
BAP(Binary Analysis Platform)S AR&-s}sci?.

. OHECIHE JlE 0 & P3| W

i)
3
X
Lo
M
43
o
>
=
L)
B

o)
3
N
?jT
=
op
°
N

N

v
z
N,
£
T
it
i
p
et
o2
By
To
o
i 0,
o E)
i oY
% Ky
rr
i
© e
i o

3.1Process Environment Block(PEB) T-Z=x||

Process Environment Block(PEB) %A+ Z&
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E 2. PEB 724 el 3J& NtGlobalFlag W] Flag 74
Table 2. Flag configuration of NtGlobalFlag member in
PEB structure.

Flag Value
FLG_HEAPENABLE_TAIL_CHECK 0x10
FLG_HEAP_ENABLE_FREE_CHECK 0x20
FLG_HEAP_VALIDATE_PARAMETER 0x40

olglgk EAo] AlElxlch
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F 3. HEAP 724 glol| o) Flags W 74
Table 3. Flag configuration of Flags member in HEAP
structure.

Flag Value

HEAP_GROWABLE 0x2

HEAP_TAIL_CHECKING_ENABLED | 0x20

HEAP_FREE_CHECKING_ENABLED | 0x40

HEAP_SKIP_VALIDATION_CHECKS

0x10000000
(only in Windows XP) x

HEAP_VALIDATE_PARAMETERS_E 0x40000000

NABLED

E 4. PEB 124 gkl 8JE NtGlobalFlag %19 <] Flag 74
Table 4. Flag configuration of NtGlobalFlag member in
PEB structure.

Flag Value

HEAP_TAIL_CHECKING_ENABLED | 0x20

HEAP_FREE_CHECKING_ENABLED | 0x40

HEAP_VALIDATE_PARAMETERS_E

NABLED 0x40000000

www.dbpia.co.kr



1155_/ o]—/lal A= VE,_M& _?,]5‘1.

El-r e olslst FH3} A5 13 Fel-<bEv A AT

3.2 IsDebuggerPresent() &=

IsDebuggerPresent() &= AL E o7} 713 4
A T AL] EAE " F slE dEHA, B
dFe g dut Az EYofoli] ARS¥I). mdl o]
4= UPX, PECompact$} 72 t3-5-2] sj7] el Z
gl <lEl-v 7] gholet. o] 4= PEB 72419
Being- Debugged WHE Zx3to] viwA7} &Fx]=
7% Trues WP

a3 19 #HE 7] Ze g9 d3eR,
PEB T7-%4]2] BeingDebugged #H| S &9ls}o] ulsh
gt o] 5 $3lsh7] flaix= B ox0o= b
FRleE F=5 43810 $-3]8}7L, PEB 7247}
7RG Sk 3hE WAkl ¢33 4= glck 7 A
4= SUB ™#olE o|-83le] EAX @A|2=Ee|
0x0 AAstA nbEe] 731 sfolvh

il O

MOV EAX, DNORD PTIR FS:[18]

MOV EAX,D 30] SUB EAX,EAX
MOVZX EAX EAX+2] RETN
RETN

a2l 1. IsDebuggerPresent) 9] 1 F=(Fhe} 4
3 C(_C,L)

Fig. 1. The original code(left) and the modification
code(right) of the IsDebuggerPresent() API.

3.3 CheckRemoteDebuggerPresent() &=
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MOV EBP,ESP MOV EBP,ESP
- g],0 MOV EAX,DWORD PTR

20

EOE D
¥ XOR EAX,ERX
TEST ESI,ESI BOP EBP
JE SHORT kernel32.76C13FC1  REIN 8
POP ESI POP ESI
POP EBP FOP EBP
RETH & RETN ¢

T2 2. CheckRemoteDebuggerPresent() 0] & F=
Ghel 48 ()

Fig. 2. The original code(left) and the modification
code(right) of the CheckRemoteDebuggerPresent() APIL
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HTETATUS WINAPL ZwlueryinformationProcess(
_In_ HANDOLE GetProcessHandle,
_In_ PROCESS INFOCLASS ProcessinformationClass,
_Out_ FyOID Frocessinformation,
_In_ ULOMG ProcessinformationLength,
_Out_opt_ PULONG ReturnLength

u

32l 3. ZwQueryInformationProcess() <] Z}z}v]E]
Fig. 3. Parameter of ZwQueryInformationProcess() API.

MOV EAX,0ER
MOV EDX, 7FFE0300
, CMP DWORD PTR S5: [ESP+8],7

RETN 14

PIR SS: [ESP+C]

POP DWORD PTIR DS: [ERX]
XOR EAX,EAX
RETIN 14

12 4. ZwQueryInformationProcess() &<2] & F=(z}h
s} 8 3E(9)

Fig. 4. The original code(left) and the modification
code(right) of the ZwQueryInformationProcess() API.
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ProcessInformationClass”} 0x7(ProcessDebugPort)2-
7RItk 0x0S PUSH W#ol2 2ele)] xjzbsla,
POP "ojoi el Aah dlolEl S EAX @K
Elol] 7hxie} nlskalche B o] kg S35 9
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3.5 FindWindowW(), FindWindowA() &%

FindWindow A4 352 54 1=5-9] o] 5%
Zhol|= gpolr). BE fE9-2] o] 52 S v
A7} T2 FAAE Flske qrE-vHA ek
1% 5+= FindWindowA ()¢} FindWindowW() 32
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g} g TEI) weF E eSS AS
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< uBks =k o] e 2EE o
IpWindowName I}2puefo] 54 tiAe] =%
ol5-S WAT sty o] 7lg3lch

HWHD FindWindowi

LPCETR IpClassHame, LFCWETR IpClassMame,
LPCETR IpWindowName LPCWETRE IpWindowlName
n 3

T2 5. FindWindowA(ZH<} FindWindowW(-$)<] Z}2}rle
Fig. 5. Parameters of FindWindowA (left) and
FindWindowW (right).

HUKND FindWindowhi

MOV EDI,EDI
PUSH EBP
MOV EBP,ESP
¥OR ERX, EAX
PUSH EAX
PUSH D . 551
PUSH D PIR 55:
PUSH EAX

PUSH EAX

CALL USER32.752AB865
POP EBP

RETN &

12 6. (a) FindWindowW o] 12 7=
Fig. 6. (a) Original code of the FindWindowW().

MOV EDI,EDI —» CALL USER32.752RB265
PUSH EBP ¥OR ERX,ERX

MOV EBP,ESP POP EBP

XOR ERX,ERX RETN &

PUSH ERX

PUSH DWORD PIR
PUSH DWORD PIR
PUSH ERX

W W
w w

13 6. (b) FindWindow() <9 FH3& 33t 4 =

Fig. 6. (b) Modification code of FindWindowW() to
disable.
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3.6 GetCurrentProcessld(), Blockinp- ut() &

2 Ho] T+ 4= Yoda’s Protector2} 7+ Ak
A ollA] A== g<4=o]cH30]. Yoda’s Protector =
HRE A, mE ZEA2S] PIDE 5317 S8l
CreateToolHelp32Snapshot() 35 &&3le] A3y
ZFol BE Z2A 20 PIDE Z33F ZeA|lA AR
253, A AdE ZRA~E At oo
2, GetCurrentProcessld() % o]g3le] 21l
A|2gE Z2 A7) A3} 57 PIDE Zh=A] vl
! Ehlgieh ek ARAS AEEE 2R A2} 217] 2}
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13 79] #= F =+ GetCurrentProcessId()2] %1
& Zeoln, o] 55 ¢35l Sl & =wellAe
a5 79 95 ZEs} o] Al v A9} ¢
H71¢] PIDE 4=]A17]7] $18h v]¥#12] PID(0x918)
5 BAX #IX|2Elef AR 2 wighks B8 933 &
Stk EE, PID= Advict 37| ko v
PIDE 2l § wAslol & a7} gick

BlockInput() &< 7]H.=9} vlg-~ gl oMlE
£ Adshs gelnh o] s A7k 1R Es)
ohaoh 218 gl o] oMlES A= §

Folr). o] g4t EEFvh F)H =) wkgTt o]

op >

> \E

MOV EAX, DWORD PTR F5 MOV ERX, 91E
MOV EAX, DWCRD PT [ 0] HNOP
RETN NCF

NOP

RETN

2! 7. GetCurrentProcessld() 32| 2 Fc(@he} A
3 C(_C,L)

Fig. 7. The original code(left) and the modification code
of the GetCurrentProcessld() API.
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5
ble 5. Information about functions used in (i) Simple-ex experiment.

PEB.BeingDebugged

PEB.NtGlobalFlag

void adbg_BeingDebuggedPER vaoid )
BOOL found=FALSE:
_asnf
®OF BAX, LK
mov eax, fs:[0x30]
movzx eax, [eax + 0x02]
mov found, eax
i
if (found)
printf{ Debugger is detected by PEE.Beinabebuggedtin” )
else
printf{ ODebugger is not detected by PEE.BeingDebuggediin” i
printf{" Return ¥alue! OxZ08H%¥n°, found)

wioid adbg_PEBNtGIoba |Flaglvoidi
OWORD MtGlobalFlag:

_asng
mov eax, Fsi[0x30]
mov ecx, [eax+OxG8]

moy MtGlobalFlas, ecx

IF{NtGIobalFlag==0=70}

printf("Debugaer is detected by PEE.NtGlobalFlagin”);
else

printf{"ODebuager is not detected by PEB MtGlobalFlag#n® )
printf(" Return ¥alue: 0xZ08¥%n", MtGlobalFlag)

PEB.HEAP Flags

PEB.HEAP ForceFlags

void adbg_PEBHEAPFlags(void)f

OWORD Flags:

__asn]
mov
moy
moy
moy

pax, fsi [0x30]
gax, dword ptr [eax+0x18]
ecx, dword ptr [eax+0x40]
Flags, ecx
}
if(Flags==0x40000062 )
printf{"Debugger is detected by PEB.HEAP.Flasstin” )
else
printf{"Debugager is not detected by PEB.HEAP.Flags#n")
printf(" FReturn Yalue: 0xZ0SX#n", Flags):

void adbg_PEBHEAPForcef lags{void){
DWORD forcef lags:
_-asn{
nov eax, fs [0x30]
eax, dword ptr [eaw+Dx18]
ecy, dword ptr [eaw+0ud4]
forceflags, ecx
}
iF(forcef lags==0x40000060)
printf({"Debugger is detected by PEB.HEAP .ForceFlags#in” )
else
printf("Debugger is not detected by PEB.HEAP.ForcefF lagstn”);
printf(" FReturn Yalue: 0x%08¥%n", forceflags)

IsDebuggerPresent()

CheckRemoteDebuggerPrenset()

void adba-lsDebuggerPresent(void}
EOOL found = FALSE;
found = |sDebugserPresent(
if (found) f
printf{ Debugder is detected by |sDebuggerPresent( Mn™ )
¥
else
printfi"Debugder is not detected by 1sDebuggerPresent( Jtn" )
printf(" Return Value! OxEDSX#n”, found):

void adbg_CheckRemoteDebuggerPresent(void){
HANDLE hProcess = INVaLID_HAMOLE_VALUE:
BOOL found = FALSE:
hProcess = GetCurrentProcess( )
CheckRenot eDebuggerPresent(hProcess, &found);
if (found)
printf{"Debugger is detected by CheckRemoteDebuggerPresent( yn" )
else
printf("Oebugser s not detected by CheckRemoteDebugserPresent( #n” 1)
printf(" Return ¥alue: 0x%08K#n", found)

FindWindowW ()

FindWindowA ()

void adba_Find®indowW(void){
LPCWSTR dbgstrl4]l={L 0l lvdbg",L " lmmunity Detusger”,L"ID4 Pro(3z-bit) )
int i=0; HWHD ret¥al:
For (3i<drise
ret¥al=FindWindow(NULL, dbgStr[i])
iflretval }
printf({"Debugger is detected by FindWindowW( %n")
printf{" Return value: OxZ088EN",retvall;
return;
'
¥
printf("Debugger is not detected by Find®indowW( y#n™ )
printf(" Return Value: OxZ0BXYN",retval)
return;

void adba_FindWindowalvoid){
char +dbgStr[]={"ollydba”, lmnunity Debugger”,” |04 Pro{32-bit)"}:
int i=0; HWND ret¥al.
for (Ci<dii++
retVal=Findlindowa(NULL, (LPCSTR)dbastrlill
iflretyal )
printf{"Debugger is detected by FindWindowa{ JMn" )
printf{" Return ¥alue: OxI08XWN",retVall
return:
}
}
printf{"Debugger is not detected by FindWindowh( Mn" )
printf(" Return Yalue: OxEZ0BXMN, retvall:
return;

ZwQueryInformationProcess()

void adbg_ZwlueryInformationProcess_ProcessDebugPort(void){

OWORD retval:

FEZWOLERY IMFORMAT IOMPROCEZE pFZwlueryinformat ionProcess:

HMOOULE h_ntdl|=GetModuleHandle{ TEXTC "ntdll.dl 1"}

pfZwlueryinformationProcess=(PFZU0UERY INFORMAT IONPROCESS JGetProcaddress{hontdl |, "ZwlueryInformat ionProcess” )
pfZwlueryinformationProcess{GetCurrentProcess( ), 0x7, &retVal, 4,00

ifiretval==-12

printf( Debugger is detected by ZwlueryInformationProcess( Mn"x

else

printf{"Debugger is not detected by ZwluervinformationProcess( Mn" b

printf(" Return Yalue: 0xED8H#n", retval):

1M
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HES Aghe) Z5e) e Al Astelol gt 17 8¢
35 3=+ Blocklnput() f‘L*PJ YR Froln, &
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T A2 == 7(32bit) 2] AAE] Ei':wg
< A7 dlolel & AR83te] A dlolelel]
AR PE= 7(32bit)2] AR T2 1S »H?J?‘f&
tlolelE ARME3le] A= dHoleel® & ielA
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07 AA| JYF=F AMESte] B =il Akt
Qhe]-eke]-tjH7) vho] oduk sjel, A= el A

A wloleizolMe] Fake RFsiotek

23

41 A Hlo|g

A WA Al (i) Sample-exolx AFE3F Hlo|E =

59} 72+e wplo v palslei). orel-tw 7] 7
o4} AHe-¥]= PEB F2A9} welE 4SS AR
slo] il om, tiMA §x] of ol wE} E23}
= A3} Aot wHEgich 7 HA A (i)
Packed Files-exol|4] A183F dHolel: &=
7(32bit)ellA A|lFshs AA] Z2 s oAl 71
o] AR A3 to]el= ALgslelc} ALeE 7
E=<2 ’Yoda’s Protector’, ’Themida’, ’ACProtect’,

’Armadilo’ ’PECompact’E /‘}—&5}"4 57H-°/] 7] s}

E
o 011-5]_1;]1:11701 —<s1—_/,>59_ X—]_Q.*(g]_o:] I~ Egﬂo{% iR

NOP
NOP

: [EDX] s
NOP
NOP
REIN 4

72! 8. BlockInput() 3Fre] 9B F=(3het 4 F=(H
Fig. 8. The original code(left) and modification code of
the BlockInput() API.
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E 6. A3 (iii) TrojanAgent-exollr] 85 AA| nlolz]x
AR

Table 6. Information about the actual virus used in (iii)
Trojan.Agent-ex experiment.

File Type Win32 EXE
Virus Type Trojan.Agent
MD5 0566144fb91019463b0a7ee09748f4fd
Anti-Debugging | IsDebuggerPresent()

F3c= Aotk wix)E A ‘{’é‘?_ (iii) Trojan.Agent-ex
ol A ARggt "ol HHE= & 63 Frh

B

2 oy Znt
3 (i) Sample-exolA] oA ZZ 7S T Ao
A A A3 28] 9(a)et 7ol oA| ZzlellA
AR5l qkEO] 7 ES B oMAE A3
th. el ARk ubgS ARESle] ohA] A A
7}, 73] 9(b)2} o] ellAl Z2 el AHSEl qhel-
O MRS 1 RESAR, G,

oA Alkgt <kel-qlEl-t]W 7] 7o) g oR A}
Fe WAHo B8

th&-° 2 (ii) Packed Files-exollA] A}8-% do]E]
25 g A olake] gkE-ti¥7] APLE 7HA| AL 9
m, 3 794 22k AT 71A] AL ol <bEl-vH
-8 ERelel 4= gJuk 3 8-2 Yoda’s Protetcor®
78k s}do] 7}#l GetCurrent-ProcessId() &Hroll
g-qke]-tiM7] s A8 Adolrh ol
0x0ABC+= A3 =A] T 72| PIDoIth

X 9+ ACprotect® 78t Flo] 7[A]= Zw-
QueryInformationProcessId() Shol] ole]-qkEl-TH

)& A8 AE vehlidet "o 2 =tellA] A
‘Lfﬂ Qtel-qlel-tiM )& #8814 AL (i) Packed

M >

2 é‘.: o o ff
N

B 7. 279 77} AT gl arelTu) APL 25
Table 7. A list of anti-debugging APIs that each
packer has.

Packer Anti-Debugging API
ZwQueryInformationProcess()

Themida Query ¢
IsDebuggerPresent()
GetCurrentProcessId()

Yoda’s Protector BlockInput()

IsDebuggerPresent()

IsDebuggerPresent()
ACprotect £8

ZwQueryInformationProcess()
Armadilo IsDebuggerPrenset()
PECompact IsDebuggerPresent()
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Qrel-clu el olalsl FE ATE 18 qrel-eeriu g T

r is detected by PEB.BeingDebugged

Return Ualue: BxAAAAAAAL

Debugger is detected by PEB.NtGlobalFlag
Return Ualue: BxB8000078

Debugger is detected by PEB.HEAP.Flags
Return Ualue: Bx48000062

Debugger is detected by PEB.HEAP.ForceFlags
Return Ualue: Bx48000060

+ is detected by IsDebuggerPresent(>
Return Ualue: BxB600006081
Debugger is detected by CheckRemoteDebuggerPresent (>
Return Ualue: BxB68880081
Debugger is detected by ZuwQueryInformationProcess()
Return Ualue: BxFFFFFFFF
Debugger is detected by FindWindowW{>
Return Ualue: 8xB88702B8
Debugger iz detected by FindWindowh (>
Return Ualue: 8xBBB702BA

T2 9 (a) Al WS AHLspA] ok vuAelA
AsldS v, () Sample-ex A3 A¥}

Fig. 9 (a) The result of the (i) Sample-ex when
analyzed in the user-level debugger without applying the
proposed method to avoid anti-debugging technique.

detected by PEB.BeingDebugged

Return Ualue: BxB00006088

[Debugger is not detected by PEB.NtGlohalFlag
Return Ualue: BxB08066

[Debugger is not detected by PEB.HEAP.Flags
Return Ualue: BxB60006082

[Debugger is not detected by PEB.HEAP.ForceFlags
Return UValue:

detected by IsDebuggerPresent()

Return Ualue: BxB00006088
[Debugger is not detected
Return Ualue: BxB08066
[Debugger is not detected
Return Ualue: BxB08066
[Debugger is not detected
Return Ualue: BxB08066

CheckRemoteDebuggerPresent (>
ZvgueryInformationProcess (>
FindWindouwl{>

FindWindouwA<{>

[Debugger is not detecte
Return Ualue: L]

T3 9. (b) Ak WS A-gsle] tiurdlA 48
< ul, (i) Sample-ex] 23}

Fig. 9. (b) The result of the (i) Sample-ex when
analyzed in the user-level debugger using proposed method
to avoid anti-debugging technique.

Files-exE #13& 739 Z2A|~0] 55| ulHe] £
Aol z]edo] vl SRR B =l x| A|elgl HvF
q sz

e gl ¥4 AT A3 BAgle] B =

upRjEte 2 AlA|
Trojan.Agent-ex A
of|A A%l AT =2] 79 IsDebugger- Present()
T st <kEl-tmAS 913 AAEe] st o
2, B w=Relld ARKE W 2o
IsDebuggerPresent() <75 3£ 107} o] -3]& 2

3} opgare #4998 A7) FolE & ek

8. A3 (ii) Packed Files-ex % Yoda’s Protector® |
gk }o] GetCurrentProcessld() &2 23} A3 Ax}
Table 8. (ii) Packed Files-ex experiment result of
disabling GetCurrentProcessld() API of pacekd file with
Yoda’s Protector.

ol kH

Before Patching GetCurrentProcessld() API
Address
751D68D0O

Disassemble Code
MOV EAX, DWORD PTR FS[18]

MOV EAX, DWORD PTR
DS:[EAX+20]

751D68D9 RETN
After Patching GetCurrentProcessld() API
Address

751D68D6

Disassemble Code

751D68D0 MOV EAX, 0ABC
751D68D6 NOP

751D68D7 NOP

751D68D8 NOP

751D68D9 RETN

E 9. A8 (ii) Packed Files-ex % ACprotect= =73+ =}
2] ZwQueryInformationProcess() $H<=2] 43} A3 A3
Table 9. (ii) Packed Files-ex experiment result of
disabling ZwQueryInformationProcess() API of pacekd file
with ACprotect.

Before Patching ZwQuerylnformationProcess() API

Address Disassemble Code

770E6048 | MOV EAX, OEA
770E604D | MOV EDX, 7FFE0300
CALL DWORD PTR DS:[EDX]
770E6052
> (ntdll.KiFastSystemCall)
770E6054 | RETN 14

After Patching ZwQuerylnformationProcess() API

Address Disassemble Code

770E6048 | PUSH 200000

770E604D | RETN

00200000 MOV EAX, OEA

00200005 MOV EDX, 4FFE0300

0020000A | CMP DWORD PTR SS:[ESP+8], 7
00200015 JE SHORT 0020001D

00200017 PUSH 770E6052

0020001C | RETN

0020002B | XOR EAX, EAX

0020002D | RETN 14

113
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E 10. A8 (iii) TrojanAgent-exollx] A}8% nlolz|2v}
7121 IsDebuggerPresent() 3Fr<] 33} A8 Az}
Table 10. (iii) Trojan.Agent-ex experiment result of
disabling IsDebuggerPresent() API of malware has.

Before Patching IsDebuggerPresent() API
Address

Disassemble Code

75121E2E | MOV EAX, DWORD PTR FS:[18]
MOV EAX, DWORD PTR
75121E34 DS:{EAX+30]
MOVZX EAX, BYTE PTR
TSI2IE3T | o Eaxsa)
75121E3B | RETN

After Patching IsDebuggerPresent() API
Address

Disassemble Code

75121E2E | MOV EAX, DWORD PTR FS:[18]
75121E35 SUB EAX, EAX
75121E37 RETN

V. 22 Y 8% o7

B TS} B WAEE 2nRE 1]
913l TRk Fe-TIH 715 Adlstel AMgRkh
2 7o) GAIE e TES B
A7) 913 21815 Tt B AE A|4je] Aa
Sk 2 QATelAE At de] el elel
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e Azssigck QT s shie) =
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