DEBEris

= 19-45-01-23 The Journal of Korean Institute of Communications and Information Sciences *20-01 Vol.45 No.01
https://doi.org/10.7840/kics.2020.45.1.201

2EL2Z B AHIY S
Private PaaS 73 W
e, s, 2o
Container-Based Private PaaS Implementation Using Open Source

Eun-Tae Jung®, Gyu-Dong Park , Back-kyu Choi’

o ok
O =

O

f

| el A EAAL] FERE ARla BE91E o A 2 9ELAE BE3le] S A E)
I glrk a2y ¥ IaaS(Infrastructure as a Service) 7|HF] <Ql=Zz} Alg3} 7MFHAIS AREEF OS 73}l
=rgks]o] Qlek =gl 7|2 mEEA] ApdukalS "}'&5}1 3171 il JL:,L}\}% of thgh wIHE AU Mu)s~
Agols TAPE ek 2 =elMs A RAA wE ST EY A-E g8 LELAE 83 A
o|t] 7]} Private PaaS ‘7‘7?1 S o3 slgict. e -r]?fﬂ PaaS(Private as a Service) 7|5 84S Ao 3
X vES=Z 7MEL Aoy eA|~E#e]Al, CI/CD Al53l, PaaS BUE]E, ZZAE RBAC A, %
oA elelEe]E] oEA ] 5O THHPHS Aljksla HlAEME S Bl HS3dch

Key Words : Cloud Computing, Private PaaS, Cl, CD, Container Orchestration

ABSTRACT

Recently, the Ministry of Defense is attempting to implement cloud service of defense information system
using some commercial and open source. However, most of them are limited to providing IaaS-based
infrastructure and virtualizing OS using virtual machines. In addition, there is a limit to agile provision of
requirements and services because the existing monolithic development method is used. in this paper, we
researched how to implement container-based Private PaaS using open source to provide fast application software
for defense information system. After defining the PaaS service functional requirements for the implementation,
we proposed implementation methods such as network virtualization, container orchestration, CI / CD automation,
PaaS monitoring, project RBAC access control, and library dependency management in private networks, and

verified through test bed implementation.
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Sk

Echo-System<>  Zookeeper, Kafka, Config,
Eureka, Zuul, Turbine, Hystrix@ 74 & = 3t}
ZooKeeper+ Queuing A|A~8 S 2 tfi H4F Al
HS 913 ik A E 5713 AR|aE Algelka,
Kafkat= v|A]%] %7&/:%% e 71es AFIch
Config} Eureka+= Microservice ZZ3 #] 1 32|
o} Au]z 55 2 A S ek Zuul API
Gateway 2 =iz}l xu|xgl9-d] 715S Al
3}32, Turbine¥} Hystrix+ T%iiE-r]‘ﬂ “}O]ii
A|R] 28] stream 413} A BE 7]
Tt

&

¥ 2 zzAE QY
Table 2. Project Creation

Project Docker Container

CI/CD Gitlab, Jenkins, Gogs, Nexus, SonarQube

Develop Echo-System and Microservice(App)
Stage Echo-System and Microservice(App)
Product Echo-System and Microservice(App)
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4.6 HZHI
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Ash 25 Al o2 gkt QAE A wlels
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AREAE 2 T 2] <l A Witk ID ¥ =
AE 9= ARAL B A el A8 nE
HRIE S s wl AR AL vl A8 B
o_ﬂ|—8_g]—.% 7‘<Zl-}‘_:_ 1;] /\},9_5:]1;}_ 0:1—61—0 ;(LQ_QI— o= _H-il
&zl ARSE AL dA] S 2] Sl 7‘%

__Pl' J

A
el =hedS- 2 JPD} dAfsh= o] gl
w0z ajgio] Ay,

okdl 17 9ol A= W ATAE I
A3, 74, valDS mAsksle] Aleksieink o
& Al o)A, Felzw] Wela, BAlAkedio,
el EZ}(Vlew) 2 Bt Z2AE ezl =2 A
Eo] wE AE Felsty ke Alejslas =
RAES] RE ARS $AT 5 e ARE Ml
—:’—E]/\E% A= B E \_iixﬂEoﬂ/(-] nE xl-oéL%
3 S gl FIRAR ARl et ey
RE AR SHE] Ale] gtk olE o] CLI® 21

Project Roles
. Develop
$25 mimimonsii ) ow
G oo | |~
I
LOCAL ROLE Rule
o | e
specific resource)
USER1 Stage A Edit
LOCAL ROLE BINDING (View)
LOCAL ROLE BINDING (Edit) |-/ |

i LOCAL ROLE BINDING (Admin) |. | @
LOCALROLE | | ¥
useR2 [T
spscific resource) Admin

Product )
Service S ‘ Rule

Aocoun LOCAL ROLE BINDING (Edit)
(Bot) LOCAL ROLE BINDING (Admin) |
{W\‘ prsp—— Cluster Admin
” (Bot)
spocifc resource) ‘ Rule
———————

‘ CLUSTER ROLE BINDING

(Cluster Admin 1 Rule
All Project)

USER3

a2l 9. A Al
Fig. 9. Access Control

ol F A, o3 2 nildS Allofsto] &l gk
T3 AES AF & 5 Sk

o ool & AREAEL  HAAL A=A,
self-provisioner Q&5 A4} 712 /‘FQZPL z=2
AE Y ARGl Bt 7] ARE dE 5 Sl A
A il dArks ZRA EA "/H"mf’] A
= A 5 A Ao viklgE v 4
& 3] gl ARARE Rk A EAks Hdolut
nlgS Bu AT e gl ZRAE A
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s 5 5 %T‘E AREARE g
self-provisioner+= AMA19] ZZAEE vhs 4= Ql=

ARSAE W3t} vlg- #3E Registry9} Develop,
Stage, Production ¥ 7l Faixje] HILHghs o
g AP E 1ef o)

E 3. mads 42ag
Table 3. Project access

Division | Regis Dev Stage Prod
gistry Cluster Cluster Cluster
Project ject
Develop rf)J?C project . projee
pull only| administrat . viewer, run
leads editor
or debug pods
project project project
Devel 11 onl
cevelopers|putl ony editor editor viewer
project project project
Operat 11 onl . : ;
perators. \pufl only viewer editor editor

4.7 BL|EZE!

2EL RUER] o] AdE Al Az Egell]
A, ZBEE AR L A, S UL AT A, ﬂ—‘i"
Arlzel] A A, AfuE A 2 3] $F
Kubernetes #|<), 24, wiE 2dll 55 J_Eﬂ?f}ml
A sfjo gl APM(Application
Monitoring) =-T-°4{+= Memory, CPU, Storage A}
$-53 Concurrent User, Active User, TPS,
Throughput 5-2] 217} 7]&2] =uE| diide|sict
=, Cluster, NameSpace, ReplicaSet, Pod, Container,
API Server, Quota, AJH]2~ 7} &]&4, Egjy 3=
e, HAF B ol A 2 el g e
2om0] ARg-Eo] BB itz FrtE|ofof gt
s ol RuEE] £7412 Host Agent,
Data gethering, Data store, Aggregation, Filtering &

Performance

Analysis, Visualization, Alerting&Notification2] 77
= palllig :[mﬁr,]._ BUEE 7¢94 Y 9E 4
N T E ]]0«] xﬂ

Sunsu”} ¢t}

2 Prometheus, Sysdig, Heapster,
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Fig. 10. Prometheus Monitoring Diagram
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4 Utk Maven®] -4 olHE|elE Hxd u=
Local repository, repository system(Nexus), Maven
central repository A2 2lo]Belg]E 2] wlstelch

sAnkete 2 73 12313 Nexus Repositoryell 4
sz elelBele|7) gl uf ool NexusE A|3}
oz, Al 36l o AL 7esE AW g
NexusE A*|3}312 Maven =7 |FEX|EE]eA
Nexus #H|ZAE]E vRRIEEE 3l & 939
Maven central repository 2|4 2lo|Bz|z] A{we}
o5 o]l A< 7158 213l Nexus repository & Hll
sl F7Iskdch. AIEl Nexuse W &
CDS(Cross Domain Solution)A¥]¢] ~Ez=]=(TCP)
T T Sync WS ARSI Wle] Maven
Repositoryoll4] 541 57|35} g} oA $4l%l 2}
olveje]= spdate] st T, Wi AERAH,
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T WA £A= RPM PackageS A *|3h= v
22}l gHgollA Cent0S2] 7% yum, Ubuntu AlG

External
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Maven Develop
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Fig. 12. Automating dependency library installation
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Fig. 13. Automating RPM Package Installation
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CDS 334 Alokeg 7812 A=siolnt ol 34
= HaER =4 FRig 3~ AW EE 2 CPU,
Disk, Memory, Storage TAHRE 7|&3}ck

o & 5= 7l ARE Az Ege] 2 WA
H EForh

E 4. SEECHRIA) A9 %
Tab

le 4. Host(VM) server hst
CPU/DISK
Hostname SW MEM Storage
ansible Ansible 8/300G/16G -
b HAProxy 8/300G/8G -
nfs NFS 8/300G/16G 3TB
dns DNS 4/300G/4G -
ldap LDAP 4/300G/4G -
ntp NTP 4/300G/4G -
Openshift,
masterQ1 Docker, 8/400G/32G
Etcd, K8S
Openshift, etcd
master02 Docker, 8/400G/32G storage
Etcd, K8S (1TB)
Openshift,
master03 Docker, 8/400G/32G
Etcd, K8S
infra0l | Gateway/Regstry | 8/400G/32G Registry
infra02 | Gateway/Regstry | 8/400G/32G storage
infra03 | Gateway/Regstry | 8/400G/32G (1TB)
Kube-proxy,
work01 Kube-let, Docker 16/600G/64G N
PP
workoz | KUPEPIOXY | 0600G/64G | storage
Kube-let, Docker (ITB)
Kube-proxy
work03 Kube-let, Docker 16/600G/64G

B 5 sxedels) wa
&

able 5. Software & Version

Division

Software & Version

PaaS

Openshift Origin v3.11.0, kubernetes
v1.11.0, Docker v1.13.1, ansible v2.6.3,

prometheus v2.3.2, grafana v5.2.1,

HAProxy v1.5.18

CI/CD

GitLab Community Edition v12.1.6,

Jenkins v2.176.3,

Sonatype Nexus Repository OSS v3.13.0-0,
gogs v0.11.34, gogsdb-postgresql v9.6,
sonarqube community v8.0,
sonardb-postgresql v9.6

Echo-Sy
stem

Zookeeper v3.4.8, Kafka v0.10.1.1,

spring-cloud-config server v1.4.2, Eureka
v1.7.0, ribbon v2.2.4, Zuul v1.3.0, Turbine
v1.0.0, Hystrix v1.5.12

Microser
vice

Messenger Service (Openfire v4.4.1)

Map Service (Geo Server v2.15.1)
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