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ABSTRACT

With the development of cloud computing technology, developed countries including the U.S. are performing
the efficiency of national defense and public sector, national innovation, and construction of the infrastructure for
cloud computing environment through the policies that apply cloud computing. Republic of Korea is also
enacting the cloud act and considering cloud adoption in various fields. In particular, it is considering the
applying the cloud to the command control system in the national defense sector, and is conducting related
research and pilot projects. However, if the existing korea information system is converted to a cloud computing
system, only existing security requirements cannot solve the problem related security vulnerabilities of cloud

computing. Therefore, in order to build a cloud-based secure command control system, it is necessary to derive
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additional cloud computing-related security requirements that are lacking in the existing security requirements and

to build the secure national defense command and control system architecture based on it. In this paper, we

derive security requirements for cloud-based command control system and propose a security architecture designed

based on it.
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Table 1. Security Requirements Field and Security Level
of the Korea National Defense Information System

Security Level

Security Field
A B C

Network Security - - -

Server Security - - -

Security
Requirements | Personal Computer

Security

Application Security | - - -

Security
Management
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Table 4. Security Requirements for Cloud-based National
Defense C4I System

machine.

Keep the initial component settings of
the virtual machine unchanged.

Monitors the traffic passing through
the virtual machine by utilizing the
virtual ~ machine-specific
built into the APL

mechanism

Maintain ~ usage lists for  virtual
resources such as virtual machines,
virtual storage, and virtual applications.

Preventing information leakage of the
guest operating system.

Prepare technical measures such as
encryption, management policy for
information assets, and management of
information asset list to safely transfer

data when existing information system

environment is changed to virtual
environment of cloud computing
service.

Use different encryption keys in

different environments such as cloud
computing development, testing, and

Division Security Requirements operations
Estat?hshment .(?f r.nanagement plan for Use military-certified encryption
creation, modification and recovery of algorithms when encrypting data
virtual resources (virtual machines, . -
virtual storage, virtual software, etc.). Data Security| The cloud c-om-putlng system
— - management organization should allow
Monitoring of protection measures and users to change keys at regular
changes (modifications, moves, intervals
deletions, and copies) of virtual
resources to ensure the integrity of the Take. r.ne.asures o ensure .the
virtual resources. Notify wusers and confidentiality of data when moving
administrators when a virtual resource data between cloud servers and storage
has been damaged. or storage and storage.
Provide access control measures for the .Implement r.nechal.nsms .to .Vahdate
hypervisor’s functions and interfaces to Input afld delivery information in cloud
manage virtual resources, and keep computing systems.
Virtualization software updates and security patches Duplexing critical equipment such as
Securit up to date on the hypervisor. network switches and storage, and
y Lo .o
Supports security technologies such as periodic backups by storing images and
malware detection and blocking to snapshots.
protect users’ virtual environments Control and manage information flow
virtual PCs, virtual servers, virtual within and outside the cloud system.

Y
software, e_tc.) from malicious coc_les Network | Provides protection for distributed
such as viruses, worms, and Trojan Security denial of service
horses.

— Establishment of appropriate control
Periodically  analyze and  protect policy and  security technology
security  vulnerabilities 01_1 mterfaces considering the access situation from
and  APIs  for accessing virtual Access portable and mobile devices to cloud
environments  (virtual PCs,  virtual computing service

. Control puting .
servers, virtual software, etc.).
Identify users and administrators who
Monitor and manage the identification, have access to the cloud computing
tracking and survival cycles for virtual system and establish procedures for
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authorization and revocation of duties.

Block unauthorized data transmission
and reception between cloud access
devices and cloud computing
environments.

User authentication, monitoring and
integrated management of wireless
access to cloud services are required.

Controlling users owning multiple
sessions simultaneously in a cloud
computing service environment.

In cloud computing systems,
monitoring targets and locations must
be defined, software operation is
regularly monitored to detect
unintended changes in software, and
reassessment activities are conducted
through integrity checks.

In the error event, identify the cause
of the error quickly and ensure that
critical information for the system is
not disclosed in the error message.

Risk
Management

The cloud system manager should
identify the cause of the security
incident based on the collected
monitoring data, and establish a plan
to respond promptly to future security
incidents.

Each military information security
system manager should establish and
implement security measures against
hacking of data and falsification when
a virtual server is operated.
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Cloud basedC4Isystem C41 security architecture
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Fig. 1. Cloud-based Korea Military C4I Security Architecture
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Fig. 2. Authentication and Access Control of Cloud-based Future Korea Military C41
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