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Authenticating Legal Possession of a Smartphone Using the
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ABSTRACT

SMS-based authentication and improved methods for supplementary authentication or resetting forgotten
passwords enable user impersonation by the attacker if the contents of the authentication server are leaked to the
attacker, even if there is no user error in security. Hence an authentication method is required to ensure security
not only for information leakage through a user’s smartphone or communication process but also for attacks on
the server itself. We propose a scheme strongly demonstrates that a user possesses a smartphone legally using
the execution result of a unique code function in the phone. The scheme enables much more secure
authentication replacing the existing SMS-based authentication by using a smartphone. It assumes a separate
server that verifies the results of code execution to provide strong security by separating the information and
roles between servers so that any server‘s information alone is not sufficient for authenticating users. Users can
enjoy the improved security provided by the proposed scheme compared to the SMS authentication code through
familiar processes such as installing the application in the mobile environment, running, and entering personal

information.
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Fig. 3. An Example: Generating Different Code Functions
from a Template (case of k=4)
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