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ABSTRACT

Current online service users provide their personal information to service providers by agreeing to the terms of
the service in order to use the service. The contents of the terms and conditions agreement are maintained and
managed by the service provider, but it is difficult for the user, who is the personal information provider, to
agree on what contents they have agreed to and what contents have been changed compared to the time of their
initial agreement. In response to these issues, the EU’s GDPR regulations strengthen the methods for collecting

and using personal information by stating that the data controller must be able to prove that the data subject has
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agreed to the processing method. Therefore, in order to protect the personal information of users of online

services, it is mnecessary to strengthen the management model for ’agreement’ of the use of personal

information users acquired by the operator. This study designs and implements a blockchain-based subscription

agreement verification system that allows users who use online services to explicitly manage access to personal

information when agreeing to the terms of service, and that mutual trust between online service providers and

users is possible.
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Fig. 1. The current membership procedures of online service providers and how to verify user personal information consent
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Table 1.

s
EU GDPR ’Consent’ Excerpts

article Main Content

- The information subject should be able
to freely agree to the processing of
personal information.

- Checking the web site’s consent to the
processing of personal information, and
the technical setting of the service
include the actions of the information
subject and other statements that mean

32 the choice or
process personal information.

- Personal

user’s permission  to

information processing
agreements or omissions, such as silence
and automatic advance checks, do not
constitute consent.

- When requesting the consent of the data
subject, if provided, it should be concise
and clear.

- In the case of using information for
research purposes, only the part of the
research must be approved by the data
subject as long as the data subject
agrees and allows it for the intended
purpose.

- If the consent is based on the fact that
the personal information was processed
by the data subject, the data controller
must be able to prove that the data

42 subject has obtained consent.

- At a minimum, the data subject should
be aware of the identity of the data
controller and the purpose of processing
the personal data.

- With regard to the processing of
personal information, free consent cannot
43 be given unless the subject of the
information = has  obtained  separate
consent.
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Table 2. Comparison of personal information protection-
related blockchain concepts and GDPR provisions

Blockchain Concept

GDPR article

The block chain is
stored in the block by
consensus

Article 7
‘Conditions for consent’

Blockchain ensures Article 16
data immutability ‘Right to rectification’
Unable to delete when | Article 16

block chain transaction
is complete

Right to erasure
(‘right to be forgotten’)

Blockchain is
distributed network
architecture

Article 16
‘Right to data portability’

E. 3. EEAINAM] ZejolnA|

o147 thgt

Table 3. Countermeasures for privacy issues in
blockchain
Issue Countermeasure

Block chain
privacy
prohibited

A method for ensuring the forgotten
right required by the
Information Protection Act is not to
enter the personal information of the
data subject into the blockchain. In
this case, the usability of the
blockchain is poor in the system
handling personal information.

Personal

Non-identifi

If the non-identifying information is

cation stored on the blockchain and the
Personal participants can receive a reasonable
Information reward accordingly, the ecosystem

storage will be able to return.
1345

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences "20-08 Vol.45 No.08

Issue Countermeasure

In the process of encrypting all
personal information stored in the

enc]f;‘[t:t‘ion blockchain, a key is inserted so that
it can be verified with a key file
that only you have.
Storage of Personal information is stored in a
encrypted database  through an  encryption
personal method, and only Hash values of the
information data are stored in the blockchain.
through Through this, since personal
external information does not exist in the
database blockchain, it can correspond to the
reference Personal Information Protection Act.

Blockchain ~ smart  contracts  are
written in code to automate the
process of contract execution and

Objection to | verification.By using on-chain
automated governance, explicit consent can be
decision verified by including in the code so
making that the subject of  personal

information  can Included  the
transaction that has already been
performed.
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