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ABSTRACT

Smart doorlocks are prevailing because of the convenience of the smart doorlocks. The lack of security on
smart doorlocks can lead to the significant loss of safety on user’s asset because smart doorlocks are the basic
and essential physical security equipments which protect user’s asset. However, the technology on the securities
of the manufacturing companies differ and the criterions on the smart doorlocks are lacking. Therefore the
research on the security analysis on the smart doorlocks is needed. This paper analyzes the operation of the
smart doorlock systems by DFD(Data Flow Diagram) and the possible threats are identified. By using the
identified threats, attack tree is drawn and the attack scenarios are described by analyzing the intention and the
actions of the adversaries. We analyzed the risk of the attacks and finally the countermeasures will be drawn
by using DREAD analysis.
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Table 1. STRIDE Analysis on Smart doorlocks
Threat
DFD ID |Threat ID ca Description
Type
F1S Tol S Unlocking doorlock by sniffing communication between a smart phone and a doorlock
to perform replay attack
Obtaining secret key by sniffing communication between a smart phone and a
F15 TO02 S
doorlock
F18 TO3 S Attempting an on-line guessing attack on the keypad by guessing the doorlock
P11 password
Trying to disturb the Bluetooth connection between a smart phone and a doorlock by
F13 TO4 D X .
using a fake doorlock in advance,
Trying to disturb the Bluetooth connection between a smart phone and a doorlock by
F14 TOS D : .
using a fake smart phone in advance
F1
F 12 TO6 D Trying to disturb the Bluetooth connection using an Android vulnerability
(CVE-2016-3839)[10]
F15
FI13 TO7 S A Man in the Middle Attack when performing a pairing between a smart phone and a
doorlock, the communication between the smart phone and the doorlock is intercepted
D01 TO8 T Inserting a fake access record into the application server DB
F04 T09 T Sending fake unlock logs to a smart phone to manipulate access logs
F1
PO(I) T10 T Sending fake unlock logs to the application server to manipulate access logs
F15 T11 D Exhausting the battery in a doorlock by continuously attempting a Bluetooth
P08 connection
P09 T12 S Initializing the doorlock and set a new keypad password
P09 T13 S Pairing a doorlock with the attacker’s smart phone by initializing the doorlock
Attempting to off-line guessing attack by stealing the Bluetooth unlock key database
D03 T14 S . X
and brute force attack against it
D03 T15 D Deleting Bluetooth unlock key database
Attempting off-line guessing attack by stealing a keypad password key database and
D04 T16 S . .
brute force attack against it
D04 T17 D Deleting keypad password database
Off-line guessing attack by brute force attack by taking the unlock key storage of a
D02 T18 S
smart phone
D02 T19 D Deleting a smart phone’s key database
Obtaining the person’s information by sniffing the transmission data of the unlocking
F03 T20 I
record
DO1 T21 1 Obtaining access information by accessing the unlock history data
P08 T22 S Unlocking the doorlock by bypassing Bluetooth key authentication
P11 T23 S Unlocking doorlock by bypassing keypad password authentication
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ID Threat D R E A D | Sum Risk

A1 | Unlocking a doorlock 5| 3| 1] 5| 1| 15| Reduction
(Blutooth replay attack)

Ay | Unlocking a doorlock 503 | 1| 5 | 1| 15]| Reduction
(Obtaining Blutooth secret key)

A3 | Unlocking a doorlock . 5 03| 1] 5| 1 |15 Reduction
(bypassing Bluetooth key authentication)

Aq | Unlocking a doorlock s | 3] 2|5 | 2|17 Reduction
(Obtaining a keypad password)

as | Unlocking a doorlock - s |3 | 1| 5 | 1| 15| Reduction
(bypassing keypad password authentication)
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(Smart phone - doorlock pairing)
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AL2 MamPulatlr.lg the unlock record ) ) 1 2 1 8 Retention
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Al5 2 3 3 2 2 12 Reduct
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(Obtaining the unlock record database) etention
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