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A Study on the Introduction of CTGAN Oversampling Algorithm
to improve Imbalance Problem in Intrusion Detection Data
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ABSTRACT

Network intrusion detection data consists essentially of a large number of normal data and very few
anomaly data. This data imbalance problem causes predictive performance degradation, such as misjudgment,
with predicted bias and anomalies in a small number of data. Typical methods for solving the imbalance
problem are various minority data synthesis models based on SMOTE algorithms. However, since the
development of the Generative Adversarial Networks(GAN) model, research have been active on the synthesis
of minority data using it. In this study, CTGAN oversampling model based on GAN Algorithm is used to
solve the imbalance problem of intrusion detection data, and compare its performance with SMOTE-based
models. In addition, generate attacks similar to those used in the experiment, extending the practical

applicability of the classification model.
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Table 1. Number of Data by Attacks in CICIDS2017

Category Attack Name Data count
- BENIGN 2,273,097
DoS Hulk 231,073
DoS slowloris 5,796
DoS
DoS Slowhttptest 5,499
DoS GoldenEye 10,293
PortScan PortScan 158,930
DDoS 128,027
DDoS
Bot 1,966
FTP-Patator 7,938
Bruteforce
SSH-Patator 5,897
Brute Force 1,507
WebAttack XSS 652
Sql injection 21
Heartbleed Heartbleed 11
Infiltration Infiltration 36
total 2,830,743
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Table 2. Number of Validation and Test Data

Category | Class | Test Data Validation Data
BENIGN 0 17 681,347
DoS 1 764 4,150
PortScan 2 3,913 35,088
DDoS 3 1,602 75,504
Bruteforce 4 10,921 47,636
WebAttack 5 128 654
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Table 3. Number of Duplication Data by Oversampling
Algorithm

Oversampling | Counts of Ratio of

Type Duplication Duplication Rank
Train 191,851 0.096927978 -
SMOTE 1,394,347 0.146175434 1
Borderline-
SMOTE 870,333 0.091240777 2
ADASYN 728,226 0.076347791 3
CTGAN 191,851 0.020112571 4
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Table 4. F1 score by Oversampling Algorithm
_ F1-score
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sampling Validation Test

RF1 0.997 0.222
Imbalanced RF2 0.997 0.222
Data LightGBM 1 0.806 0.0009
LigthGBM?2 0.978 0.275
RF1 0.998 0.224
RF2 0.998 0.224
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Fig. 2. ROC-CURVE of SMOTE
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Fig. 3. ROC-CURVE of Borderline-SMOTE
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