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ABSTRACT

Classic McEliece is among the 3rd round finalists in the Post-Quantum Cryptography(PQC) Competition held
by NIST. The submitted algorithm is based on both Niederreiter cryptosystem and the binary Goppa code. In
this paper, we have regenerated the McEliece cryptosystem which is a code-based cryptosystem like the
Niederreiter cryptosystem. We measure the execution time and analyze the decryption cycles to evaluate the
performance of our implementation. We also present a comparative assessment of Patterson and

Berlekamp-Massey decoding algorithms based on the number of cycles for each algorithm.
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Algorithm 1 Patterson algorithm[1]

Inputs: w, H

Outputs: o(2)

Step 1. s(z) —wHT
Step 2. s(2)h(z) = 1(modg(z))
Step 3. d(z
Step 4. (L(
Step 5. O’(
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2J(odd polynomial)ell &dslH, degalz) < t/2,
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Algorithm 2 Berlekamp-Massey algorithm[10]

Inputs: s(z):'wHT
Outputs: o(2), 13
Initialize:
e(2)=1,8(2) =
0=1,L=R=£(=0
for 1 =0to2t—1
min(t, i)

d= E €8
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else
R=0
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end for
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end if
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% ] o] 2 +2 + 18 Bit-Shiftskar, F01%1 o]
2 oAl XORGIAHE HAS whE als)ed
11011@10110: 1101,11011011 =110& & 5
ek

ErellAls FellA] B whg el 2]
QA4 919 o4l TR ARAE Yelw wad
] A% kg vl el Aek, oAl vk
HAE S A B4l of ¢ o/ =o' TToR AR
gk oAl ellelld o =2’ +a+1,0° =27 +10]2
2 a’eal=a"E AxEL UmR] dare
oimod(@" —1) &= AR mE o modT = g te} P} o
o, (imod (2™ —1))=((i/2")+ (imod2™)) 3} 2t}
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Algorithm 3 Alternate square root algorithm [8]

Inputs: f(Z):fo+f12'+"'+ft—1zt71
Outputs: v/ f(2)
5] Ll

\/7 Z f2l IZ"’_ E f2;”+;z Vz ( (modg(z

i=0

where fz(z)

2mi 1

(modg(z))
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- OS: Ubuntu 18.04
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