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ABSTRACT

Research on post-quantum cryptography(PQC) that can guarantee the security even in attacks using quantum
computing technology has been actively conducted. NIST has been working on a project on the standardization
of post-quantum cryptographic algorithms, and announced 15 third round candidate PQC algorithms in July
2020. Seven of these algorithms are the finalists and subject to primary standardization after the end of the 3
round. In addition, eight algorithms are alternate candidates and subject to secondary standardization requiring
additional security and performance analysis. This paper analyzes the performance of FrodoKEM, which is
based on learning with errors(LWE) problem and included in eight alternate candidates that require

performance analysis in various environments. We analyze FrodoKEM algorithms and select six main steps that
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compose FrodoKEM algorithms. And we measure the execution time required for each major step in PC as

well as Cortex-A53 board, which has better performance than the Cortex-M4 used in NIST evaluations. In

addition, we investigate the performance of parallelizing essential two stages, which require the longest

execution time, using GPU and the performance of FrodoKEM with the parallelized stages applied.
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2l nd pol wel Y F Qd4ke] CPU M)
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Fig. 6. Parallel method for matrix multiplication
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E 7. seblel a3t 0ol @el W B2 F el g
CPU Aellle] A% 2 GPU Aellae] A% () 10° A
o] 7HeE)

Table 7. Performances on CPU and on GPU for the
process of matrix multiplication according to the value of

parameters n and n (10° cycle counts)

n n CPU GPU
3,200 3,200 36,925 496
1,344 2,659 48
320 624 17
1,344 64 125 9
16 32 7
1,344 8 16 7
FrodoKEM | 976 8 9 4
640 8 4 3
3 2.2 2.3
32 [La——J——o——rg——
Parameters | < 1
of g 0 H
FrodoKEM 600 800 1000 1200 1400
ROW SIZE n OF MATRIX B i
(Column size i of matrix B = 8)

74.4

80 ° Row size n
> 60 55.4 of matrix B
3 36.7
S 40 -0-1344
2 13.9
G 20 2.3 4.6 -0-3200

0
2 4 6 8 10 12 14 (log; n)

COLUMN SIZE 1. OF MATRIX B

T2 7. JE 3 o glel mE g9 oAkl o
3 CPUCIAE] A5 oiH] GPUelA] As57te

Fig. 7. Ratio of the performance improvement on GPU to
the performance on CPU for matrix multiplication according

to the value of parameters n and n
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FrodoKEM®| A5 543 A74E At 45
R 10° Alo| = 7],(,15 ko) g =x)shc)

X 8.2 CPU All#19] FrodoKEM-640-AES®] 5
2 =AM s GPU Zdellx1e] A5} 7ol A
¥ F9 o . % 9.9 102 7
zt FrodoKEM—976/1344—AES°ﬂ gk CPU%} GPU
3 8.0l|4] Hol= wje} 2
o], FrodoKEM-640-AES«] 7%, 7+ Aol s oF
1.8 2] A5 gte] o] FoIirh o]i= FrodoKEM®]
AR e detvleel] tigh s 3] AR L
3 5.9} 37 7.94 Hol= ulel FAF8HA, AES-128
< o83k I A I Adsel oF 2.5 nf 3t
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E 8. CPUS GPU Aloll42] FrodoKEM-6409] 2 A
W A% (29]: 10° cycle counts)

Table 8. Execution time of each step of
FrodoKEM-640 on CPU and on GPU (10° cycle counts)
FrodoKEM-640 CPU GPU
@ 28 4
@ 366 368
(©) 9,621 3,851
genlzreayﬁon @ 3,170 3,89
® 146 145
® 248 262
Total 13,579 7,919
@® 7 3
@ 512 486
® 10,076 3,677
Encapsu-| ) 3,679 3225
lation ,
® 159 145
® 900 429
Total 15,333 7,965
@D B B
) 378 371
Decapsu- @ 9,990 3,707
. @ 3,634 3,333
lation
® 152 149
® 898 465
Total 15,052 8,025

E 9. CPU%} GPU AollA®] FrodoKEM-976°] F& =AM
A% (H4): 10° cycle counts)

Table 9. Execution time of each step of FrodoKEM-976
on CPU and on GPU (10 cycle counts)

FrodoKEM-976 CPU GPU
@ 26 5
@ 692 684
©) 22,345 6,139
genI:;yﬁon @ 7,307 4,162
® 189 186
® 439 419
Total 30,998 11,595
D 3 6
@ 907 924
® 22,170 6,424
Encapsu-| - ) 7,893 4,382
lation
® 190 189
® 1,730 606
Total 32,893 12,531
) - -
@) 696 695
©) 22,183 6,312
Decapsu- | g 7,986 4,480
lation
® 191 190
® 1,760 633
Total 32,816 12,310
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Table 10. Execution time of each step of
FrodoKEM-1344 on CPU and on GPU (10° cycle counts)
FrodoKEM-1344 CPU GPU

o) 27 8
&) 960 944
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® 5 4
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Total 61,473 19,338
O - -
@ 943 942
b ©) 42,192 9,752
eeapsi- | @ 15,046 7,591
lation
® 173 173
® 2,781 921
Total 61,136 19,379
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