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ABSTRACT

In a network system, an ICD (Interface Control Document) is important information that defines the
structure of messages exchanged between systems or devices. This information is stored as documents or files
in multiple formats to share with other systems and is utilized by system developers and various applications
related to messages. We proposes an object-relational model that can systematically define and -efficiently
manage ADN (Aircraft Data Network) messages and ICD data structures. In addition, we implement the ICD
Designer and Dissector in the form of applications needed to interpret, process and reconstruct the data
contained in the message and provide it to the user. Then, using the implemented application, we design the
ICD required to interpret the message of ADB (Aircraft Data Bus) and interpret the collected message. The
proposed object-relational model based Designer and Dissector have improved usability compared to existing

similar technologies.
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Fig. 1. E-R diagram of object-relational model for defining message structure
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A-BAH e 7]49ke] ADN W A% 2] Designer/Dissector -3

S22 7|9 Complex

Pure Complex TypeEh= °©]&
15 370elA A=Eles

Typed} &3l t}& Hlo
akoick

4.3.1 Complex Type He| ZHEEH

1% 9= Complex Type2 A2sl7] $I3 A==
2] UIE Hojfr) 9152 1 BEES- AA| dofeuo]
2-2] Complex Type®] 55, 54| 7 EE-L A=t
Complex Type”} 7HX]+= dHlolg] L= B35, 9220
ZAEEZS A2 dHeoly d=5 S| A% Al=
o] EFolr}. 1ol = 2152 Complex Type &
Eoll4] GPS PVT DS1¢| AF=gla Fko| Hol&
ol 4]+ GPS PVT DS1S Parent -4 22 71X]+&= d]
ole] J= EE-5 HojFErl SEE AR 550F
FE] A2 dlele] d=F A9% Complex Type©ll
71k 4= 9l

Complex Type List Properties Property Type List
No.  Name Length Ne.  Name Type A || E-Basic A
0 GPS PVT DS1 195 0 GPS Sensor Mode Ints2 &t
- . ; # Boolean18
GPS Date 2 GPS UTC of Time Mark Float3. Booleanss
2 GPS UTC of Time Mark (Fine / Fractional) Floaté - Sooeen®
3 GPS Date (D Ints2 Boolean16
ate (Day) " gooleansz
4 GPS Date (Month) Int32 Char
5 GPs Date (vean) 22 lints
6 GPS Altiude Ints2 lint16
7 GPs Ground Speed Floats L Uint32
8 GPs Vertical Velocity Floats Uintsa
9 GPSN-5 Velocity, True Floats ints
10 GPS E-W Velocity, True Floats Int16
11 GPS Track Angle, True Floats Int32
12 Pad Paddi Int6s
13 GPS Present Position - Latitude Floaté - Float32
14 GPS Present Position - Longitude Floats v Fostea
< 3|« > < E >
Add | Remove | Up |[Down |[ Clear | wp | Down Remove >> | | << Add

21 9. Complex Type A&3-S Aosl7] $I3t AE=EEH
Ul
Fig. 9. Controller UI for defining Complex data type

4.3.2 Enum Type &2| ZEEZ

1% 102 Enum Type2 Ao3l7| I3t 7AEEH
°] Ul HofFrh #59) ZEZ)4 Enum Type®]
52, 92| AEZ|4 A=g Enum Type?]
55 Holerh a9elA] Ad=E Enum Type L
2 29] AFDX HA|A] F-Fol| A% Functional
Status Enum Type©] A2]= Zlo|th

Enumerated Type List Member List
No. Name Length No. Name Value
0 Functional Status 8 0 NODATA o
1 NCRMALOPERAT.. 3
2 FUNCTIONALTEST 12
3 NOCOMPUTEDD.. 48
Add | Remove | up | Down Add | Remove | Up || Down || Clear

22 10. Enum Type A-58-& AHoJsp] 318 =SR] U
Fig. 10. Controller UI for defining Enum data type

4.3.3 HAR| BIY e ZEEE
a5 12 vAA] ERjlE Aejab] 913 AEEe

Message Type List Data Type List

No. Name ComplexType  Offset Length  Filter Period (us) || - Complex
Sos oSt
=) PureComplex
GPS PVT FDS.
up | Down Remove | | << Add
J2 11 HAA EslE gelelr] S1% 2EEee Ul
ig. 11. Controller’s UI for defining Message types

9] UIE HoFr) 2E2%2] Complex Type H-3-ollA]
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slo] 718 5 9% elo]EellA AA ofE SAES
$Agkc), a3e= GPS PVT 1HZER:= o|&.°
GPS PVT Datas A58 22 A3 v A]%] Elglo]
Ael=det. 2=]ar o] wjAJ#] el}2 VLID7} 1001
9l AFDX "|A|#]€] UDP Payload S l|43h=d] A&
it

4.3.4 HiAX|9] SiM ZatE EAlste HEETH

WAzl o] s} A= 3] 7eat daelES
HES = Ak ofFAlelAd el 7-33lsdar o] o
ZEAle1AE ol AR ABE SiMdste] 21 12
o o] B 22| AT HeE FABREE 35l
I3 1294+ VLIDZ} 100191 AFDX w®AA]7}
UDP Payload®d % 5-E] GPS PVT #5323 AR5}
A5 2 Bl Eeje] 7 sl dHele 2
o] o] A=H AAE T3l Mg W8] 9]
o} 3 EAEICk

27 13- 23 9°] GPS PVT DS1< &= of&
Z2 Aol A& HojFr) 19 99 dlolg A= =
Zol|4= GPS Date (Day), GPS Date (Month), GPS
Data (Year)2h= ©]E-2] dlo|g] 7} 22} 32bit2]
Integer ALFH 2 A= Qi) I3 13-(a)olAME=
o] dlo]&] =53 GPS Datezl= Complex Type2]

Frame @: 247 bytes (1976 bits)
®.AFDX Ethernet, VLID: 1801, NetworkID: 8, EquipmentID: ®, InterfaceID: 8, SEQ: @
w AFDX IPv4, VLID: 1@@1, NetworkID: @, EquipmentID: @, PartitionID: @
#-UDP, Source Port: @, Destination Port: @
5 GPS PVT 1Hz: 204 bytes
Reserved: 08000000
FS1: NORMAL_OPERATION (3)
FS2: NO_DATA (@)
FS3: NO_DATA (@)
FS4: NO_DATA (@)
= GPS PVT DS1: 196 bytes (1568 bits)
6PS Sensor Mode: 1
GPS UTC of Time Mark: 583
GPS UTC of Time Mark (Fine / Fractional): 588
GPS Date (Day): 14 2
GPS Date (Month): 10 ¥
GPS Date (Year): 2019
6PS Altitude: 1000 m
GPS Ground Speed: 5 m/s
GPS Vertical Velocity: 20 m/s
GPS N-5 Velocity, True: 10 m/s
6PS E-W Velocity, True: -20 m/s

a7 12, Rd ojZe|A ol el EA1E GPS PVT #|A]
Fig. 12. GPS PVT messages displayed within diagnostic
applications
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Complex Type List Data Field List Data Type List
No. Name Le.. StingFormat|| No. Name Type L. Addre.. Key Value Unit gasic A
GPS PVT DST 196 0 Day 32 32 0x0000 False st

1 GPS Date 12 {2} {1}{0} 1 Month Int32 32 0x0004 False

2 Year 32 32 0x0008 False

(@)

Boolean18
Booleansg
Ranleanté o

% me e

Complex Type List Properties Property Type List

No. Name Length  s|| No.  Name Type || @ Basic
de Int32 ® EdSMAna)
e Mark Floats2 - Enumerations

GPS PVT FDS 204 [
GPS PVT DS1_alt 196

e Mark (Fine / Frac... Floate4 G- Extensions

2
i

- GPS PVT DS1
4 GPs Altitude Int32 pe o
5 GPS Ground Speed Float32 & Complex

(k)
4.051: 196 bytes (1568 bits)
GPS Sensor Hode: 1
GPS UTC of Time Mark: 583
GPS UTC of Tis (Fine / Fractional): 588
Day: 14 %
Month: 10 &

vear: 2019 &

GPS Altitude: 1000

GPS Ground Speed: 5.

GPS Vertical Velecity: 20
GPS N-5 Velocity, True: 10
GPS E- Velocity, True: -20

©

T2l 13. GPS Date Complex Type AF53-S AMgsle] -
43 GPS PVT DS13} 271& ajAfet B4k

Fig. 13. GPS PVT DSl constructed using GPS Date
Complex data type and its interpretation

2538E AEA Aotk o] Complex Type] 2t
332 12Byte®] Zol& 7IX]A Fr}k String Format
2 Zp7e] dlolg] e fAjdo] do @ Y= w
Z AR 2% 13-(b)ell4= GPS Date #1538
| GPS PVT DS12] dlo]e] dx=of & GPS Date
o} 2% dlole] FxEE& ARk 28l ¥
13-(c)= GPS PVT WAA7} A|EA A€ ICD T+
Zoll 25} #jAE AFE HolFr}. GPS Date (Day),
GPS Date (Month), GPS Data (Year) :x=5°]| GPS
Date =t2] 3}9] =2 jephdr)

(o]

vlasle] HoFEch W AE 13 6-(a)9 7o)
XML, ASN.1 5-& AHg3}e] wiAx] 25 Aojgt
5 Feg AgAsia WA 249719 @A dEshe
S 7kel7|a W B ¥ 6-(b)3 7] Luas
AHg-31¢] Dissector Functiong 2HAdsle] w|A|#] H-4
71l ¥k WS 7R Ivh e Aljkel Wy
2 Akl AA-AAY e ALgsle] 4ol T
e ofglelde ARSske WS TlelAlck
A W AR HAR] F2E S sl
XMLS AH83la Y B Hlo]E wld 25 WA
2|2 EA8l= Dissector Functions =8l ¢s)
Luas ARk whgdel] gkt Wby AR} o
Wik AFE o= AR Fav) gloma gl
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Table 5. Comparison of implementation methods
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A-3AE e 7]uke] ADN A 2] 9] Designer/Dissector 73

T-= ARgslloksic)h et Aljker WS 11 9~11
3 zo] WX FEE Aelsr] $g A8 GUI
Designers 7-d% o1&Fe]Alo]AdolA A3t

w3l 7h wel| wje} 3hx FAAe] WAk of e
zto| 7} it Wi At B rE|a Al Wi 2Tl
A] ®HAJA] F-F ®= Dissector 3 A 2 23}
o] B3Erk Lua®l Zfele 2 149 2
Dissector 3~ 3= 42l3b7] ¢l3l shte] sd&
A sfloksh #] |8k Dissector ¥H~= T} Dissector
= el Fhzwle] A8 5= itk A, BO] A%
X218 FRIE BAG wXRe] T2} BAtsted
dlofe] d=r} vjekst Aol shd2 oJ=] HE 3
= 5 gAY BEslosi ofnf A= o} el Zl
dlolelE xshe 7971 gl

olz] 7fe] sido] ARe| HeleE HAlsAl Hx
3l 7350l AR B2 k] dHoleE HA=El]
7} ol xIek. 53] wlAlA] 2] 54 dlolE] 2=
9 o]Felvt =77 A =S W S delelE
Z3he ® olE dloly] xv WX o] BT 4
Elofo} sz 739 F WAZ 5 olrk ol 4 =]
o] A& o]Fo xR ¢Fow wlolEe] Fx A
o] #Juk=o] wA1A] Dissector 7%ge] 2HFEA 423

97 ghe).

T~

-- Create a protocol
p_gpspvt = Proto (“gpspvt”, "GPS PVT")

-~ Define Fields

local f = p_gpspvt.fields

f.rsvde = ProtoField.uint32("gpspvt.rsvde”, "RESERVED", base.HEX, nil, @x0@)

f.fsl = ProtoField.uint8("gpspvt.fs1”, "FS1", base.HEX)

f.fs2 = ProtoField.uint8("gpspvt.fs2", "FS2", base.HEX)

f.fs3 = ProtoField.uint8("gpspvt.fs3", "Fs3", base.HEX)

f.fs4 = ProtoField.uint8("gpspvt.fs4”, "Fs4", base.HEX)

f.gps_sen_mod = ProtoField.int32("gpspvt.gps_sen_mod", "GPS SENSOR MODE", base.DEC)

(F=0)

-- Define the dissector function
function p_gpspvt .dissector (buffer, pinfo, tree)
if buffer:len() == @ then return end

subtree = tree:add(p_gpspvt , buffer(e))
subtree:add(f.rsvde, buffer(e, 4))
subtree:add(f.fs1, buffer(s, 1))
subtree:add(f.fs2, buffer(6, 1))
subtree:add(f.fs3, buffer(7, 1))
subtree:add(f.fs4, buffer(s, 1))
subtree:add(f.gps_sensor_mode, buffer(9, 4))

pinfo.cols.protocol = p_tpcstream.name
pinfo.cols.info = "GPS PVT MESSAGE"

end

32 14. Lua® Wireshark® ]38k GPS PVT w|A[#|¢]
Dissector Functiong #}43gh 242] o

Fig. 14. An example of creating a Dissector Function of
GPS PVT message for Wireshark with Lua
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Fig. 15. An example of creating a Dissector Function of
GPS PVT message for Wireshark with Lua
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