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ABSTRACT

Recently, most organizations and companies have been establishing their own security control process that
collects security logs based on big data in order to respond to cyber-attacks. However, there are some degree
of limitations in responding cyber-attacks that are becoming more intelligent day by day. This paper deals with
a design and implementation of security event automatic analysis system that is applied in the security control
system for cyber attack response. The proposed system collects and analyzes http ‘body’ information along
with http ‘header’ as the security log even if the existing system makes use of http ‘header’ only. On
concentrating of the mail security events, an automatic analysis of security log are executed a true or false
decision based on the machine learning technique, to determine whether there’s a malicious web attack. In
addition, the detected attack can be blocked by instructing the firewall device, in order to be applied the
protection rule immediately through the security control situation panel. As a result, the proposed scheme
shows that the total amount of security events are reduced about 40%, and achieved 10% improvement in the

attack detection rate in compare to the existing SIEM system
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T 2. Tple] vetdele] <A
Table 2. Example of Metadata for Files

File Name Hneimageexe

MD5 : 84580009498e¢a980c78bi7b317000d8
Hash SHAT © 13423500 a91
SHA265 : 7d8BIBdBS 110cacad8de38837 77402617 48154a838a82c890e8408¢cb8e SH0CO

Time Stamp 2020-04-04 01:03:59 (UTC)
File Type 328 PE BXE (¥ ie) / MFC
File Size 406,528 Bytes.

Origin Name HNcPNGViewer EXE
Product HannSoft Prig Viewer
Language Germany

File metadata formatting
- File name

- File hash

- File size

- File property

Security Detection system
- IP, URL, PORT, Session ID
- Detection Signature

SIEM Log ::>
Big Data

Web log(Full packet)

- IP, URL Session ID, User agent

- Web service method : Get, Put, Delete, Post, Trace
- Http Header & Body packet

a8 7. 25 shelzE)d AAs
Fig. 7. Stage 2: Systematization by Category
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Acronis Undetected Ad-Aware
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Fig. 8. exe File Virus Total Detection Analysis Result
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File metadata formatting
Refernce intelligence matching

- File name »|| CTl(virustotal, CTAS, Osint)

- File hash *|| - Classification of Malicious file

_ File size - Malicious IP Malicious URL, C&C Serve
- File property

gh=olEj 121841 CTAS(Cyber Threats
Analysis System)

20 =714 3.1 NCTI(National Cyber Threat
Intelligence)

A9 4] CTRS(Cyber Threat
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Suspicious file(not running)
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- QL injection, XS5 etc. Attack leaming
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Security Detection system
- IP, URL, PORT, Session ID
- Detection Signature

Web log(Full packet)
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values

- Attack detection (critical information
leakage detection)
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detection

Web log(Full packet)

- IP, URL, Session ID, User agent

- Web service method : Get, Put,
Delete, Post, Trace

- Http Header & Body packet
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Fig. 12. Reduction of Detection Events with Automatic
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