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ABSTRACT

Although various traffic classification techniques have been studied for each application, most of the
technologies classify traffic by analyzing headers or payload signatures at the packet level. In this paper, we
propose a method for classifying mobile service contents by learning only the physical downlink control
channel (PDCCH) information of the physical layer. Since the proposed method uses only information of the
physical layer, it can be applied to encrypted packets. For the experiment, PDCCH channel information was
collected from the currently operating LTE (Long Term Evolution) base station, and mobile service content
prediction was performed using random forest, SVM, AutoEncoder, deep neural network, and convolutional

neural network as classification techniques. The prediction accuracy was observed up to 99%.
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Fig. 1. Model architecture of DNN
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Hyperparameter Range Value
. 0.0001
Learning Rate 0.01 0.0018
. 105, 79, 92,
Eumber ﬁf Hidden 43 - 145 | 46, 63, 51,
ayer cell size 61, 98, 68, 99
Epoch 80 - 180 | 129
Batch size 50 - 60 50
Dropout 04 -1 0.93

Hidden Layer

06 -1 0.6465
Learning Rate Dacay

i itiali - Xavier
Weight Initializer (fix) Initializer
Optimizer (fix) Adam
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3
Erame. || Subf= CcE ion Layer | _Input | (None,5, &, 118 ||
o alz;e AL e (ReLu) Output | (None, 5,6,1) |
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Table 2. CNN + 10-Layer DNN Hyper parameter and
range

Hyperparameter Range Value
Learning rate 0.0001-0.01 0.008242
Number of 438, 396, 466,
Hidden Layer 192 - 640 426, 569, 597,
Cell Size 313, 235, 204, 235
Epoch 100 - 300 102

. 100, 120,
Batch size 150 100
DNN Dropout 04 -1 0.951639
CNN Dropout 04 -1 0.986297
Number of CNN'| 35 _ 158 | 51, 109, 118, 70
Channel Size
Hidden Layer
Learning Rate 0.6 -1 0.7732
Decay
Welght Initializer Xavier Inintializer
(fix)
optimizer (fix) Adam
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Table 3. Define RandomForest Hyperparameters
Hyperparameter Value
n_estimators 30
n_jobs 16
criterion gini
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min_samples_leaf 1
min_weight_fraction_leaf 0.0
max_features auto
max_leaf_node none
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Table 5. PDCCH Configuration Data

Hyperparameter Value
box constraint level 1
kernel Gaussian
kernel scale 1.3
multiclass method one-vs-one
standardize data true

(Kernel) 2 27] $]8l MATLABS ARg-3lsich 413
(Linear), &2 7}t (Fine Gaussian), %%t 7F¢-A]
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Gaussian) 795 -8l £ A7} =4 71-9-Agke] 7}
A e AEE vk A AL 1.38 443t
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=5, 4BE 6% 747t A1 Wk} sHA ]
o]E]Ql RNTIZ-S T F92~9] 3h& 7FA L 9le]
Ao g ALl F 30719 dHlolel S bl ARSI

g3 7S AHgsE 439 39 GPU GeForce
GTX 1060°] =25l 9]z ~wlo]Adell4 python 7|1k
Tensorflow& AFS-3l A2 z13)gic}. A dlo]e]<]
80%(693,4237 & SFulolel® ARElar, ]
20% (173,3567N)E E|~E dHloe] &2 ARE3] <= A
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I\:)l;n Item Description

0 Frame Idx Frame Number(10ms)

1 Subframe Idx | SFN(1ms)

2 PCI Pysical Cell ID

3 # Total RB Number of Total RB

4 AL Aggr(?gation Level: number
of using CCE(l, 2, 4, 8)

5 RNTI Ra(?io Network Temporary
Indicator
Format0O: UL, The rest

6 DCL Format Format1~2: DL

7 DCI Length DCI Length

8 CCE Idx CCE Idx
DL retransmission

9 Harq Proc # execution processor 1D
(total number: 8)

10 MCS_1 MCS Index(codeword 1)

11 MCS_2 MCS Index(codeword 2)
Transmission Block

12 TBS_1_T1 Size_Table1(64QAM)-codew
ordl
Transmission Block

13 TBS_2_T2 Size_Table1(64QAM)-codew
ord2

14 RV_1 HABQ_Redundmcy
version-codeword1

15 RV 2 HARQ_Redundancy
version-codeword2
New Data

16 NDI_1 Indicator-codeword1
New Data

17 NDI_2 Indicator-codeword2

18 # Sch. RB Allocation RB
Conrol format Indicator:

19 CFI Nu@ber of symbols
assigned to Control
Channel(1~3)

20 # Tx. Ant Number of transmit antenna

21 Precode Idx Precode Index

22 Rank Rank Indicator

;3 - ZZI:E ﬂ1(1)rf1 Value of algorithm
Transmission Block

28 TBS_1_T2 Size_Table1(256QAM)-code
word1
Transmission Block

29 TBS_2_T2 Size_Table1(256QAM)-code
word?2

30 SNR 0 S/N ratio 0

31 SNR 1 S/N ratio 1
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Table 6. experiment results
Method Accuracy
DNN 92.05%
CNN 97.72%
AutoEncoder 95.40%
SVM 97.80%
Random Forest 99.02%
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