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ABSTRACT

In this letter, we consider a physical layer
spoofing scenario, where the multiple spoofers aim to
spoof a wireless communication link between
malicious transmitter and receiver. We propose a
coordinated beamforming scheme between multiple
spoofers to maximize the achievable spoofing rate.
We show that our proposed scheme achieves the
higher spoofing rate than the existing scheme with

the same spoofing power.

I. Introduction

As the wusage of infrastructure-free wireless
communications has been increasing, a new kind of
wireless attacks from these devices is becoming an
important issue for public security. To prevent the
wireless attacks from the malicious devices,
authorized or public devices can intervene
proactively in wireless communications to do
eavesdropping and jamming on malicious links. In
particular, there has been a significant research on
the physical layer security issue''l

Recently, the authors in [2] have proposed
proactive eavesdropping techniques which sends
legitimate jamming signals to the malicious users for
the purpose of interrupting malicious users.
However, the malicious users can change the way of
performing wireless attacks to conceal their signals
if they notice the presence of jamming signals. To
overcome this limitation, a new technique for
preserving physical layer security has been proposed,
which is referred to as spoofing®®. By spoofing, we
can replace the transmitted information over
malicious links to the target information. The
authors in [3] have suggested symbol-level spoofing
strategies to minimize the error rate of spoofing
symbols. In addition, the fundamental limits of
spoofing have been derived in [4]. Furthermore,
physical layer spoofing has been extended to various
wireless ~ communication  environments  under
adversarial attack®™ or spoofing attack™®.

Our focus in this paper is to extend the
physical-layer spoofing scenario proposed in [3], [4]
to the multi-spoofer environments. We propose a
new coordinated beamforming strategy for multiple
spoofers. The main idea of the proposed scheme is
to design spoofing signals based on the information
obtained through backbone links between the

spoofers, and to iteratively update the coefficients of
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the spoofing signals to maximize the achievable
spoofing rate. We reveal that the proposed scheme
can achieve the higher spoofing rate compared to
the simple extension of the existing spoofing scheme

[4]

for a single spoofer'™ and the benchmark schemes.

II. System Model

Consider a multi-spoofer spoofing channel, where
a set of malicious transmitter A and receiver B
communicate and A legitimate spoofers {S}X_,
aim to change the message from A to B. The
channel coefficient from A to B is defined as h
and the spoofing channel coefficient from S, to B
is defined as g, for all i& [K]. We assume that A
transmits the desired message s, but the legitimate
spoofers aim to change the decoded message to the
target message = at 5. We also assume that the
legitimate spoofers are aware of the desired message
s, the
coefficients from A to B, and their incoming and

target message «, and the channel
outgoing links with 4 and B, by obtaining these
through backbone links from the

legitimate center which controls the legitimate

information

spoofers with information on A and B. Without
spoofing, the received signal at B is given by
y:h\/ﬁsﬁ-n, where P denotes the constant
transmit power at A4 and n denotes the Gaussian
noise at B with zero mean and unit variance. The
legitimate spoofer S5, sends its spoofing signal
z;=a;s+[x to B, where o, and 3, are the
complex coefficients for the spoofing signal. The

received signal at B is represented as

K
y:hﬁs-ﬁ-Zgizi-l-n

0
= (h \/ﬁ+ E!]iai)s + Egiﬁix +n

i=1 i=1

The constant transmit power at each of the
legitimate spoofers is @, ie., |, +13, < @ for
all i< [K]. We assume that the malicious receiver B
uses the decoding method of treating interference as

noise (TIN) approach. If the spoofing is successful,

the achievable spoofing rate is expressed as

K 2 \
Zgiﬂi

i=1

K
. ‘h\/ﬁ—Fzgiai
i=1

r(a,s) =logy 1+ 2)

2
+1
)

where a:{al,...,aK} and B:{ﬁl,...,[)’K}. The
spoofing strategy for A legitimate spoofers is to
determine o and [ in order to maximize the

achievable spoofing rate.
I. Coordinated Beamforming

In this

beamforming scheme to maximize the spoofing rate

section, we propose a coordinated
with multiple spoofers. At each of the legitimate
spoofers, the spoofing signal is formulated for the
desired message s to be destructively combined at
B. On the other hand, the target message x should
be constructively combined at 5 to maximize the
Thus, the
coefficients for the spoofing signal is given by

achievable spoofing rate. complex

*

hg, ~ ; —
@ = IhHggl.I a; B = Z Vo—o ©)

lg!

for all i€ [K], where L;,L-Z 0 denotes the magnitude
of «;. After this phase coordination of spoofing
signals, the received signal at B is illustrated in Fig.
1. In this case, the achievable spoofing rate is

reformulated as
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Fig. 1. Received signal at B

815

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences "21-05 Vol.46 No.05

K — 2
(Z |gi| Q- 041‘2 )
i—1

i=

r(a) =log,) 1+

\ (|h| VP=Y gl

i=1

: @
+1
J

where o= {(;1,,071‘} Consequently, the achievable

spoofing rate maximization problem is formulated as

follows.
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To maximize the spoofing rate, we need to find
the magnitude of c?,; for all i< [K] by solving the

maximization problem (P1). Since the problem (P1)

is not a convex form, we propose an iterative
algorithm to determine «; at each of the spoofers to

get the near-optimal solution. In our algorithm, we
iteratively maximize the objective function in (P1)

with respect to (;,‘ for any k< [K]. The objective

function f (07,\) is given by

P — 2
(igk\ Q—ar + Yol @—a; )
i=k
(Ihl VP—lga,— Y |gi|&z-)2 +1

i=k

flay) =

The possible value for maximizing f ((;k) is the
local maximum point where j(o?,\) =0. By deriving
the first-order derivate of f (o?k), we find that f (ojk)
has one maximum point at f((;k) =0. We define

@ as the optimal value which satisfies

opt
fla,)=0. We also find that f(ay) is
monotonically increasing when o, W< &:;;t and
monotonically decreasing when c:k> ajm since
f(e,) has a single point which satisfies f (a,) =0.

Due to the power constraint, the optimal value to

816

maximize f(,) is given by

— [ 0<a,,<Q

" - o.vol (@) otherui ©
argmaxg _ g/ \®)> otherwise.

By using this update policy, we iteratively update

07,‘. until there is no change during iteration. We

finally design the spoofing signals as

zp = s+ B
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IV. Numerical Results

We dedicate this section to analyze the achievable
spoofing rate. We compare the achievable spoofing
rate of our scheme with the modified scheme for
single-spoofer scenario and the benchmark schemes
of [4].
 Perfect cancellation: The spoofers try to perfectly

cancel the desired message s at B.

* Naive spoofing: The spoofers try to spoof the
transmitted messages by sending the target
message with their all transmit energy.

* Uncoordinated spoofing: Each spoofer sends its
spoofing signal without knowledge about other
spoofers’  transmit  strategies as in a

single-spoofer scenario, which was proposed in

[4].

—»— Perfect Cancellation
—#— Naive Spoofing

I =2~ Uncoordinated Spoofing
—H&— Coordinated Beamforming

o

Achievable Spoofing Rate (bps/Hz)

1 2 3 4 5 6 7 8 9 10
Spoofing Power (dB)

Fig. 2. Achievable spoofing rate
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Fig. 2 shows the achievable spoofing rates of
two-spoofer scenario versus the spoofing power )
when the transmit power P is 10dB and R =2
bps/Hz. We assume that the average channel gains
from the transmitter and the spoofers to the receiver
are equal. We can see that the proposed scheme
shows better performance than the existing scheme
and the benchmark schemes on the achievable

spoofing rate.
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