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The Methodology for Reset Cause Analysis of Automotive
ECUs by Runtime Event-State Logging
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ABSTRACT

Unpredictable resets occurring in automotive ECUs are an important problem that harms reliability and
stability. However, because reset is accompanied by initialization, it is difficult to find clues for cause analysis
after occurrence. Even with external storage devices, reset has a variety of causes, making it difficult to select
which information will be needed for cause analysis. Existing debugging methods available for cause analysis
either collect insufficient information for reset cause analysis or have limited scope of analysis. In this paper,
we propose a reset cause analysis platform that collects information from the runtime of an ECU for vehicles,
generates logs, thereby identifying the cause and screening the logs that need to be investigated first. The
proposed platform limits the most fundamental level of causes to eight, and analyzes the logs to determine
what kind of causes they are. We have confirmed that it operates with an overhead of 3% CPU, 1.6% volatile
memory, and 1% non-volatile memory, and we present examples of reset cause analysis. The methodology for
reset cause analysis proposed in this work can help with fast cause analysis in the development of an ECU
for vehicles, reducing the development cost associated with reset.
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E 1. AUTOSARe®] A= 2|ile] ZFe} An

Table 1. Type and description of the reset defmed by AUTOSAR

Reset Name

Description in AUTOSAR Documents

SW-C Reset

An SW-C is found to be faulty and is reset in order to get it back into a safe state. The
reset takes place at the application level.

Application Reset

If it is not sufficient to just reset single SW-Cs, it may be necessary to restart the whole
application so that it can resume its normal service. The reset affects several SW-Cs at the
application level, and may involve SW-Cs at multiple ECUs.

If all else fails, it may be necessary to reset the entire ECU on which the fault or error has
been found. This kind of reset will affect all applications that have SW-Cs located on the

ECU Reset ECU as well as the BSW. The reset will also likely be visible to other ECU’s on the
network.
5o HH“ 3k AUTOSAR 35 BAME %5 & ARl Adgellx] A Thedk SR et

HE-S AMRE ECU2 ollz] a5l 3 Wgo]
Al=le] Qleptl Alof7ellA] oflei7} WAy gS- 7t
A & ARz W TR H-5 Alw=sH ¥oh
SEA|RE o]2f3l E- wio] AR Erbsskal Alel7]
= ARl AR BE7] Sl Algle] ekdE 2
7137k 283 797t Sl=dl, AUTOSAR®IA= ©f
B ASs AR R FREle] dgshl % 12
AUTOSARe®] A2l=l 2l4le] f3E viepdict

SW-C 2]4l& 7 sW 7 E eS| A7} wkAl
sto] s HEWES] 2r|ginter A7} A=
735 AHgRl

Application 242 A 1S 9]3l] Application
o] 27|57t o of A=, oJg] SW-C &

AES E3Ich

2 o

ECU 242 oAle] 2L ¢ls) 4| ECU =4
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2 ECUE 27371 8 IS E3ep] w

o AA A he Wy o AT,

3.2 AUTOSARO] CHSsH= AURIX OfF|Eix{2|
BlM R

Infineon®] AURIX o}7]€lx]&= 2}A}e] Tricore
CPUE AM83la, 2=k4- Alel7]E eploz spds
32-bits HE]FZ] A|EToltl. AURIXA = A|o]7]
7Rt A] ISO 262622] ASIL A9 545 =2 93
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<& AURIX9] Cold Power-on 2|42 2 AUTOSAR
o] Application 2|48 AURIX®] Application/S
ystem/Warm  Power-on  2]AleRE -85}
AUTOSAR %FS Fp3l= Alel7]|E 7Rdsic)
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Table 2. Types of reset and modules that are initialized
in the Infineon AURIX architecture

Reset

Name Reset Trigger | Module affected by Reset

All CPUs

All Peripherals

Port pins in reset state
Parts of SCU

RAMs (Cache Memory)

« SMU
Application | *+ ESR
Reset * SW Reset

.

.

Module initialized by
Application Reset
Flash Memory
XTAL/Osc/PLL

ESR pins

« SMU
System * ESR
Reset * SW Reset

.

Module initialized by

Warm * PORST System Reset

Power-on pad * JTAG Interface
Reset asserted * OCDS/MCDS
* SMU-FSP pin

.

Module initialized by
Warm Power-on Reset
« EVR

Internal Clocks

RAMs (Scratch Pad
RAM, LMU/BMU)

Cold * Startup
Power-on | * EVR
Reset « SWD

.
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Reset Types

Reset Triggers

/

o

Application or
System Reset

Warm
Power-on Reset
| pORST Pin
| EVR
cold < (Embed. Volt. Regulator)
Power-on Reset
L SWD ]
/ Qupply Ext. Walchdo?

N

/’
P SMU

SW Reset
(SCU_SWRSTCON)

pd

ESR
(Ext. Service Request)

B —

'y

Automated Tracing by REDL

Reset Triggering Cause

WDT Error -~
- Timeout by LCK ™~

- Overflow by DR
T—* +  Access without Unlock
+ Unlock Twice

Ma SMU Safety Mechanism

{ ° Uncomectsble ECC Error

+ Out-of-Range Freq
Ne - Die Temperature Error

+ Mem. Address Monitor Error
- Mem. Buffer Overflow
- SRI/SPB Bus Error

§: Programmed Reset

- Deadline Miss
+ Stack Overflow
+ Trap Occur

- User-Defined

External

Unstable Power Supply
+  EWR13 Unstable

—> .« Timeout by ENDINIT “*~|

+ Lockstep Comparator Error ~{-.___

Potential Suspect

Application Tasks
(Task ID, Program
Counter, Locks,
Program States, ...}

Kernel Services
(Kernel Function,
Program Counter,
Kernel States, I/O

Functions, ...)

Exception Handlers
(Handler ID,
Program Counter,
Interrupt States,

Health Checking Failure .

Trap Causes, ...)

I3 12 dellA 2 B A ARSE

Root Causes

76 Timing Violation

——+— Invalid Data
——— Stack Overflow
———» Access Violation
——— Deadlock
——> Semantic Violation

______ --» Atomicity Violation

rb Unstable Power Supply

{——a-  EVR33 Unstable
K - SWD Unstable

(Reset Event & Data Logger)

EERREP N

Fig.
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4.2.3 Stack Overflow
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oS 3_7,‘_0]]/(1—‘: E].L/:i ES=] fr 7~]E1]/KE /\5,4;201 /K]z‘j
o4 Stack Overflow WA 52 7Ex|ghcpid],

4.2.4 Access Violation

AURIX®II4 Access Violation®} =%l Trap Ay
AFsRe- et Trap ®H Al 87181 == Trap
Handlerel|4] SW 2]4& @ A3ctw 71 she], ot
ke Trape] AMAHIEE AHSE-2 % 33 2t}

4.2.5 Deadlock

z2ad) As) =3 Qe E n|ZAs], 5713t
Jagh 2pode] AEE AN 522 Deadlocke] HA)
3}e Alo17]9] External Health Check Logicell &5
< A ke RS dekic

4.2.6 Semantic Violation
Aol Z2Ax ] Azl dx2E AA 12 52

F 3. Access Violationol s|=sh= Trap $-5-2} A1
Table 3. Trap type and description of Access Violation

Reset
Name Description in AUTOSAR Documents
* When attempting to access a memory
address that is not aligned with the
ALN Trap address Alignment Rule on the
(Data AURIX.
Address * When using Circular Addressing of
Alignment) the AURIX, you attempt to access it
with the size, Iength, etc. out of
alignment.
* When attempting to access a segment
different from the segment in the
Base Address
* Access through Efficient Address for
MEM Trap AURIX address indexing spans two or
(Invalid more segments.
Memory * When attempting to access a CSFR
Address) address with a command other than
mtcr or mfcr.
* When attempting to access a
non-Local DSPR range with Load or
Store commands
* Load attempt outside of DSPR range
* When attempting to access a specific
address in segment C (C1000000 -
DSE Trap | -7RRFFFF)
(Data * The Load command causes an error
Access in Bus.
Synchronou | When an error occurs from Bus
s Error) during Cache refilling
* When loading an invalid Overlay
Address
* The Store command causes an error
DAE Trap in Bus.
(Data * When an error occurs from Bus
Access during Cache writeback or Cache
Asynchrono flush
us Error) |, When Store Invalid Overlay Address
MPR, * When attempting to access other than
MPW Trap the accessible memory area set by the
(Memory MPU.
Protection | * When attempting to access a null
Read, address with a Load or Store
Write) command.

fukste] 2jAlle] MAsh= Astelth. - AFelil=
AURIX Z3%°] WDT Error® WHsh= 2]Als
Ao 2 g} AURIXS] WDT+ ¥ubdql elo]n] 7]
5 9] 23 A 2Ee] AL Fe]s= ENDINIT
(End of Initialization) 7|5~ A|-5-&tc}. ENDINIT 7]
s A& A] WDT Control Register®] A3 &&= o
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@D LCK ®B]EZ} 10]2hd 022 WA
@ LCK W]EZE 1Z W73} ENDINIT H]|EE 0
o7 WA F F23 HR~E HE
® LCK ®]EZ} 10]2hd 028 A
@ LCK H|EE 12 ¥l7d3}w] ENDINIT H|EE 1
2 44
kA<l elo]w] 7|5~ ENDINIT H|EZ} 08l A
gjell4] DRH|EE 002 A A] Apgslar vhA] 9] 37
& 714 DRUIEE 12 W7sle] HETh WDTollA
= 37F E572] Error® #Alle] WHAE 4= 9lrk
» Access Error: @-@2] £4E A|7]A| 3 WDT
AAE A=k 75
* Timeout Error: O-@2] w4 As) 7F4o] WDT
off AAE A7E Well o]FRA|A] o= 5
 Overflow Error: DR B|EZE 022 A% & WDT
of AAE AlZE Well 12 A=A X3he A+
(4HF44l WDT Timer Overflow)

4.2.7 Atomicity Violation

z=aae]l  AtomicsHA]  AdEejol  FpA|E
Atomic3H] o]F|X|x] ¢to} 2lAle] f12l-S- sl
Z-olct. dubd o2 HelFe] 74 Atomic3HA|
FAslof she B WHelE A detslr)z) 9
=7 Wil sl HdeleZ Swrt oikA el 5
25 3 4 glek 28 2+ AtomicdHA| AlsiE|ofof
She S AT gelate] glale] frEEe clAe]
t} incre_cnt()= Efeln] #E Ha dF 4k &
global counterel AHAgh}E O~@el A==
Critical Task global_cnt7} A&gH o2 Zvlsh= 7
S-oll=F Critical LogicS A3l sl 22]o] Aa)x]
Al & Al EAE HAAZIYL DOodlA] Core 0°]

Time Core 0

int global_cnt = 0;
void incre_cnt{) { global
int temp = 0; counter STM
® temp = GetSTMO; Coel 0
incre_cntQ| 2 1 int prev_cnt;
@
temp =+ 1; Void Critical_Task()
if (global_cnt < prev_cnt)
. w0z 2 SWReset(Crit_Error_Cnt);
incre_cn
® T empe T " 7 Critical_Logic();
prev_cnt = global_cnt;
Lock(); 1
| |- globalent = temp: | ______1_ —!
@ Unlock(:
}

T2l 2. Atomicity Violation A}€]
Fig. 2. A Case of Atomicity Violation
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4.2.8 Unstable Power Supply

EVR® 7} AH4kS muE|E 3= ZE(EVRI3,
EVR33, SWD, STBY)ell4] #1314} & spxigte] Ay
Al Al sl AlElelt). 7t mES] At
EVR1337} EVR33& 2+t 71& #gte] 1.17V, 2.97V
oJ3le]iL SWD= ] Agfe] 297V |3kl -l
£ RCU° $A-ez 24 248 nir
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% 3-& REDLY] SW ol7|elx]o]c). 4702] AE
ez s 9lon 7 HEEe W o3 o
3zt
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Aol S 213 ARE 4
Log Collector: Probe”} %18t A Kol 7} AR
& T3l Packingdle] 215 AAd3}e] Buffersoll
Mk
Log Analyzer: Global, Core BufferS<ll 931 21
55 BME] Al dels W & AdE
Analysis Bufferell *17}

Log Writer: Analysis, Core Bufferoll A5l 271
55 EEPROM¢I| A%

dlo

REDL

Log Writer

Log Analyzer

Global Buffer Analysis Buffer | | Core X Buffer

‘ : =
L T

‘ Log Collector |

T

t t
Target| | |

Application @)
SW Reset | | [Interrupt
Info Trigger
Kernel
Scnedler
Critical
Sheion &

HW
pC " RST!

STAT
ister
log 05 22 O Probe ] +==2as

EEPROM

2| 3. REDL SW o]l
Fig. 3. REDL SW Architecture

5.1 Probe

5.1.1 SW Reset Info Probe
SW 2|4 848 $]8] SCU_SWRSTCON®]|| #h=
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5.1.2 Interrupt Trigger Probe
the mole} $715pL B Qe ES Eeirs
;'Coﬂ ARl QlElRES Bl F sl <lely
o T3 541 5l =gle] Begk el E So]
gk $713Ph 99y FEs A E w)ags)
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Al 21 B7] 25 dhetsle] Deadlocks ©41317]
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5.1.3 Scheduler Probe

Taske} ISR22] 413 2 3 ojwlE Hby A )]
AE A28 A I o] Akelditl 2 AJA]
-r]OH 7«] Ell/\E /\_A;d r,].]x]— Task‘/]' ISRZ«] IDZ

SRR g AR ARE 27 Core W] A
ARk 980 24 4] sW e 4 sfete 918 9
25tk

5.1.4 Interrupt Probe

T:H"J' Interrupt Prlorlty ]jﬁ."é‘ FAgke) £3 A 3§
g ISR12 <la) AAd=dt A E~E7} Taskr} ISR2
o 7% 2 APAE 918l Task IDE AL &2
ARZ A Z32F Core HH ol #AH ) 18] &£
A Al sW Al 4] Tleke Sle) Bask

5.1.5 Trap Probe

Trap A A] £7]3k= Trap Handlerel] 4F3igic},
Trap2] 7= Yehle Trap Class$} ID, 37182
 Access Violation 72| Trapolzbd =71 XS
Sl AL S A 4 Foll gk FHH] e
=GR 2B S 3lEE NMI Trape] 75 $iub
gk Alarm IDS S8 £33k} & Ar= A=
F 7%= Global Bufferdl] A#slc) 1l 4] A ==
wp A5) sieke sla) Besicl

5.1.6 Critical Section Probe

OSEK O0S°l|#4] #|¥3= Spinlock?} Resource
APl Z=o] ARjiEle] 23 A4S 98l Get e
Release ©]%- Spinlock ¥+ Resource?] IDE 4%

gt S Hue /‘E‘qﬂ Z % Core W3 ol A
o} 219l B4 Al 2H ADS AR dg sjels
Qs 2asl:

5.1.7 1/O Probe

IO 5 BF 9] Hgur et Hska P4
o Afe}sle] 2 S 9130 YO W EF, 10 ¥
9] xRk Ak 10 AREo® <lE 2l4le
s A sAlshe dle ARES Ale] i
g Aol vig ARE Al = 5 Qe i AR
2 AAE B Core WHel] AL <1l 74
Al IO ARE- A3 Ihels s8] Basick

5.1.8 WDT Probe

WDT A}H8-2 $13} Control RegisterS H733l= =
ol 4Rlele] 2 A 130 dx ol el
S e ST Y ARE Fol 2l e A
elEfell4] WDT AAlo] ofH Aol oA W7
Sl slebet 4 ook o Ane AKE 2oe
Core ¥|3]of] A7) el 4 A] WDT AMS- 4]
slote el B sl

WDTL.2 1&gt efl2] ®HA) A] SMUZ} NMI Trap<
Wb 7]=d|, £7]5k= Handlerol|*] ¥4} Errorell
3 A W5 k31 g)= WDT Status Register 745 4=
A ste] 214 el HAdol] ARt s AR 2 YA
%l 7%= Global Bufferel] #A=ch €1l 24 A
WDT o2 a3} ol olle}rl waysielon] shotahs
R

%

_4

5.1.9 RCU Probe

Al 42lS FAds= Log Analyzer F=of AF]
sl Al Em]A AHEE P32 9le= RCUY
RSTSTAT #A|~E 7He 5431 24 Ex]A Al
Aol AR

5.1.10 ICR Probe
Interrupt& B3} A|7]= F=of 4F91sle] 21
S A3l nEASE o8 RS ARk 2l
ole] QIEHE ngAstel Pd=NE 74 g 4
B2 Fol w5 A i oh B3} S
get 7hsstel. el B4 Al JIHFHE vjEAStE <
3 JEHE 2AS Fstr] LelaleA] Fetap|
918 Heslcl sid Are 9% 21 Core ¥
of #7=lch
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Probe Probe
O

[ Probe_Preemption_Task() | [ Probe_Spinlock() |

‘ Change_context_from_running() ‘ ‘ Core0_ISR2_Handler() l

Kernel %
2-34
‘ ISR2_Restore_Lower_Context() ‘ ‘

Get_Curr_Core() ‘

\ ActivateTask() | [ 1SR2_Restore_Lower_Context() |

Appiication
g9 2

‘ Preempted Task ‘ ‘ Actuating_Motor() ‘

‘ FuncCore0_50ms_task_Acutating( ‘
)

a8 4. "z Ay Y o9
AR

Fig. 4. Information of Return Address in case of Task
Preemption or using Spinlock

ARg-ol|4]2] Return Address

5.1.11 PCX RA Probe

AURIXAE 2913 o
PCX(Previou Context) Register2f= 53] #|#| 2]
ol Fejghe) =3k ApplicationollA] A8t A=
=5} Kemelol] AF8F QB 22t 49] 7
e} 58] AesER o] Teldih 2o A
< S13 Probese]l ARE Ak AA W 7
PCX<2] RA(Return Address) 552 %
£ A7l AM83l= Erika3 RTOS 7]%3& 7zt
Probe”}t} RA A HE- 7|Z A] Applicationol|4] A}-8-
g A9 ZEAE/A] mebsl=d] #4374 H
570e] RA AR7} E3k=e] gjgick w=hA PCX_RA
Probe= 7} Probe”lt} 24 37004 Z ] 5711¢] RA
ARE Al O 4= Wz AR 2 e a)
£ A] Return Address®] AXEE e}, o] & o] &
slod 2 A WAy A ZH Probe‘ﬂw 715317 A Ha=
9 QlejgES] A 9 I 35 S xubdael Akske-
oF 4= ik 3 AR di-Ee] 2o slEeixick

|

)
)
N
ut
ook %[> 2wl

5.1.12 PC(Program Counter), SP(Stack
Pointer)

pC mzodle] A% vete] B4Helx, 0S%
E3)4]&= Stack Overflow”} 243 ejlA~= A B} A
e 293 A SP AEat A8 4 ely] wlE
o] Stack Overflow B A1A kS Q&) F713 2
2 4% Sp= F5A<l AHelth REDLeX=
DMAE 53l SP9} PCE F7]3 & 31 AlAel|A]
715317] wltell Overflow A A% AR A] 107}

= PC 9IS Azalel 2ok o] 2714 Az
Sala] W] el W R 2 Aok sk,
t}Z Probe 533 CPUE Edf 3 A AdrE ~
314 Smsl=s} v Alolr] el ke wlA
wr} =3 PC A2 AHE BlS frdehs 2=

828

Periodic
Interrupt

Trigger [ Generic Timer
Module

I_ DMA
O @ Log Writer
[PC ] Core 0 Buffer
Global D:l]]
Sequence | -»D:Ij]
DMA
Source Addr {:D:l]

DMA
Destination Addr

2l 5. DMAE 3t pCe} SP 53 W
Fig. 5. Collecting Method of PCs and SPs through DMA

7} 180 <k == Deadlock 72 AH&elAe 54
7Fssllof alwd Aol A 2lAl WA A] f1]] e 7}
stk olR FAES S5317] 915l DMAE AH8-3)
o 21 AL 913 27 ARE gk

71%] 5% DMAE 53] F7]4.2% PC9} SP 4
g Ak WS JeRick AURIX®| DMA®
5 CPU;‘({EJ 2 HWEZERE QEZEE ubo 2]
vl e 4 9lck DMAE Eo]m] BgEe]
Al -rﬂ&ti el E E2]7E Hho} pCe} SP, 7]
= $7ke] 2 W<l Global Sequences Z7}F B{H
of] AAgic) sl AR e 4R 2 1= Core HH ol
AR g ARe 7|29 ~AlEEY QERE
4w szt o APlsp et swe| 5%
22K F a7t 9l 7% Global Sequence 7105
Fro] o= Hio] A gI=A FetstA
o

o
1

5.2 Log Collector

Log Collector+= Probe”} 4~%1&+ %X E- Packing
slo] 232 AAZI) Packing Al k= ARE
3 49} Zrh

Core-specific Buffer®] 2158 o|Ho|| A= =
55 T A2 2= AAEE7] 913 RA_CHAIN
o A9)3 ZoF e nl History Log2] el A
ZF&kt}). Global Buffer®] 2152 g W] 24l ofql
Eeol] F3 F7el =art o2 W AR 7] o
<ol History Logi A =k

I3 6 Log Collector”} A sH= Logd] 1325
vepdc). History Logs 271 A4 RI=E a3l ~
ﬂ]ia"} VEHE 2= 5070, vrA] 224 1078

£ *]#3lcl Global Buffer®] 7152 o]$°l Log
Analyzer7} A feles BAsEd AREH
EEPROMell #A=#] ¢d=t}. SMU Alarm E 1+
NMI Trap Handlerol|4] 241 =]o] Global Bufferel] #]
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E

Logs stored in Core-specific Buffers

Scheduler Log

[ closaLsEQ (16 bits) TASKISR2_1D (10 bits) [ RA_CHAIN (32 x5 bits)
Interrupt Log

[ closaLsea e by | INT_PRIO (8 bits) [RALCHAIN (32 x 5 bits) |
Interrupt with Sync Log

[ 6LOBAL_SEQ (16 bits)[ INT_PRIO (8 bits) [HOLD_CPU bits) | REQ_CPU (2 bits)|__RA_CHAIN 32 x 5 bits) |
Spinlock Log

[ GLOBAL_SEQ (16 bits) | GETRELEASE (2 bits) [ CTX_TYPE(1 bits) | CTX_ID(10 bits) | SPINLOCKID (3 bits) | RA CHAIN (32x 5 bits) |
Resource Log

[ GLOBAL_SEQ (16 bits) [ GETRELEASE (2 bits) [ CTX_TYPE(1 bits) | CTX_ID(10 bits) [ RESOURCE_ID (3 bits) | RA_CHAIN (32x 5 bits)
1/0 Log

[ GLOBAL SEQ (16 bits) [FUNCID (16 bits][ ARGUMENTS (32 x N bits) |RA CHAIN (32 x 5 bits) |
WDT Log

[GLOBAL_SEQ (16 bits) | CTX_TYPE(T bits)| CTX_ID(10 bits) [WDT_ID  bits) | WDT_CONFIG (3 bits) [RA_CHAIN (32 x 5 bits)
ICR Log

[ closaLseq a6 bity | INT_EN (1 bit)
PC via DMA Log

[closaLsEQ 6 bits) |
SP via DMA Log

[closaLsEQ (16 bits) |

[ RACHANG2x5bit9 ]

PC_VIA_DMA (32 bits) |

SP_VIA_DMA (32 bits) |

[ Includes botn log and Not Included
history logs [T in History Log
Logs stored in Global Buffer

SWRST Log
[ GLOBAL SEQ (16 bits) [ COREID (2 bits) |SWRST_COND (14 bits) [ SWRST_VALUE (32 bits) [RA CHAIN (32 x 5 bits) |

WDT SR Log

VALUE OF WDT STATUS REGISTER (32 bits) |

SMU Log
[ VALUE OF SMU ALARM STATUS REGISTER (32 x 7 bits) ]
Access Violation Trap Log
VALUE_OF_ACCESS_VIOLATION_TRAP_ADDITIONAL REGISTER (32 x 8 bits)

2l 6. Log Collector7} AAdsh= 21o] 32
Fig. 6. The structure of the log that Log Collector
generates

E 4. Log Packing A S71=+= K
Table 4. Additional Data for Log Packing

Logs
that are
N Descripti Si

ame escription Packed ize

Together

* Global variables that
record the log
generation order
Because PCs and SPs

Global are collected by Al 2

Sequence DMA, they do not Logs bytes
increase Global
Sequence when
generating logs.
* Collection of call All logs
RA_CH stack’s return address except 20
AIN at log generation PC and | bytes
point SP

A= 2 ak A} e gy} BEE Alarme] 7-$-
Cold Power-on Reset2 WHAA 3o} 215 74

7 ok wEbA AFeE was FFIske R Qls) W
A48 SMU Alarm 272+ A4 ZA] EEPROMel| #]
A&l AURIXA Cold Power-on Reset %28 A]
CPUSIIA| 80 us A= 2|4l 4] A|7te] 9l7] wi
o2 g5} x| 7kell EEPROMell 8 bytes X2 A
£ 7153 4 olvk 7155 AFSste I S A
Ar= A 5 fd]l Bl ARSIk

5.3 Log Analyzer
Log Analyzer+= =8 HAdste] glAl dele-
%+ ZA3}= Analysis Bufferol] #|Agc) 24l Eg]

7101] g ARE T3l gli= RSTSTAT #HA|AE=
Cold Power-on Resetol|3t Z7|3}5]7] wlfo)| st =
A 2~E]E HA] ZA}s)ar, Log Collector”} A48 21
== 4 AR 191e ghaeic). 19 7 Log
AnalyzerZ| 214l el& #A5h= 2A1S vehich

4] RSTSTAT A 2~F] ho] 27|18k o] Slohd,
EVRo|u} SWD E|AR Qlgh 2fAlle] whAgicky 2
ek s ERAER 2lale] WS 7% SMU
Alarme] #o] #AJ3}te] EEPROMOl| ol F7-2] #
§F olAkIR] 717wt o] i Eaé ZAA
sto] Al B 2ld) 2jAl 291S g

RSTSTAT #x|2=¥] gke] SMUZ Qlgh 2]A& 7}
2|7 739 SMU ZE10f|A] $]4kg}t Safety Mechanism
o] Folelz] FAxlglt), WDTS} Fei®l ¢uleleld &
1% &3 WDT AR 415 #ARIth o|% WDT
SR 215 %3l Overflow, Timeout, Access % ™
Sialx) sto] 24l =elr] 1S ki 7}
N5 54 2708 dAg 7 oyl B2k A A
ZE ) A EA] 937 wiiel] WAste R, 2as 744
slo] thy okl FEto] vigellA] WEAEA] ¢
a5 zopfje] oA Zaw A3l WDTH 33 dEl
Z] k2 Safety Mechanismo]| ¢HF=|dch 9ukgh
AES e SMU 225 94 2= A g
Al 2218 ®5F Semantic Violation.® 2 gl

RSTSTAT #A|~E] Fte] ESRE <1k #jAls 7}
g]7é 7:]0 /éy%]%s} ECU-‘J ix]oﬂ P%,J—]_i a]/u]o]
wpsp] il o4l 2 AAE 4 elev 24l
Ez]A 9l External Health Checking Failure =
i,

il

1

RSTSTAT ##|2E] ko] SW g]Ae 7=z 75
SW 24l 212 Eg)] ubggk Aksle]] ulel 24l Ee)
7] Ylele Huksic) s tq Ao aELg 2183} Zho]

A3 Sl sW Al 2aE o4 A7l
Stack Overflow®] 7-$- J—‘iﬂi s E A ol A
DMA7} 413F PC3t#} 240 571914 DMA7E 4
g PCH= Zol oAl o= AdAlsich

RSTSTAT #H#|~E] ko] PORST 2|AS 7122
739 E=]7 <191& External Health Check Failure =
gkl S AR SWrl AARE o 2 218E %]
FaA] whAElS 715Ade] =k ulebA] Deadlock HF
A PP e Aol T w5k ) Atso] Wbl
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ésm

Faise

MU AGHT
(WDT Alarm)

Asm[s
\(Smuy/

Faise

Read Latest Log Lutes_Log
umm@meﬂ from EEPROM RESET_TRIGGER_CAUSE

int holder(10]

F

EVR1Z OV /
EVRI3UY,

Wiite Analysis Buffer
Reset Trigger Cause: EVR13 OV or UV /
Cause: Unstable Power Supply

/ Wiita Analysist Buffer
Reset Trigger Cause: EVR33_OV or UV
Root Cause: Unstable Power Supply

ks oaye Baer
et g et S0 oo/
7 Koot Catks. Unsials Fouer Supply
o
/ Wite Anaiysi Buter
oot Caues ot Tracesdle

SWD_UV

\/

PN

Ym:

WO SR Log> "
WDT S €K of WDT that Agw
WO Acekes tr Err Ocrured

Suspect_Log

og_Pair_Detector(LCK_pair, WDT Log, LCK)

witte Anaiysis sutler
Resol U ot W Dot s
Cause: Semantic Violation

[ —

Faise

SiopertLog T o kakks s L osomeo

Write Analysis Buffer

Suspect_Log = Log_Pair_DetectorENDINT_par, WDT Log,
ENDINIT)

Rese Trigger Cause: WDT Accsss without Uiock
ause: Semantic

s

PPN

VDT SR4]

SuspectLog Tk o nfetos i ENOINT Resurcs

Write Analysis Buffer

ot woT ma« Overfld
Err Occurred == 12

Suspect_Log

Log_Pair_Datector(ENDINIT_parr,
ENDINIT)

Roset Trgger Cause: WDT Overaw by ENDIN
e: Semantic Violation

SuspectLog: Tooks or It nolding ENDINI Resource

Suspect_Log

j—

og_Pair_Detector(LCK_pair, WOT Log, LCK)

Wiite Analysis Buffer
Reset Trigger Cause: WDT Double Access
use: Semantic Violation

Root Cat
Suspoct Log: Task or Interrupts holding LCK Rosourco

witte Analysis Bufter

T

Suspect_Log = Log_Pair_Detector(DR_par, WDT Log, DR)

Reset Trigger Cause: WDT Overflow by DR Bit
00t Calise Semantic Violafion

Suspect Log: Tasks or Interrupts holding DR Resource

Wiite Analysis Buffer

{sn\ﬂn—w\
\ (ESR)

Fae

e

PN

Tre
SWRET

RSTSTATIY
(SW Reset

Faise

.

SWRST_COND in

Wiite Analysis Buffer
Reset Trigger Cause: Exteral Health Check Failure by ESR.
Root Cause: Not Traceable

Wiite Analysis Buffer
Reset Trigger Cause: Deadin iss
c: Timing Violation
"Sispact Log SWRST Log

Deadine_Miss

Resst Trigger Cause: Vilted Safety Mechanism
‘Semantic Violation
P Suapect Log M Log

Wiite Analysis Buffer

Stack_Overflow

Resst Trigger Cause: Programmed Reset by STKOVF.
Root Cause: Stack Overflow

wirte Anaiysis Burer
Reset Trigger Cause: Programmed Reset by Trap
Timing Violatior
Suspoct Log. SWRST Log, Aceess violon Trap Log

AccessViolation_Trap

InvaiidData

User-Defined

Write Analysis Buffer
Reset Trgger Cause Programmed Resat
Cause: User-Defined

—

‘Suspect Log: 2 PC Values before and after DMA when STKOVF occured

Write Analysis Buffer
Reset Trigger Cause: Programmed Reset by Invalid Data
Cause: Invalid Data.
‘Suspect Log: SWRST Log

[ Los_seiing = Log_Pai_Detectrspining, Spiniock_Log, Al spnosks)

Circular_Wait_Log = DFS_Circular_Detector in (Inferrupt_Sync_Log)

Wiite Analysis Duft
Reset Trgger Cause; Exermal Healh Chick Faiure by PORST
ot Cause: De:

ASW[ 16]
\(PORSU/

Is Log_Spining exist?

HoldingR_Spining = Holding Resources of Result_Log_Spinin
ReqR_Spining = Requested Resources of Result_Log_Spining

/ Reset Tigger: EvR.swp//

" ResetTrgger: MU

Reset Trigger: SW Reset

Reset Trigger: PORST

HoldingR_Lock = Holding Resources of Resu_Log_Lock
ReqH_LOCK = Kequested Resources of Resul_Log_Lock

adloch
L e

Faise

Virite Analysis Buffer
Reset Trgger Cause: Extenal Healt Check Falur by FORST
use: Not Traceabl

Write Analysis Bufler
Reset Trigger Cause: Exteral Health Check Failure by PORST
Root Cause: Do

Write Analysis Buffer
Reset Trigger Cause: External
Root Cause: Not Traceable

Faise
Hmmngwjmm\
\ ReaR_Lock?

e

Log_IntSync = Log_Pair_Detector(Interrupt_Sync, Inferrupt_Sync_Log, ReaR_Lock

I

oquosted Resources of Log_IntSync

ReqR_Inisync

Health Check Failure by PORST

Doadiock
Suspect Log: Log_Spining, Log_Lock, Log_IntSync

~

Hummgw,smmngy

Log_Pair_Detector(EVENT, LOG, RESOURCE)

LOG]] holding

RESOURCE?

Tiwe,

10GI i the first of
EVENT pair?

LOG have the second
member of EVENT pair?

resun_Log += Logl]

s over the Log)
size?

12 7. Log Analyzer®]

2l 9 24 24

Fig. 7. Reset Cause Analysis Logic of Log Analyzer
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Suspect_PC1 = PC_LOG]
Suspect_PC2 = PC_LOG[+1]

return Suspect_PC1 2
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@ Zo] W Z2A2 7Fe] FfARLE PCPM WS
ARSE] wlitel] =% 717 AR e w}a}
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el efo] Hast JEYE Rasvke wsi
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Deadlock 2.2 s}y 248 JEsR] 3l o)
el oS o] 2o ARl wief AlxH
4] Spinlock¥} E7]3}2 @3k= Qe E 9] 2
717 Alsks A4S AR SolEibd dlY 2aE
& 7] AAb 55l F7HEe 24 Deadlocks 7t
A% % siek

Log AnalyzerE E3 2|4 442
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ceke 24 Eels) 24l B2l 9ele
Fsai] Wl 990 B4 A E AT S

3}

o,
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e
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5.4 Log Writer

Log Writer+= Analysis Buffer®} CPU Buffer®] &
IEE o AR AR AAFebe, Zor) R v
HZ S vtsoe] o] ARR} 21 3§y .‘?_il—_
a5 83 zhow ofH 2lAlel g Zo1elA] B[St
7] #1381 Log Analyzer7} i2-43F A3t} )4l HhAY £
Z 2] wkx|2 Global Sequences H+=rh

Log Header
RESETTRIGGER | RESET_TRIGGER_CAUSE | ROOT, CAUSE LAST_GLOBAL SEQ
(8 bits) (4 bits)

CORE_ID

(4 bits) (16 bits) (4 bits) (8 bits)

LOG_TYPE ‘

Suspect Log
[ SUSPECT LOG (x bits) |

CORE_ID

(4 bits) (4 bits) (16 bits) (2 bits)

RESET_ TR\GGER
(8 bits)

‘ RESET_TRIGGER_CAUSE ‘RDOT CAUSE |LAST_GLOBAL SEQ‘
(8 bits)

LOG_TYPE ‘

08 8. 21 &y 7=
Fig. 8. The Structure of Log Header

g

VI Znt

5% B =l P‘bl ECU A3 373}
REDLe] efslelr] ARE 418l 208 sk
S| =F vepdck AURIX TC277°14 OSEK OS
X% ulZ:= Erika3 Enterprise 0SS ARS-3ich
A el B9 318 Deadlock AF3HS- - 2
NG MR B AR AL gl 22 E
3 A3t a1 9= w713 &3 QIEFE vEA
b s /‘F&HZ] F-3t] Deadlocke] "33k
AlEle]e}. Core 02 F7]3 22 9% MCU7| B
Query®ll & ¥ U= Health Check Logics 3

>~

Fl

o=

Time Core 0

Interrupt H(Recv)

{
HealthCheck_Response(Recy);
)

Response

External MCU

Task 8

GetSpinlock(Spinlock); /*

Core 1

ISR2 147
Lock */

)

Interrupt A

RcuMSG__Core1_Wrapper();

GetSpinloc]

SendMsg_Corel_Wrapper(0x30); 3
while (Revflag 1= 1)

Interrupt_disable_wrapper();

k(Spinlock1); /* Start Spining */

Health

Check

(e

Interrupt ‘_7 -

Disable() *

GetSpinlock()
()

External MCU

CPU 1

‘ ]

|
‘ CPUD |

\ - ,(" N _%’reempuon
( INT_Syne & Waiting

2 9. Deadlock ¥ AH|
Fig. 9. The Case of Deadlock Occurrences

set Signal ¢ Reset Occur
2 (PORST pin)

¥ 5. ECU A¥ 373} REDL £H3=
Table 5. ECU Environment and REDL Overhead
Core 1 Core 2
N
umber.of 9 9
Task periods
Task & ISR 31 10
Count
CPU Load 62% 61%
CPU Load
with REDL 64.8% (+2.8%) 62.3% (+1.3%)
RAM Usage of
REDIL 1.992KB (1.6%) | 1.992KB (1.6%)
EEPROM
Usage of 4KB (1%)
REDL

gt} Task AllA4] Spinlockl S ﬁl—:r 12, C
55 A=) o] %
7157}
QlE]3] E7} Disable =]

Interrupt disable 5~ Spinlockl 2]
Core 0°f|4 o] WAk
EZ Eg|As} Core 19
7] wtell 3 JE]H Bl gk 4l S
T Hom = Task A9 F=r} Asd 5= ¢
SpinlocklS &53t 4

Core 1917

Deadlocke] ®wHA¥gkc}.

awt Absko 2 PORST &|Alo] HhAIgH AF

ore 114

2 95}

2 23k Qe
= s
L, o=
A 5o

R =

713} Al Log Analyzer®] 271 ¥4 232 EEPROM
o A e 2w 109 ek

=1 34 Az 3

7t 2o
215 &3
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GlobalSequence

Memory <0xAF019ASE-0xAHO1SACT:
OxAFO15A58 33 4171|] 0001
0xAF019268 Aano 453 33541710 0A700001
0xAF013478 DEADDERD 00000000 nnnnnnnn
fiTniaios Aamnndnn nnnnan)

1—1 10 D UDUDUDU]DU 001

0001111000 01 0000 01 0 0010010011 0g1 | 10: Get Spinlack

— 0: Task Type
11110: Interrupt Prio 30] | O1: Spining 100: Task ID 8
. : 0: Task Type P
00: Holding CPU 100 Task 1D 147 001: SpinlockID 1
01: Requesting CPU . a.s
001: Spinlock 1D 1

12 10. EEPROMo|| AA€ 27 B4 Az}
Fig. 10. Log Analysis Results Stored on EEPROM

1. Core 0°] Task 1¢] Spinlockl-2 35
2. Core 1°] Task 147°] Spinlockl &5 84
3. Core 0°ll4] Priority 30 Interrupt”} Core 1 35 &
o] A= olEZ} WAkl Deadlocke] A2
o 4 olck

o]F F7FH]l E1 #A4E Fd Core 114
disable®|+} Core 0°l|*4] Preemption®] Lot AMsh
AefE]#) odar QW PC 55 Fetst = glck o5 &
3] 2jAlle] g AskE AHEs] Fetsta AP WA

o

= FI3 ol A4S e & 5 sick

A

O o

Vi 2 B

B =R Ajeke ECUY] #Helelo] AR 5
4 20 A, A 22E 5 4S5t

2]

H =

= A 9l 4 E9F REDL= Alsbsisict.
Infineon ~ TC277¥%  AUTOSARe|H =gt

OSEK/VDX %% ul2:= Erika3 RTOSE AMg-3}
o] 733193 CPU 3%, 34 vzl 1.6%, B3
A w22 1% %2 Overthead & £2to] 7153+ 5t
Q1A

228 ECUIA A 715t 2]Alle] 1912 )
tekslr] wistell 53R gk Al d]l E4de]
AR =7 e 735 FAF F=E A v])So]
7Fith REDL-S #1348 ECU &H3<lx1] 2]4l <
41 A 712 ouF] uEel vls] dAIA e
g A 7ol =E AAIGkL wheF 2l Al 242 g
grto] ErlkssitEls 2l ERjA A<l 2aE
3l =l AR Add 5 9lek olzisk A
A AREC 2713} oy} aHEA] A
Hel| B3 ARES T35k, 4 |

7} 3R 719 t7) WSl vls A &
2% 2}ek8- ECue| /W Hl s A AE 5 9ok

A 228 ECU= SW7| A HAtsl| A2, 2}
] BCU 7t 44 A4de] ﬂsﬂﬂ% FAlelct f71H2

1 o rsL' Fru r
L ol 12 o & o

2 o

1

e

o o

A
=
=

832

2 Fafshe FxellA] 3 ECU9| o338k 231 2]4l
= oA 23 2 EAR WA sl ok wet
A1 BCU 24l gApe] flel 42 AFekg- swe ok
A7 Bedste] A o 8 J 71%0] E Zlork
T T = v ohekl 2] B 28l oS
AL 7FsAl ke 0457-7} 4 23} 2 ol
A 2l 25 7 = SAEIARE e 2lE
thE7|el 7Ple7E Aan, BAle R o]ofx]= ZA|o]
N 2d o]EAo] ARk AL 7= BAsle] 7)AA
o7 FA|7} o5t =g dale fdS B3t
I 7Aske} 7P wiA ZAabelol & 2E AlXSte] =
25k, s F o] W EAska siE el
A w2 Tpel=sA] ZAA R A TRt AT
7} o] Foixlchd xjek8- ECU9| 2jAll=) kgl At
HE-5 7o A 5 s Aol

olo

A
p

fl

il

References

[1] R. Gupta, D. A. Berson, and J. Z. Fang, “Path
profile guided partial redundancy elimination
using speculation,” in Proc. 1998 Int. Conf
Comput. Lang., pp. 230-239, Chicago, IL,
USA, May 1998.

[2] T. Ball and J. R. Larus, “Efficient path
profiling,” in Proc. 29th Annu. IEEE/ACM Int.
Symp. Microarchitecture MICRO 29, pp. 46-
57, Paris, France, Dec. 1996.

[31 GDB, Retrieved Oct. 23, 2020, from http://
www.gnu.org/software/gdb/

[4] Lauterbach Trace32, Retrieved Oct. 23, 2020,
from https://www.lauterbach.com/

[5S1 gprof, Retrieved Oct. 23, 2020, from https://
sourceware.org/binutils/docs/gprof/

[6] I Han and S. Lim, “Monitoring frameworks
and debugging systems for embedded systems
in virtualized environments,” J. Inf Soc.
Comput., vol. 21, no. 12, pp. 792-797, Dec.
2015.

[71 K.-C. Tai, R. H. Carver, and E. E. Obaid,
“Debugging concurrent Ada programs by
deterministic execution,” [EEE Trans. Sofiw.
Eng., vol. 17, no. 1, pp. 45-63, Jan. 1991.

[8] H. Tokuda, M. Kotera, and C. Mercer, “A
real-time monitor for a distributed real-time

operating system,” in Proc. 1988 ACM

www.dbpia.co.kr



e

SIGPLAN and SIGOPS Wkshp. Parallel and
Distrib. Debugging, pp. 68-77, Wisconsin,
USA, May 1988.

[91 Samsung Electronics Co., Ltd., “How fo detect
errors In embedded software,” Patent
application 1020060120954,
Application date Dec. 01. 2006, Registration
date Nov. 2008.

[10] Samsung Electronics Services Co., Ltd.,

number

“Reset diagnostic devices and diagnostic

methods  of mobile  telecommunication

terminals,”  Patent  application = number
1020140190251, Patent application date Dec.
12. 2014., Registration date Jan. 6. 2016.

[11] AUTOSAR GbR, Explanation of Error
Handling on Application Level VI1.0.02009),
Retrieved Oct. 23, 2020.

[12] Infineon, AURIX TC 27X D-Step 32-Bit
Single-Chip  Microcontroller User Manual
V2.22014), Retrieved Oct. 23, 2020.

[13] AUTOSAR GbR, Specification of Operating
System V5.3.0(2014), Retrieved Oct. 23, 2020.

[14] L. Sha, R. Rajkumar, and J. P. Lehoczky,
“Priority inheritance protocols: An approach to
real-time  synchronization,” [EEE  Trans.
Comput., vol. 39, no. 9, pp. 1175-1185, Sep.

1990.

Z| X & (Jachyung Choi)

2019+ 24 : sFgoEtw 248}
5 shab

2021 24 : gkefdista 23k
FAA|o]-g- 8} AL

- 2021 39~ L AN 2 Eo
o

<3l RTOS, AEk8- ol

t]= A]~# AUTOSAR =

ESS

[ORCID:0000-0003-1173-2787]

gt sk}

2015 39L~3A) : gkt
ZAFE Lz EYo]gn}l Ant
AFsEA

<Fltol g AA, wiv o]
A, EE5AQ] o] dae

[ORCID:0000-0002-7227-2182]

Hi X & (Jachyun Bae)

2020 29 : WAL A2l
gk} s}

20201 3U~FA gt
AR A Ao g8 AAL
I}

<Hlitel> RTOS, #1848 v
t]= x2#l AUTOSAR <
RE

[ORCID:0000-0002-8253-4991]

2 == (Minsoo Ryu)
19951 24 : AZEtal Ajo|A|
E33 )

19973 24 : Mgt 7|7

s Felpshy Aab
- 2002+ 29 : Al diska A71H

- SFEl-FEH uhab
U 20039 3930 ; glestw
AFE Lz e T w
<FlEel A AA|, dHit]= Al2~El, AXTE Al
|, AT Ego]gs)

[ORCID:0000-0002-4137-3052]

833

www.dbpia.co.kr



	런타임 이벤트 및 상태 로깅을 통한 차량용 ECU의 리셋 원인 분석 방법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 차량용 ECU에서 발생하는 리셋 유형
	Ⅳ. 리셋 원인 추적 방법
	Ⅴ. REDL 설계 및 구현
	Ⅵ. 실험 결과
	Ⅶ. 결론
	References


