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ABSTRACT

With the development of cloud technology, interest in how to use it in the defense sector is also increasing.
However, security issues related to the cloud continue to arise, and various studies are underway to
compensate for them. Therefore, analysis such as guidelines for cloud applications both at home and abroad is
carried out to derive a defense cloud-based information system application plan in line with the criteria of
relevant defense regulations and instructions. Based on this, we will draw up information protection measures
to introduce information protection measures for defense cloud-based information systems, present security
improvements for defense information systems, and examine information protection considerations for cloud
system technology. In the future, we would like to present a study that derives the essential application of

security control items in defense cloud-based information systems based on risk management.
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Table 2. Overview of Security Ratings for Defense IaaS
Security Control

Type Essential Recommendation optional
Identify 2 4 0
Protect 11 5 6
Detect 1 3 2
Respond 3 2
Recover 2 1
sum 14 17 11
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Table 4. Overview of Security Ratings for Defense SaaS
Security Control

Type Essential | Recommendation | optional Type Essential | Recommendation | optional
Identify 2 4 0 Identify 2 4 0
Protect 2 3 7 Protect 2 3 7
Detect 0 3 2 Detect 0 3 2
Respond 0 3 2 Respond 0 3 2
Recover 0 2 1 Recover 0 2 1
sum 4 15 12 sum 4 15 12
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