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ABSTRACT

Data networks could be threatened with data theft or service breakdown caused by intrusion from malicious
users. To protect the networks from these threats, security network functions such as firewalls and intrusion
detection systems are utilized. When the security network functions provide security services, it is needed to

satisfy the quality-of-service (QoS) requirements of the traffic. If excessive real-time data traffic is configured
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to be served by a specific network function resource, the processing time may grow exponentially and the

system cannot satisfy the QoS requirements of the traffic. This paper considers a security resource pool that is

composed of dedicated standalone security systems and virtualized network functions (VNFs) for providing

security function services to traffic with different QoS requirements. We model the time delay in an SR as an

M/D/1 queue model and formulate the allocation problem as an optimization problem. The optimization

problem is represented as a multiple knapsack problem and is solved using a greed-based algorithm. The

simulation results indicate that the proposed method achieves a high SR process capacity with low

computational complexity in a real-time network environment.
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Fig. 2. Mapping process of GSRM
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B 2. AY Case53) AHH il gt
Table 2. Experiment cases and used parameters
ERS SR
Case | Source to SR AFEE N4 A7 7H- SEIE SR to Dest
514 2 (ms) (Mbs) " 2722 ms) | A5 (Mbjs) 52| 2A(ms)
5 U0, 50)
1 10 3
5 U(120, 130)
— U(100, 200)
5 U(60, 70)
2 10 3
5 U(100, 110)
20 U(40, 50)
3 ud, 20) U(30, 80) 40 10 u(, 20)
20 U(120, 130)
20 U(60, 70)
4 40 10 U(100, 300)
20 | U100, 110)
20 U(60, 70)
5 40 20
20 U(100, 110)

3} 2= Z297} 1073 SR 5= 300 A28
< 100~2009] uniform #+ZZ wEc}. Case 33} 4=
Z2-%7} 407032 SRE] 7§4== 10°]tk Case 5= SR
9] 71&- 7N4=7} 207001 Case 3~52] SR 2|89
917 2 300 Mbyset}. A7EA]d 2727 g
uniform #+E5 w2w A Jge] Aukd g2 A
A 8FF27E 2k A vk AiE o E o
71 A7 8732 7E Z2EE AA Y ol B,
Case 12 AZHx|ed @73%710] 40~50 ms2] #hal =
24571, 120~130 ms<] #kel Z=% 5712 A s}
9337, Case 2= 60~70 ms2] kel 29 571, 100~
110 ms &l 2% 5712 AdAslsdr).

5.2 A3 A}

5.2.1 SR 7i=0l w2 EziE 2| M5 H|n

Fig. 4] 2] == Table 11¢] Case 1~4°l tisi4]
718 SRE| JiE WA 7[HA] A E29- B
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2ol vl&-S =43 Aolr}. Fig. 4(a)> Case 19]
A3z SR /RF7t 164 325 =713 u|, brute
force”} 22 A vigolx= 2+ 28%, 52%, 77%2]
Eg el sl QoSE 3= E An|2r) 71531l
th AlJK GSRM2 42} 27%, 47%, 11%2] 4=
Holon A9 brute force A3} o 6% vk
Afolg BTk ofd uksle] T2k w2 brute
force Z=e} | 15% o4 o] vz AAE B
t}l Fig. 4(b)= Case 29| ZI}E GSRM< 18%,
43%, 69%2 455 Bolw 19%, 46%, 71%°] A5
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Fig. 4. Average aggregate rate ratio of traffic flows with QoS satisfaction for Case 1-4
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5.2.3 At EXFo]| mE ARAZE Ao}
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Z Akl 483 FFARES JERA Zlelth Fig.
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7k A|7ke], GSRM B 5 ms vIRke] A7le] 4
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Fig. 5. Average computation time of the algorithms
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