DEri=

=i 21-46-11-08 The Journal of Korean Institute of Communications and Information Sciences *21-11 Vol.46 No.11
https://doi.org/10.7840/kics.2021.46.11.1822

NAT 74 AFEIEdl S3e4 AXZE B4 A9E 98
MQTT-CoAP =% 7|4

e AEH, 2 AF

Hybrid Transmission of MQTT and CoAP for Real-Time
Communications in NAT-Based IoT Environments

Keun-Soo Kim®, Joong-Hwa Jung’, Seok-Joo Koh’
2 <%

NAT(Network Address Translation) 7|&S ARl 73-%- oWl-Z(inbound, NAT <% — NAT W) EA4
Aol o}gHkE=(outbound, NAT W3 — NAT 2|3 -gAle] #A| o] Fojxof gheh ofuf, %] A7le] AutA
NAT v ®lo]8<] A4de] RtE=™ NAT 9% === NAT W¥ =f W43 5 ¢loid 54 B Ak
o wix]A FHrc}, o]& s|ZE3lr] ¢l LwM2M(Lightweight M2M) ollX+= %713} A NAT U ==} ¢
- kve WA 83 sl exEll Y u AFA8AES tirldel AR FH 2= Ayt HH Melsle
WS st glvk sEAIRE ol=igh WA o 2= AATE | Alge] of#-gw, NAT vRIY 415 I8 74
S =rt A AR o] w=ellx= olEldt wAlE dAEs] #1814 MQTT(Message Queuing Telemetry
Transport)2} CoAP(Constrained Application Protocol)E &3}15}¢] A-8-3= M-CoAP F4l 7S Algkeicl €~
Ed= AYPS F3 Al 71HE ARSSled AAIZE SAle] Fhsds #ERIEa, 7128 LwM2M EAl 71

h=4
HlaL A F8l A fdo] of 17% /HAdE o Sle= ISl

Key Words : Internet of Things (loT), Network Address Translation (NAT), Real-time Communication,
Lightweight M2M (LwM2M), Constrained Application Protocol (CoAP), Message Queuing
Telemetry Transport (MQTT)

ABSTRACT

Communication using NAT(Network Address Translation) requires outbound communication (internal node —
external node) before performing inbound communication (external node — internal node). After a certain
period of time, if the session of the NAT mapping table expires, the external node may not discover the
internal node. To address this problem, LwM2M(Lightweight M2M) ensures that an internal node first sends a
request to an external node during the initialization process, and that the requests generated in the off-line
status are automatically stored in a queue so as to process those requests when they get into the on-line
status. However, this approach may not provide real-time communication effectively, and large cumulative

overhead may be incurred so as to maintain many NAT bindings for real-time communication. In this paper,
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to solve this problem, we propose the M-CoAP scheme that combines the two well-known protocols:

MQTT(Message Queuing Telemetry Transport) and CoAP(Constrained Application Protocol). From testbed

experimentation, we confirmed that the proposed M-CoAP scheme can provide real-time communication. By

performance comparison with the existing LwM2M scheme, we also see that the proposed can improve the

transmission throughput by 17%.
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