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ABSTRACT

Cyber threat hunting is an active cyber defence activity which is the process of proactively and iteratively
searching through networks to detect and isolate advanced threats that evade existing security solutions. It is
very important to decide which threat to respond first when multiple threats are detected among various
behavioral information collected for hunting. This paper proposes a new technique for calculating the priority
of threats using user behavior information in a cyber threat hunting environment. The proposed algorithm used

node weight, edge weight, and rule risk, and the possibility of practical application to the simulated attack

scenario of the test network was presented through a case study.
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title: Remote PowerShell Session

id: c539afac-c12a-46ed-b1bd-5a5567c9f045

description: Detects remote PowerShell connections by monitoring
network outbound connections to ports 5985 or 5986 from not network
service account

status: experimental

date: 2019/09/12

modified: 2020/08/24

author: Roberto Rodriguez @Cyb3rWardOg

references:

https://github.com/Cyb3rWardOg/ThreatHunter-Playbook/tree/master/play
books/windows/02_execution/
T1086_powershell/powershell_remote_session.md

Attribute Value tags:
- attack.execution
Internet 1 - attack.t1059.001
o - attack.t1086 # an old one
Network Military Network 3 - attack lateral_movement
- attack.t1021.006
Combat Network 3 - attack.t1028 # an old one
PC 1 logsource:
category: network_connection
Region Service 3 product: windows
detection:
Server 5 selection:
. DestinationPort:
Tactical 1 - 5985
Command Operational 3 - 5986
filter:
Strategic 5 User: "NT AUTHORITY\NETWORK SERVICE’
N condition: selection and not filter
Windows 1 falsepositives:
. . - Leigitmate usage of remote PowerShell, e.g. remote
Operating System Linux 3 administration and monitoring.
Unix 5 level: high
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Table 3. The Scenario of Attack

No. | Techniques ID | Techniques Name
() T1566.001 Phishing : Spearphishing Attachment
Abuse Elevation Control Mechanism
T1548.002 : Bypass User Account Control
® T1003.001 OS Credential Dumping : LSASS
memory
Use Alternative Authentication
T1550.002 Material : Pass the Hash
~ Exploitation for Privilege Escalation
@)
© T1068 (CVE-2017-0263)
@ T1544 Remote File Copy
® T1021.001 Remote Services : Remote Desktop
Protocol
® T1548.002 Abuse Elevation Control Mechanism

: Bypass User Account Control

Exploitation for Privilege Escalation

o T1068 (CVE-2014-4113)
® T1219 Remote Access Software (VNC)
©) T1033 System Owner/User Discovery
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N26 | Combat Network PC Strategic | Windows
N27 | Combat Network PC Strategic | Windows
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Table 5. The Node Attribute Value
. Operating
Node | Network | Region | Command
System
N8 1 1 3 1
N11 3 5 3 5
N17 3 1 3 1
N19 5 5 5 1
N23 5 3 5 1
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Table 6. Zenith and Nadir
Node Network Region Command Og;;g::g
Zenith 1.25 0.50 2.00 1.25
Nadir 0.25 0.10 1.20 0.25
E 7. == A Akt
Table 7. The Node Weight Computation
Node Distance to | Distance to Node Weight
Zenith Nadir (TOPSIS value)
N8 1.673320 0.000000 0.000000
N11 0.943398 1.187434 0.557263
N17 1.431782 0.500000 0.258828
N19 1.000000 1.341641 0.572949
N23 1.019804 1.296148 0.559661
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Table 8. The Rule Risk Computation
ATT&CK B e
Sigma Rule Techniques ID) CAPEC ID | Likelihood | Severity Deﬁned Risk
Risk
win_hwp_e 163 (Spear . . .
ploityml T1566.001 Phishing) High High | High | 0.75
win_protecte] 555(Remote
d_:ilorage_se T1020.001 Service with None V-ery Criti- 10
rvice_access Stolen High cal
yml Credentials)
av_exploitin T1219 None None None Criti- 1.0
g.ymal cal
win_susp_w| 577(Owner )
hoami.ymi T1033 Footprinting) Low Low | High | 06

A
N
o,
i
s
au
X
j)
¢
2
0
w N
B E
9
T mlru
g, 2
v %
= =
29
o

E 9. ¥ M At
Table 9. The Threat Prioritization Computation

Threat
From | To Techniques | Node/Edge) Rule PrioritiZtion
D Weight | Risk
Index
N8 - | T1566.001 | 0.000000 | 0.75 | 0.357500

N11 | N17 | T1021.001 | 0.408046 | 1.00 | 0.704023

N23 - T1219 0.559661 | 1.00 | 0.779831
N19 - T1033 0.572949 | 0.60 | 0.586475
gatsich

% 918 W A5 F W AFE 919 N23el

A HhAREE S5 o2 gkt A7) 0.7798310]H, ol
N117} N17 A}o]9] of|=ol] ukalgl ¢j3] o2 913
i 247} 0.704023]c}k

L rlo

45 = Fof CIE &5 oF

AT Al ATellMe F 3709 el 2 v
W2 9o e FAE F 27709 =r) EA
3= vl Aqpre] o R MRSl AEE &
astoick £ °ﬂ%°ﬂxi A A e Wk el &8t
= A muE g R Axks kA wdar, 913
o] HHAgh rErRkS tho R AXRE 3
o] = 47} ZI8l E Ak 9139 7} %
o Al 1%: ke Ak Z71ekA
Zo|w, Akl whAlgl 914 e} 913l Al

= ol wlEEle] s ZoR of|AkEch

0
%
5
S o &
oo Ob FE

rSL’ 52

V. ZE ¥ g% g7

& AdTelME AlelH $13 "R elA RSk A
21 A9 ARE o]8s] 13l AT E Aet
L e Aeksldk o8 9siA AR AER=
S ol meby =o 2Mt TR =E ARk
o] kro} e Afo]] ofx]el] A8 = Afell=
Al TLES Atsllet theo R & 1= ARt
< 98 ALgA o] F=wal ohel ATT&CK 7]
% IDE °]-83}°] CAPECS] A 7hs4d ¥ A
HEE 37 o]8sisirt

ol2i3t W2 7] ARAF Ao AHRES o]
3t & HES Ao o 3 =el ot Adnde]
=P oS Beksk 4 9low ATT&CKS}
CAPECe®] dle| = wjuie} & 9131 34| 7341
T ke Aol sk

sigma £¢] $JHEE ATT&CK 7]% IDE o] 43+

www.dbpia.co.kr



e Aeln 18 @

S 91 AHgA A3 w1 A9 SAesl A 1Y AT

CAPEC AHH x3|& 53 93 =95 Ak
o}, Sof weha] B4 7)¢] ATT&CK ID7} &5}

= A% gl olzigh -5l tal Heke] I aslct
o2, CAPECeA AlFsh= 34 A" 52770 &
1087]"ke] ATT&CK 7] IDE H53k Qo]
sigma E3} CAPEC?| vl|s Qe 8FFof o] oA
of & Fololr}

References

[1]  https://www.virustotal.com

[21 S. Kim, S. Koo, L. Kim, and S. Shim, “A
study on threat prioritization considering
diffusion of IOC in enterprise network,” in
Proc. Korea Inst. Military Sci. Technol. Conf
2020, pp. 1111-1112, Online, Nov. 2020.

[31 S. Mokaddem, G. Wagner, C. Wagner, A.
Dulaunoy, and A Iklody, “Taxonomy driven
indicator scoring in MISP threat,” arXiv
preprint arXiv:1902.03914, 2019.

[4] A. Kim, M. H. Kang, J. Z. Luo, and A.
Velazquez, “A  framework for event
prioritization in cyber network defense,”
NRL/MR/5540 —14-9541, 2014.

[5] https://github.com/SigmaHQ/sigma

[6] https://attack.mitre.org

[71  https://capec.mitre.org

[8] https://www.elastic.co

[9] https://www.splunk.com

[10] https://stixproject.github.io

[11] https://www.elastic.co

[12] Y. J. Lai, T. Y. Liu, and C. L. Hwang,
“TOPSIS for MODM,” Eur. J. Operational
Res., vol. 76, no. 3, pp. 486-500, Aug. 1994.

[13] D. H. Kim and H. J. Park, “A study on the
hacking countermeasures in military security,”
J. Convergence Secur., vol. 17, no. 5, pp.
134-142, Dec. 2017.

2 Al = (Sang-soo Kim)
19971 794:74
+& &4

ot 2003 74 : A5k Z57E
'3 3393t At

2003 8U~3x) . Eula}sted
. T4 A7
i <FAlFol> Alo|H Hak Alo]H

/‘o}:%]'ﬂ =1, o\l’?)‘X]T

[ORCID: 0000-0001-7975-673X ]

2l Al 2 (Shinwoo Shim)

2007+ 24 : -FIN e 7
FrElEl AL

2019 24 : e dlal xR

B3 )
20079 1¥~3A]: LIGY 2~

T AT
ol Aloln] 2|31EA, 3L AlelH £

[ORCID:0000-0003-0959-9200]

2 M A (Sun-Young Im)

20159 24 : o}t A55E]
Ft St

20174 24 : o]Fehhal A5H
33 A

)

20179 19~3A] : LIGY
)l

<o Aol Alolw ]
§ seig7), EAEA 2
[ORCID:0000-0003-4385-173X]

T M 2 (Sung-mo Koo)

19941 29 el Azp
Axkelat Z4

19961 24 : gojehstar Z357E]
38 At

1996 34~ : st
T4 AT

<TAlEol AtelHHeL Ao

=

1861

www.dbpia.co.kr



	사이버 위협 헌팅을 위한 사용자 행위 정보 기반 위협 우선순위 산정 기법 연구
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구 및 배경 지식
	Ⅲ. 사이버 위협 헌팅을 위한 사용자 행위 정보 기반 위협 우선순위 산정 기법
	Ⅳ. 사례 연구
	Ⅴ. 결론 및 향후 연구
	References


