DEri=

=i 22-47-06-02 The Journal of Korean Institute of Communications and Information Sciences *22-06 Vol.47 No.06
https://doi.org/10.7840/kics.2022.47.6.809

A AE x|xeHe] XA A _@_o].x SEALS- 93}
S5A1Q 7] dleold F 7IH

* EETY

o
o E S, AYA, AW, A F, A A

Blockchain-Based Data Sharing Scheme to Enhance Reliability
and Security for Naval Combat Systems

Jong-Woo Lee®, Hyeong-Jin Kim", Jae-Min Lee”, Tae-Soo Jun"", Dong-Seong Kim’

fo
il

B e 3 AR AzEe] Al 2 EoM 3RS S8 EEAIQl 7] dlele] FR7IH(B-DSS,
Blockchain-based Data Sharing Scheme)s A|¢Fgth Algksle 7[H2 Fhske dHelHg ] dveEls IS
3 EEAel AARIch AR dlolele] A4 EF i@t ol B ARk wlaste] 7)Eell A dl
olele] Wl tiE 75 &1 4 gvk =3, B-DSSY & A
A 5 Qe AdS AMAdskdeh molAfS E3l B-DSS7E 71 EEAlel A8 o] daels WA dpl,
dlole] Ffr 48 AE FAA A SRS Fil ARl MRS Bolok 3l 3 W] el
E5A Lol ik AAgste] 71 dlole Ffr WA o], dlele] FAA 2 WA FAE FE A4 2 mekAd
e 7 5 eE Btk

E oyzl=8 Eg Jﬂ_iﬂ]o ;{—lﬁ.o:——tl HT—

Key Words : Blockchain, Data Distribution Service, Data Sharing Scheme, Naval Combat System

ABSTRACT

This paper proposes a Blockchain-based Data Sharing Scheme (B-DSS) to improve the reliability and
security of a naval combat system. The proposed scheme stores the shared data in the blockchain through the
consensus algorithm process. By comparing the current block hash value and the previous block hash value of
the stored data, it is possible to check whether there is a change in the existing stored data. In addition, the
delay that may occur due to the application of the blockchain was improved through the validation algorithm
of B-DSS. Through simulation tests, it was shown that B-DSS improved usability by securing real-time by
reducing the time required for data sharing compared to the consensus algorithm method applied to the
existing blockchain. In addition, it was shown that data inside the naval combat can be distributed and stored
in the blockchain to improve reliability and security through data integrity and change tracking compared to

the existing data sharing method.

¥ B ATe FodbEha SR A]91= %15(202001790001)
¢ First Author : BMTech System R&D Team, whddn4547 @kumoh.ac.kr, %3]
°  Corresponding Author : Kumoh National Institute of Technology, Dept. of IT Convergence Eng., dskim@kumoh.ac.kr, <A13]%]
*  NSLab R&D Team, haengg@nslab.tech, 383]<]
**% Kumoh National Institute of Technology, Dept. of IT Convergence Eng., ljmpaul@ kumoh.ac.kr, £413]%]
##% Kumoh National Institute of Technology, Dept. of Computer Software Eng., taesoo.jun@kumoh.ac.kr, *3]¢]
W3 :202106-132-B-RN, Received June 15, 2021; Revised September 27, 2021; Accepted March 26, 2022

809

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences '22-06 Vol.47 No.06

.M E

A AT A z="leld = olekgh AlA 2 Au)e} 22
& FAAA 7k dely F= ¢35 DDS(Data
Distribution System) "|E$]e1E& AM83ltl. DDS+
o]71%el digt B4l TAIE st Hlolto] W7
Eo]T AR} ddo] FAFA] dolw = A
o] 9JA|RL DDS7} ARS=]= =k 2 ALS] 717E Algd
ool x] Hakel] whgh fFe] A &HHoR AL
Tl Bgo] o7 Fo1AA 7F Fte] o=
Al SIENE] AlolH] FAOR QIgh Alo|H{ Rl F]
o] Az olfr= diFEa i

ghH FH < S g4 RS S8 E=5A4l

7l4eo] Wl BAow 489 4 Sk A7-5e] o)
FERA BT I WIAY Lol LA
Bt ¢

b A7t 2his] zleE s glel. BEA|qle] A

olel= TR A - L o]l k=
o] FALRENE dHeolHE Hud 4 glo] Zejo]dl
SAE Ae3homn] A= 2 B RS
71 &= ik o]z]gt Zejolul BEAlo = v
o el daelse] EARTE 2% PBFT
(Practical Byzantine Fault Tolerance) ¥ d&|&
o W] Alzsl el gtelel Aol el A
FAQ POIT B QS s FuelFolr =
A2 el mjilA} olvieke ool theks 4= slck
ufeba] = 7t gelE Fal AlEAde] dk dlol
= EEARle AARFezA dole FEA HARS
5ol Hebde A 5 il

et dRbARl Zefolsl EEAIR] 7S ¥
A Al zadlel] A-8gkcbd PBFT 9] dae]5s
23h= FAlo] o Fob mebd = 5
o] Z7tell w2} wlolE] Ff7t o FolAlE Al ARt
o] Z7lsh AAMIS W5 4= gick

ole|g wAKS s3] ¢l3) DDSE °]83 &
A2l 7uke] dlole] TS Al Aljkshs
71"3=> PBFT 9] okare]&e] AAAE A7)
w DDS "=l 718k dleole] el 4l=Ad
2 HeMdE A

B =] A ot Ak 173 A RellA] B =
wollA] Aljkehs 71 AvfEkar 27l A] i <A
2 7|E 7] Al sl 2k 3AelA] &
FAI”L 7HEe] dlole] F-f- 7ol sl AEstar 4
Aolla] moAy 2 A HrhE S8l Albske 71
off gk A3dS H71E 7 5FellA AR 2 g5 o
Toll sl A=gich

N

)

1 4
2 o,

e

T

810

II.

e

2o

Al

02
HI

Ho
1z

2.1 B T Ala”e] e U JIE ool 3
FIIHe| XA 24

A A5 A 2glellA A=A 9l= DDS VIS4
o] & o] 43t dlole] RIS o] AR ¢
A Ul chefgl of Ze]Alold o FEE] e g
o} wEhA] o]7]E Al ] 7k FAlS 98 A
Edole] Babdz) @A e] Ik otk HZell=
T AAE AFsshE . ES=ZE 3 Al dA
o] olA|n Lz Ee]e] v|F FaAe] FFEE AL
itk At AT Al ~ElS xlo|uHake] oA
o] thE F7]AAlN vl AR A HrlEa
giom AzEdeld gk AAH B Alge]
A= A] oFar leel,
w3t 3 AF A2 2 Yo R o] o]
FAb Alzlo s A 55 S e
dlelelE Al o]¥A AAR dlole= Mk}
27 Fad=le] o7 olzgt B4 AFH TS 7]
Hko g gk dloJe] A7 Tk AWrt EAlE]
uitol] dlelele] B o FAA e sl FHosel

N

N

<

R

N

2.2 DDS olE4ole] 7= H 2oty =4

DDS+= 2EZHS(publish/subscribe) 7]Hke] A1A]
7HAd, A, 418142 2= OMG(Object Manage-
ment Group) %5 VIEHolelvh Z2 el el
et EEsE Slsl el on] 2T ellAat
offel RIZ7IA3} A theksl tolellA] F-gE
A,

DDS+= 1§ 13} 3lo] efZ]Alo]4, DCPS(Data
Centric Publish Subscribe), RTPS(Real Time Publish
Subscribe), Transport Al%22 ], DCPS+ H
olElE W e ofZE|Alol el ek AR Glo]
Topic 7|Hke] EA18 4388 4= )tk RTPSE OMG
ol oJaff #E3H ol FAlTEE SI7 dleolel A
T EreEzex TS 3 ZEs A
UDP$} 3lo] Al|Ado] 53k A& A% 52t
o] 753} ol#ldt 2= AFE7-E(Queue) 7|4
dlole] AES 3hA] 237] wiiell 34 AF A=zt
A AARE Azglel H3sbe, 227149
QoS(Quality of Service)& A3} = ol &
ofafet.

7)2¢] DDSE Enal el Hopy, S-§rw sl

www.dbpia.co.kr



=/ 3 AR A"l

9 ok PE 9T BEAQ A ol 4 714

DDS Model 0S| 7 Layer Model
Application Application Layer
oces || T )
(Data Centric Publish/Subscribe) Presentation Layer
RTPS
(Real-Time Publish/Subscribe Protocel) e
UDP/IP Mo
[ e Transport uop | Transport Layer
Internet | [~ 7"~
(ieme | [are ) [(rare | [ e ) Network Layer
Datalink Layer
Metwork Interface
Physical Layer

=] TCP/IP #°] DDS T%

=
ig. 1. DDS Structure on the TCP/IP

omg gt YEYT EuQle)] 3k Foix=
Ty -S4l e 23, flx WiE Sel 7hsdich
ek Sg= 2 sl T tigk F Sl
DDS 8- ¢l ok ofe] A3 T, 44 1}
o, glolHelE], AL 21 5 dlo]Elel gk B35}
a3l 22 oleigt Xl FoFe t-gsl] 9lsl
DDSel| 23t 7158 5718 DDS Securityel] 33| <1
=3 Qe &4x]ut DDS Security2] 7-$- t]2A
e ZAellA 15 gl "2t Hatste] F8kE
SA7= AP Qe ek, weel Wil A el
HES Hoiz} A r A oo} 29 dHlole]e| thEk oF
33} 3 o} ASEA] k7] ikl dHele
Aol BAEA] Fe=rh

23 E5A12 ge ema|Fe| e =4
EFAIlelR wloly] A A2lE T3 E5A
EfFel A7 x=of doleE A3 2 Baist
ok B5ARlS F dleole] T et 2
G Fokelld QAT=Ea 9lew E=5A<le] =

Az olfire e 5 AAREe] A
FoA37] wiatell dloleell W3k +24S &
o471 wfteept,

olglgt EFAIRE vk vt gdd apEA
= S8 ge] daelEe ARSR 3] daelES
T3l Ak wlelele Aol SRl HlolE o]
7120l Ak dolelE W7 2 A% 5 glvke A
i =2 AlFAdE 7Rk e daelE 5 PBFT
o] daefE vig] Aold $5-S s e vlE

7] Al=dled 75 ghefel]l eldt =t Al
[e]

N
HIL@

e

i

of

e o rlo
i

o
¥
b

Request Pre-prepare Prepare Commit Reply
Client hEEE
A

Node 0 o AT
s

Node 1

Node 2 A " 3 -

Node 3 < 35
Send
Send message | M40 | orification

Each node
transmission transmission

Commit message
collection

T2 2. PBFT 39 dweEl&
Fig. 2. PBFT Consensus Algorithm

HA] Fepo|AEZF VMEYZY RE LA )
Aepel] ek ElS gAs) BE k= 5 AAE
3 k=9l Node 0 FEPo|lERHE vk =)
A (Transaction)S HZ°2 A T tfZ2 X
o A~

4
EESd] BES A5t} thE wEEe BES
=

- = T
Asta BEL PAYCHE AMLS ThE =S A
Sl 7 ko o RESe] E5-& AIEER

S =
o] tgk o H-5 F3RIc) o|23 PBFT L2|&2
o] g3le] AN x| gho] A} HEkE 66% o1
o] 3e] At 2ohd g7t AR o] FiF]
tia & 4 9k

ol¢} #o] PBFT ¢ar=| 5= wlojefel] ik &2
ARAE BASAE VBT WR-e] A k=
2] Z7tel| whe} AlMgElE AA EAlgke] A Fe
FAH 7RIk el glch weba] the] =
=5 AMSke @4 A5 Al2Hlel] odubHQl PBFT
o] duElEs A4 739 3 AT Azl A

A7 82K ms ~ 100 ms) S 9HESR] el

. B FHE AAHO] AlZlM 2 HoK SN
9lst S=Hio! Juel HOIE TR

3.1 B-DSS9| A|AH mE

I8 32 B =ellA] Algksle EEAQ] 74k
dlo]e] F-F7|H(B-DSS, Blockchain-based Data
Sharing Scheme)®] dlo]e] &gl digh Aok
7t k== Topics ZHal 9low HHH-=(pub/sub)
71Hke] Exlo] o]Foixlv}, gk EE-A4l Hoe] ¥
Topic< %19 dlo]e] -¥ZKGlobal Data Space)°il4]
o) 7+ =7} 8418 o 22 Topics 714 =
=52 BEA9l dlolelE Ffglrh olE E°1 Node
1°] Topic A5 Z7 b 22 E¥S 712 Node

811

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *22-06 Vol.47 No.06

H
€ Blockehain R

(oSt -——- DDS Domain *
B Blockchain —---~ | (Global Data Space) L]

]
Node 2

[N )
[ = =] o A Blockchain
R teetetes
A Blockchain ga __________ R oe oe |
bey AT Node n € Blockehain
Node 3 ‘ H

B Blockchain )
B Blockchain

27 3. 2319 A1) dolel F AW A=
Fig. 3. Configuration diagram of B-DSS

c}
B-DSS+ 7|& DDS "Ee] 714k Hole -
71ellr T2 dolelE o] daElEs Fdl Al
2| do] AEIc ghefr) o]Feizl dleolel= EEAQl
o #ARARS Fall dlolele] Moo st &
A& 7HEe R sl dlolE] FfirHe] ExAA
o] A== A 17 49} Fro]| FARICL
@ : 712 dole] T4 37l dlolelE WA
2 FAsla W dioles e keS|
PBFT §e] dae]5-S zl8)sof ghrh= Topic
o7 kg

@ : thE B 3 duE|lEs s Slsl
kel dlelelE 5 4 olvk wdh MM
upA] Rt EdfA el dlo|e]7} F7kE = A el
A5 AR dlolele} el daelge] AdE
HlaL & dlo]elE EdAe] Frlejof sl
tlolElE 3]

@ : Z7+e] == PBFT §9] ¢ue|&S Algs|
e A P58 dlolels Wk o ¥
thE k=Eo] 1 HoleE 53

¢

"
.

@
Q
S
3]
o
g
19
8
()

&

_______________________________________

J2l 4. B-DSS®| EaAM A4 34
Fig. 4. Transaction creation process of the B-DSS

812

@ : TR wmESe] Ag TR Helels} Alo] A
& 753 lo]e} S uls}o] PBFT 3] L
eag Asky. AnkE wEe)

® : AR e W deleiEg Hlasle]
PBFT 9] hwels 4315 Zea 7 W0e
o}

® : Al 7 xeeme] Mgk PRFT 9] Qe
Zo) A%E Eol eaA] Rl i

L 2] eSS 2% dole R TEgo ey

|

3.2 B-DSS2| AIEA Clojoiadd o REM A
E dn2jF
B-DSS2| A~ tholojzele 23] 59} 2t}
D : Z=fe]dE= getDomain &5 53 domainID
e Ao g el 5 Fx Sl 2
83k 2713E it
@ : create_manager U~% domainIDell A5
Managers A4l
@ : A%l Managerol Listeners 5-53F £ dlo|g]
o] ~5 AR} FefoldEx= #A dlolE
el wet gl clolemol~e] B4 w
o dlolelulel 8 M 4 9lr
@ : delello]~ A 2 27| T2k kudohd
toJejH|o] 2ol M7IARE) 1A A FElo]d B
Al dHE F7] 28k 22 on_changed_data

[o=

=

| Client | | Domain | | Manager| | Listener | |Database|

getDomain
domainld ]G)
create_manager(domainid)

setlistener(*p, Listgn er)

o

CREATE_DSS_DATA / CREATE_DSS_HISTORY_DATA /
CREATE_DSS_TABLE / GREATE_DSS_HISTORY TABLE 'U @

I

on_changed_data()

02 5. B-DSSY| AlFx tielel1e)
Fig. 5. Sequence Diagram of B-DSS

www.dbpia.co.kr



WY AR Asde)

FAL

o2t
tlo
4

A3 E5AQL 71k dlele - 71

Algorithm1 : The validity of generated blocks

Input : Blockchain, cutput : Boolean
1: procedure

2 for (i = 1, i < Blockchain.size(), i++) do
3 CurrentBlock = Blockchain.get(i)
4 PreviousBlock = Blockchain.get(i-1)
5: if (CurrentBlock previoushash # PreviousBlock.hash) then
6: return false
7 end if
8: if (CurrentBlock substring(difficulty) # HashTarget) then
9: return false
10: end if
11 end for
12: for (j = 0, j < CurrentBlock transactions.size(), j++) do
13: CurrentTransaction = CurrentBlock.transactions.get(j)
14: if (!CurrentTransaction.verifySignature()) then
15: return false
16: end if
17: end for
18 return true

19: End procedure

a7 6. A4E BRel 414 AE duls
Fig. 6. Validation algorithm of generated blocks

Y4g olgale] Holelol] iRt Uz e

O.t.;

2o AR Sghe vl =AAA] §
2 A AETe sl A4 e IEH
W o8 1T 4 glck R, A Bo] 5
B 71 e UESA Slefsie] SnE BT
QA TR o8 BT 4 9tk

slgt 22ael S dole THoIHE 71 de]
B 2714, Zejolyl el Ae vl
2

A% H7EE el AAE = dielE el EH?‘{ 9
2] glelslel AlA, Hekd 9 AX7H
5 Eelgich

4.1 Al?:u EIJ:{ __rLA-I

H Eiolxs B-DSSE] AAZMA] HA18 93 )
ole] T} o] FolAl= ATe SAska A= 2
B S 918 dlolE] i of ol whsl Thet
g} wjeba $jof 22 e HrHE 98 el
Ae Al 7 3PS AR

EAp.) fr &
&=
X

e

2= 3R] AT A|x~Eo] BAL X AH 317
Joleh Z7loleh. 71 dlole] B4 e

d

°]

DDSE AR3}AL o] & AMES7| $laliAl= i rdellA]
ARgE|ofo} B17] witeck

T AR §ke] dae]Fe] zldE Fot doleE
Aelshes 55 sk ol o] darelsoe] of
Folz)7] 918k T4l &8 *17&—% A3l

Al AR 2= dlole] 744 F7EE s AAl £5
Aol dlolEl7}k xiZPE]~ JSON z}3l-& 7x3le] dlo]
E]7} W7 o5 z}%}l F7Rgke) moAgE 9
3 ARgE Anle

1. ol A A
able 1. Specification of equipment for simulation

Tk

Performance Specifications

IntelR) Core(TM)  i5-7400

cPU CPU @ 3.00GHz

Operating System Windows 10

Graphic Card NVIDIA GeForce GTX 1050

RAM 8GB

4.2 B-DSSe| MAZHY H|w & A

4272 B-DSS9] A=A 2 A A5 vl
2 A6l el ohEth A =
o3 2ok

1) = P w2 dole] i &8 A7

2 dlele]l Z7]el| e dlole ¥ &8 AR

a5 7 lelel7} Il dl Al A =
E Fof wje} 7]122] PBFT Y]t dlole] 3+
]t” < B DSS¢} v|wgl ) Zelr) 7]& PBFT <&
re 7t S7FEE dlofE] IR A8 A
7&01 Tﬂl =A F71gict webA PBFT are]s5

°l~

=

10*
~Data Sharing Scheme
~B-DSS

PBFT Algorithm
£
@
E
=
<
o
3 102
£
@ N
2 o I
& —
=
10'
B .
0 5 10 15 20 25 30 35 40
The Number of Node
The Number of Node 1 10 20 30 40
PBFT Algorithm [ms] 220 997 1715 2064 2501
B-DSS [ms] 27 29 33 43 50
Data Sharing Scheme [ms] 3 3 4 5 6

3 7. k= ol b dlofe Ff 48 A7 vl
Fig. 7. Comparison of data sharing time according to the
number of nodes

813

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *22-06 Vol.47 No.06

anE Y AF Azl A4 A AAS
WA Eai) Ak 7 21 dele 3
et vlaslel k= 4 o] A A 740l
15% Aasigich weh k= S we 3 A
]/\Eﬂoﬂ/q ;q]o]_g}._ 7]1:140] z—]sl—a% E_]—o 1) _/;\_ o}\
o} 3l Aljlele 71 e §kel #AS Eﬂ°lEi
9] FE3AE AT 5 o] vl 71 dloly
719l mls] A= S7HAIFCk
T3 8 HlolEl7} B A8 AIZHE HlolE] =]
of wje} vl el zolck 7]1E2] PBFT 4are]52
Hlasle] dlole] 7|7} ARGE vlolE] 3 &8
A7b0] 2,500 ms Z7FSIeITh. ARKSR= 7S 728
o] Ao} 7| 71 dn] A8 AIRE S7HEe] AhAagt
< Holrh
w3l & =rel A AljKskE B-DSS+ 71 dlolE]
714 o, dHele f3A A5S T8l AEAds
grslelch 19 8ol =AIGH AlF AE F4l, Al
e HdE gas 315 PBFT W] djy] #]914]
ZF WAAE FEl AR H AE U S EEslela
712 el 3 k) ﬂl I, AR Blek
%, 54 AAHE Ea) A4S suskc % o
o8] & X|edA| 7k} A2 A Alo)9] trade-off 474]—~
el 4 ek 1e)w, 2 RS S, Alekehs
7] dlole] B Alzke] F7hge] 71E dlelE
f7IHEC) Zhasted dlole] 27|17 E95 3R A
AAZE A7} Aol 7o 2 welr). wela], B-DSS+=
|o 1Ei 84 755 53 71 delE FhirIHE
A=A gryt 7lssie, 3 AT A 2=Hle|
i 07_6]__ /Jg]ﬂ.ﬂ o t‘zl—}_gl— 2~ oh;],

10*

~+-Data Sharing Scheme
—B-DSS

M
10°

Delay (ms)

Size of Data (kByte)

Size of Data (kByte) 10 100 1000 10000
PBFT Algorithm [ms] 990 1597 1915 3564
B-DSS[ms] 30 73 93 150
Data Sharing Scheme [ms] 3 1 15 27

S8 8. dlelE] Zlel W ol T4 At A7 vl
Fig. 8. Comparison of data sharing time according to the
size of data

814

4.3 B-DSSS| HoH A

4.3%ol| 4= B-DSS2] HeHel tisf #Aigich
2+= 7| dloly 7 Aljkels 7ol B
A5 vlagk Ao} doly 784 2 57,
5 R RE A g g5 7]E HlolE
flHe]l S AHE F8l dlelel7t AAk=7]
of dlolel & AE AAs= Aljkek= 71l vls) 9
FHF-EE Y] 7T 22 13 o2 E $3sch
w3l 71 7S AR A 2 delyr WAE=
ks She 7192 slAlge] Ws)

h < 9l wlolE7 WA o

23]

I~
o,

e ol o

X]—}_‘ﬂETW

3] 91s) 5Ll A7)
of Blele % o5} 7
At AREE delee “7)-3h(Key-
Value)” o2 A% dlo]E]E ARk BEA ]l
AAsl7lell A48 JSON el & o] 83fsir) £52
dlole] F A 3 dAll EZeoll #1%% merkleRoot,
previousHash&  ©|83l &+ gtk
previousHash+= &l &5 w2 24 &9 Azt
ot} merkleRoot= EHAAS] 7b7te] do]e]uir}
3o IDE ARESte] 7 77k ERAA ol
205 g AR ol 3 F dREe R Wslelhs
IS qHEste] mRR]Rtel] e s Algke]c)

25 102 dleJe]o] w3t s Elalr] $
AA| EZA3] Hlolel7}F A A== JSON 34dE 7}
gk a2glo|th. B-DSSE ¢85l 3-f%l dlelel&
ZA9lel] AAslaL JSON el o]g-sfo] x| As}

oo
e
J
= o,
-
B
4&
[t
r%
x f
rﬁ

:
. )

32

E 2. 7% dlole 71t Aldteks 7199 2ol A%
H]a

Table 2. Comparison of security verification between the
existing data sharing scheme and B-DSS

Data
Comparison factor Sharing B-DSS
Scheme
Weak Strong
Dat: ilabilit
aa arjlloiel ity and 1 Central (Distributed
Ty server) and save)
Security against Weak Strong
urity ag (Central (Distributed
external attacks
server) and save)
Security against
internal attacks Weak Strong
Integrity X 0
verification
Tracking data changes X (0]

www.dbpia.co.kr



iy
M
—
ook

2
rN

P EIREE S

FAL

o2t

A3 E5AQL 71k dlele - 71

tlo
It

Hash(Block hash value)

[ MerkleRoot(MerkleRoot obtained using transaction D) ]

[ PreviousHash(Hash value of the previous block) ]

[ TimeStamp(Block creation time) ]

Transaction #0
[ transactionld(Transaction |D value in hashed form) J

packet
[ msg(Shared data) ] [ time(Shared time) ]
( ID(the node ID) ]

T8 9. JSON Hefo] £2 2 =l dlolg] Fx
Fig. 9. Structure of block and transaction data in JSON
format

Hash : 05¢00aa6f350b476beca0095fb817
db72¢f4620c66c010abd0e2a0f078¢c39¢cch

PreviousHash : 0

Transactions : [

“packet” : {

“msg” : “null”,

“time” : “2021-01-24.10:32:32",

DY Ynull”,

}

“transactionld” : “48b51fdbffc3fé0eb
acdad50c1275fa5b341635e1bdS5e6aaf0ec8c708d
2c4917]

Hash : 0721b4ce6a1766597ed4e013331adddec0
d45d3cd0f9678a51a3033df64013bf2

PreviousHash : 05¢c00aa6f350b476beca0095fba
17db72¢f4620c66c010abd0e2a0f078c39cch

Transactions : [

“packet” : {

“msg” : "Message1”,

“time” : “2021-01-24.10:35:42",

“ID" : “User1”,

3

“transactionld” : “4476bec078c351a3
09alce6al7Ted4e06f3504ce6c3a09cal166597"]

Hash : 0354d0017dc677a7f0cb517e0d0266a97
871e3d7d628bbdeT106790e0balb7

PreviousHash : 0721b4ce6al1766597ed4e01333
addde0 d45d3cd0f9678a51a3033df64013bFf2

Transactions : [

“packet” : {

“msg” : "Message2”,

“time"” : “2021-01-24.10:37:42",

“UID" : "User2”,

b

“transactionld” : “S5e7dd9b202761bf7
5a32b0ddd4adfbcatzbaT7cd02f6b24670e318"]

32 10. JSON Fel2 AzH A4l 8344 bl
Fig. 10. Blockchain data stored in JSON format

o}, mejo]sl BEANE Tk Aujola] BEo] A
AAE AAT 5 Sl ) A i )Ee R
Al o] AL slsic) 7 109] AE 1
w3 A 22 e} oA Sl

previousHash7} 58tk 718 &913 4= 9l F
WA B=9] s} A WA E-Z-2] previousHash7}
FAshs s FRIF F 9lon EEAIQ] e
7ol AAR dole] F-xel whet AAte] A %
S R T e = 2 B e B e B R =
W7do] Erbssl 7|& dolelr wWZslchd =
A2 ID Fho] WHAES & & ook & 9% 34

EE W] okl S shxl s ERE do|ele -

g

S BAsle] HeE gud 5 gl5S el
Sk
V. 28 3 g& g7

B el P AR Alzlelld Bl Al
=] FAslr] sl EFA1 7] dloly] 3
7] Algrslsdtl. B-DSSE -f3h= HolHE ¥
o] we]ES ARgste] B2l A AkskaL s A%k
H]

=

—

=

El
et
f
N

53l 71Eell A= Elofele] gl i’k &
T2 HRIF ¢ sirk =3 R8s AR daElss

==l A% %7he AL old] wE ol
B e q A ekl @

References

[11 D.-R. Yoo, “North Korea’s cyber threats and
countermeasures,” The J. Strategic Stud., vol.
28, no. 3, pp. 7-36, 2021.

[21 J. A. Bullock, G. D. Haddow, and D. P.
Coppola, “Chapter 8 - Cybersecurity and
critical infrastructure protection,” Introduction
to Homeland Secur., pp. 425-497, 2021.

[31 R. W. Ahmad, H. Hasan, I. Yaqoob, K. Salah,
R. Jayaraman, and M. Omar, “Blockchain for

aerospace and defense: Opportunities and open

815

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *22-06 Vol.47 No.06

[4]

(5]

(6]

(7]

(8]

9]

[10]

[11]

816

research challenges,” Comput. & Ind. Eng.,
vol. 151, pp. 1-14, 2021.

K.-H. Lee and H.-S. Park, “Study on trends
and strategies for defense blockchain and ICT
technologies,” Electron. and Telecommun.
Trends, vol. 35, no. 1, pp. 12-24, 2020.

J. Dattani and H. Sheth,
blockchain technology,” Asian J. Convergence
in Technol, vol. 5, no. 1, pp. 1-3, 2019.
C-G. Yi and Y.-G. Kim,
software security test of naval ship combat
system,” J. KICS, vol. 45, no. 3, pp. 628-637,
2020.

J-S. Im and S.-J. Lee, “A survey on
decentralized storage,” Commun. KIISE, vol.
36, no. 6, pp. 30-36, 2018.

J.-H. Cha, J.-W. Lee, J.-M. Lee, and D.-S.

Kim, “Real-time middleware application and

“Overview of

“A study on

trend research for civilian and military ICT
convergence technology,” J. KICS, vol. 37,
no. 10, pp. 47-54, 2020.

OMG Std., DDS Security Version 1.1, OMG,
2018.

J.-W. Lee, J.-H. Cha, J.-W. Lee, G.-S. Kim,
and D.-S Kim, “PFDP-Based DDS security
lightweight discovery scheme,” J. KICS, vol.
45, no. 12, pp. 2123-2131, 2020.

H. Guo and X. Yu, “A survey on blockchain
technology and its Blockchain:
Research and Applications, pp. 1-23, 2022.

security,”

0] & $ (Jong-Woo Lee)

20184 29 : F2-Fghar &
2 &3t —505.

20209 29 : FoFF AL IT
%«%ﬁg‘%ﬂﬂ A

2021 29~EA) ;. R PEA
25l AgpEd o

<FlEol EEAQ, vIEe,

s
AAZE A2

[ORCID:0000-0002-1978-1877]

2 & &l (Hyeong-Jin Kim)
2020 29 : F-e-gdEta A

AF st &4

7: =1 20214 84 : Fo g IT
SEEFEH AR
2022 29~ ERllell
" . AN S
<HAltol EEAI], vIE4e],
3137 vESY

[ORCID :0000—0002—7648—9805]

0| Z§ Bl (Jae-Min Lee)

1997 24 : AEN T AR
%1—_7/} %1—}\]—41—03

19993 249 : A&ty A
st} Al

2005 39 Aediska A7)
U AR Sy

20043~2016' : AHAIAA} 44
AT

Qg skl ICT-§35443) 1+

= '1—

2017 3~3A) : S Axpgs 2w

<FEol 4jlE B4, UES = 7ME dwit]= A]
28 A 9 A

[ORCID:0000-0001-6885-5185]

21

2016%3~2017+ :

faw Ao}

-
AlE] AFehle 2 e
Ao}
-

www.dbpia.co.kr



0 noky AR 918 B2 Sl dele] 26 /)

sl 24
20004 244 : A]Sfska %17]
G R

. 20091 124 : University of
“ . Texas at Austin, Computer
Engineering AR
2010 : University of Texas at Austin, BARFI7
2000%1~2005%1 : AMISDS A H7 |74 A7
2010%1~2022 : 44472} Samsung Research $~4<1
T-4/PL
2022\ 39~3A : o e e oSt
e
<¥iltol mubel 73578, Context-Aware 71975,
0T &35, AL Al2~E)

[ORCID:0000-0002-1435-3769]

X

Z = M (Dong-Seong Kim)

1992 24 : ghofrljsta %1%
sh} 4]

20034l 39: Mgt %17]
2 ASTEFEHE A

20044 : Cornell &l ECE 4}

%

2015%3~2018d : e gn §3v|ed 4

20191~20221d 24 : Fowaelw Alelalzdnkat
20143 99~3A) : IEEEJACM Senior 3|<]
<FHlEol AAZE S/W, AAZE BAIY E ToT Al2=H
HE= 7aF B4 Ale] A xH]
[ORCID:0000-0002-2977-5964]

817

www.dbpia.co.kr



	함정 전투 시스템의 신뢰성 및 보안성 향상을 위한 블록체인 기반의 데이터 공유 기법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구 및 문제점 분석
	Ⅲ. 함정 전투 시스템의 신뢰성 및 보안성 향상을 위한 블록체인 기반의 데이터 공유기법
	Ⅳ. 모의실험 및 성능 평가
	Ⅴ. 결론 및 향후 연구
	References


