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ABSTRACT

With the development of quantum computing technology, the existing communication security system faces
new threats. Accordingly, quantum cryptography communication technology is emerging as an issue for a new
communication security system. quantum cryptography communication consists of quantum key distribution, data
encryption/decryption, and data transmission technology. Among these, QKD technology uses the principle of
quantum uncertainty to generate and distribute a symmetric key between any two nodes to ensure
confidentiality. Recently, QKD-based quantum cryptography network construction and service application cases

are emerging. However, since the current QKD-based quantum cryptography network management and service
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key provision are focused on the implementation of basic functions, in order to provide practical quantum

cryptography application security services, further research regarding quantum key management and failure

response measures is needed. Accordingly, in this paper, we propose a quantum key extension structure and

quantum key management policy to solve the quantum key shortage and provide a stable quantum

cryptography network service environment in response to possible failures in the quantum cryptography

network. In addition, we propose a service key management method to provide a service key stably and

smoothly according to the requirements of various quantum cryptography communication services by using

limited quantum key resources.transmission performance between containers that are dynamically created

according to the user requirement.
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Fig. 1. Quantum cryptography network structure and quantum key flow
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