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ABSTRACT

Edge computing is a new distributed computing technology that adds an edge layer between the cloud and
device layer. Edge computing offers more targets than cloud computing, and attackers exploit vulnerabilities,
DoS/DDoS, man-in-the-middle attacks, and authentication bypasses to threaten them. Security systems such as
intrusion detection systems (IDS), firewalls, and anti-virus software are unsuitable for edge computing due to
low accuracy and high false positives. It also revealed limitations such as a lack of security personnel and
solutions to respond. This paper proposes a deep learning-based IDS to overcome the limitations of edge
computing. We implemented a deep learning-based IDS in KubeEdge that a highly scalable edge computing

platform and extracted important features using sparsity constraints to train an intrusion detection model. The
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model deployed in edge computing achieved 98.96% accuracy, 99.41% F1-Score, 2.270% false-positive, and

0.4990% undetected rate. The system reported to the user that an intrusion had occurred and took appropriate

actions to black the attackers’ IP.
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Table 3. Preprocessed dataset for training
Data Benign Malicious Total
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Table 4. Dataset for updating and attack detection
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Table 5. Comparison of performance with other studies
Research Dataset Approach ACE};; <y Fl-(ts%f:)ore
[13] CICIDS2017 REP Tree, JRip, Forest PA 96.6 N/A
[14] Real data Isolation Forest, local outlier forest N/A 94.0
[19] DDoS Gaussian mixture models 99.0 N/A
[20] CICIDS 2017 Negative selection algorithm and classifiers 98.0 97.0
Ours A\=1e — 3) CICIDS 2017 Sparse stacked autoencoder with Depp CNN 96.9 96.9
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Fig. 8. Performance results according to the sparsity coefficients
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Fig. 9. Training and prediction time as a sparsity coefficients
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