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ABSTRACT

This paper introduces TLS-based packet inspection techniques and introduces trends in related circumvetion
technologies. First, this paper describes IP blocking, DNS blocking, and SNI filtering, which are representative
packet inspection techniques and DNS-over-TLS and DNS-over-HTTPS, which are DNS encryption standard
technologies to prevent those techniques. In addition, the advantages and disadvantages of DoT and its detailed
characteristics are analyzed and related privacy issues are explained. We also analyze the three technologies,
DoT, DoH and DoQ by comparing their characteristics with previous researches. We introduce the
standardization progress of SNI encryption technology and discuss about its limitation. Additionally we look at

the possibility of future tactical network operations of related standard technologies.
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