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A Study on the Integrated Security of Drone Wireless
Communication in Terms of Signal, Protocol and Message
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ABSTRACT

In this paper, we study the collaborative security measures to redeem vulnerabilities of drone wireless
communication. Primary, vulnerability tests were conducted using commercial drones based on the scenario.
Thus, found out that when complex attacks were implemented, the drones with single security were neutralized.
Therefore precisely analyzing the actual scenarios to hijack drones, we were able to design security measures
in 3 aspects. For each aspect, tests were done from a single perspective based on the security measures. Then
by applying triple-layer security, a drone communication model which is resistant to complex attacks becomes
tolerant to those attacks. Furthermore, based on the results, it is expected that it will be able to contribute to
the development of drone wireless communication security supplementing the limitations of the ‘drone

cybersecurity guide’ announced by the government.
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Table 1. classification of major drones vulnerabilities
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E 6. A% : wlan0
Table 6. Jamming(primary slave): wlanQ

Normal Attacked Interface
wlan0O -82dbm -62dbm
wlanl -90dbm -91dbm

wlan0 — wlanl

E 7. A9 : wlanl
Table 7. Jamming(primary slave): wlanl

Normal Attacked Interface
wlan0 -82dbm -82dbm
wlanl -90dbm -66dbm

wlanl — wlan0Q
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Table 8, LEA encryption of the specific control packet

Hex
. cc 60 00 27 68 55 00 77 01 00 7b
Plain text
fb
1f 84 60 25 ba 43 a8 b7 83 66 eb
Encrypted 7b 1b 20 fc 9b 20 e5 a7 fb 90 de 06
69 63 Se 59

1634

om, 2~ 913l sl o8& 4= qlck
V. SgiEot 2 E24 WAl

S 3% 5 ol uek wET §AE =2
AN Wi-Fi Deauth AttackS- 5-A]oll 213832 uf
AL Wefdht Deauth Attack-> o1& 5= §isich
A%, meel A QAL AR, e
S2golE B4 fxloll Ashaiieh. olRE Al =
£ 0qhe slal Budl 2% QA7) DA B
gick. ofoll me} & Aellabiz b FHE A A4 2
Aeflxe] Bk vk g FAl BEe| Falste] s
< A8l

Aol AR AdEles ok Atk $A],
Deauth AttackS =3 Z‘_lE%ﬂ-ﬂ- AL Bk 1
thy AdZe] ¥Rl AEEH e} =8 7k S A%
EAPOLHAZIS 23] F 2= APd3AS &
o] Wi-Fi 178 zls)gkc) Al WA=, Al Al o]
d AEZeel =8 2 gAldke wAAE 2~udE
of WAA|e] P25 dohditt. viATe R AS &
3 =23t Z1Ege] 7F FAlS vl AR § ool v
AR FEE ol8ste] fx wARE vheel =2 2
A2 HBA

1 A3} Tello E&, Anafi &8, 18|37 E3tHel

wEg S A SE 5 A =2 e u
Qoll AE38he B2 Rk Al Tello, Anafi =2
o1 A4 A LS TSI Tolo e

274 olol e shalsiolek spske] (13 o=

Eﬂor RES TS Aolt

o\_”, N

Message «— Control message —— Message
LEA Encryption

Authentication
f
Data Protocol

84dbm-——2——4—6—]77——-@

Signal e Signal
9 - =

2 mond
D
64dbm — wian0 has better

communication state.

Protocol <— Deauth

gl 9. S Het i
Fig. 9. Multi-layered security model




/A Z2EZ vAx o) =2 ARl B3 A7

o] | Sutell glrlel BgA FAO o)
oAl B 34 Ajel el vhal el 4l

5, weeg oeln vAA) e A gem

SRR
o1l =&

A7algick ma, 2 o
aqk arES FUskn AEgo, 5

Pu 2l FRAE B

=25 A3E
7ol =2 ol AP oS-

=

(<]

Hlo
|

2 e m

o

2 4

(1]

(2]

(3]

(4]

[5]

(6]

o] neboR o] Fbsd Ao 3
]

Q

-2 KISAo|A] %3}
Hkeke] A Feukl 2 3
S QAAISE BRRREe] F oA Folx

o] =8 SR TeeF A 3

ek gl HAl, S epgshl AR F
2 2% A} 25 G1AT 10 ¢ 4

Y3l Tlol=eiela} g £ ol )

HOWE 7HAl EE ol mE

References

J. Serle and J. Purkiss, Drone wars: The full
data(1970), Retrieved Jan. 3, 2022, from
https://www.thebureauinvestigates.com/stories/
2017-01-01/drone-wars-the-full-data.

KISA, Cyber Security Guide for Drone(2020),
Retrieved Jan. 3, 2022, from https://www.
kisa.or.kr/2060205/form?postSeq=9&lang_type
=KO.

J. H. Jung, Y. M. Hwang, K. H. Cha, J. S.
Lee, Y. Shin, and J. Y. Kim,
channel estimation algorithm for anti-jamming
in MIMO
Satellite, Int. and Commun., vol. 11, no. 3, pp.
32-36, 2016.

C.-M. Choi, “GPS
beamforming technique,” J. Korea Inst Inf

“Iterative

communication  systems,” J.

anti-jamming  using
Commun. Eng., vol. 20, no. 2, pp. 451-456,
Feb. 2016.
(https://doi.org/10.6109/jkiice.2016.20.2.451)
H.-J. Kim and I.-Y. Lee, “A study on secure
and improved single sign-on authentication
system against replay attack,” J. KIISC, vol.
24, no. 5, Oct. 2014.
(https://doi.org/10.13089/JKIISC.2014.24.5.769)
Y.-J. Maeng and D.-H. Nyang, “An analysis
of replay attack vulnerability on single sign-on

(7]

(8]

(9]

(10]

[11]

[12]

[13]

(14]

[15]

solutions,” J. KIISC, vol. 18, no. 1, pp. 103-
114, Feb. 2008.
(https://doi.org/10.13089/JKIISC.2008.18.1.103)
J. Malimban, B. R. Payne, and T. T. Abegaz,
“Drone hacking: Applying the cyber kill chain
to hijack unmanned aerial systems,” Quart.
Rev. Busin. Disciplines, vol. 8, no. 3, pp. 213-
228, Nov. 2021.

J. Feng and J. Tornert, Denial-of-service
attacks against the Parrot ANAFI drone(2021),
(Dissertation), Retrieved from http://urn.kb.se/r
esolve?urn=urn:nbn:se:kth:diva-303150

D. Antoniol, N. O. Tippenhauer, and K.
Rasmussen, “BIAS: Bluetooth impersonation
attacks,” 2020 IEEE Symp. SP, pp. 549-562,
San Francisco, CA, USA, Jul. 2020.
(https://doi.org/10.1109/sp40000.2020.00093)

S. M. Cho, E. Hong, and S. H. Seo, “Random
number gererator using sensors for drone,”
IEEE Access, vol. 8, pp. 30343-30354, 2020.
(https://doi.org/10.1109/access.2020.2972958)

J. Won, S. H. Seo, and Bertino,
communication protocol for drones and smart
objects,” in Proc. 10th ACM Symp. Inf,
Comput. and Commun. Secur., ASIA CCS ‘15,
Singapore, Apr. 2015.
(https://doi.org/10.1145/2714576.2714616)

K. Kim and Y. Kang, “Drone security module
for UAV data encryption,” 2020 Int. Conf
ICTC, pp. 1672-1674, Jeju, Korea (South),
Oct. 2020.
(https://doi.org/10.1109/ictc49870.2020.9289387)
K. Wesson, M. Rothlisberger, and T.
Humphreys, “Practical cryptographic

“A secure

civil
GPS signal authentication,” J. Inst. of Navig.,
vol. 59, no. 3, pp. 177-193, Sep. 2012.
(https://doi.org/10.1002/navi.14)

C. He and John C. Mitchell, Security Analysis
and Improvements for IEEE §02.11i(2005),
Retrieved Apr. 29, 2022, from http://citeseerx.
ist.psu.edu/viewdoc/download?doi=10.1.1.74.1
515&rep=repl&type=pdf

V. V. Kumari and K. V. K. Raju, Formal
verification of IEEE 802.11w authentication
protocol(2012), Retrieved Apr. 29, 2022, from

1635



The Journal of Korean Institute of Communications and Information Sciences "22-10 Vol.47 No.10

https://www.sciencedirect.com/science/article/
pii/S2212017312006317.
(https://doi.org/10.1016/j.protcy.2012.10.086)

[16] J. Bellardo and S. Savage, 802.11 Denial-of-
Service  Aftacks:Real  Vulnerabilities and
Practical Solutions(2003), Retrieved Jan. 3,
2022, from http://users.csc.calpoly.edu/~bellar
do/pubsfusenix-sec03-80211dos-html/aio.html.

[17] J. Son, J. Sim, J.-G. Lee, and I.-A. Cheong,
“Hijacking attack using wireless network
security vulnerability in drone and its
countermeasure,” in Proc. KIICS Conf., pp.
327-330, Busan, Korea, May 2017.

[18] J. Park, 128-bit Block Cipher LEA and its
Modes of Operation(2016), Retrieved Jan. 3,
2022, from http://www.tta.or.kr/.

[19] S. Choi, Create an international standard for

protocols(2020),

inews24, Retrieved Jan. 3, 2022, from https://

www.inews24.com/view/12 52297.

drone communication

& & & (Seung-hyeon Jeon)

2017 3€~EA : gel=o]
stal AR R
st shafaly

20223 39 :BEST OF THE
BEST 107] =&

<Al FAEA, A
s}, IoT, HHtl=

[ORCID:0000-0003-3167-3489]

1636

Z &= 3| (Do-hee Kim)

20224 29 : A& EAAT-E
AtolufalZ Hekal £

202211 3% :BEST OF THE
BEST 107] %

2022 8Y~&A : Al
3L e ege] Al

<HAEeR A4, i
=, A=k Bel IoT

[ORCID:0000-0002-8351-2727]

M B T (Min-jae Seo)

201941 3U~&A : St
Azl HRuss)
Ag

2022 39Y:BEST OF THE

f ) BEST 107] %
, <FAl el FAFAL AFA
\ 5, X3k IoT

[ORCID:0000-0002-1088-989X]

& ¥ 2 (Byung-woo Hwang)

2021 24 Felohshar ZI57E
3 &4

202213 3% :BEST OF THE
BEST 107] 4%

2022 8U~&AA| : (AhFFRt
A A

<FAlEel FAEAL SRk
IoT, #Alz]d

[ORCID:0000-0002-8931-6188]



